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CTpeMuTe/IbHOE pa3BUTHeE TEXHOJOTUIL ¢ OOJMbIIMM BOOAYIIEBIeHMEM
O6bIO BCTpeUeHO JuIlaMM, CKIIOHHBIMM K pasjMuHoOro poza adepam
M IPYTUM MPECTYITHbIM JeSTHUSIM.

[t xuieHus JeHeXXHbIX CpeiCTB MOIlIeHHMKaM paHee MPUXOANI0Ch
nopAAenbiBaTh OyMaykHble IiaTeXHble MOPyYeHUsT U MIPUXOAUTb C HUMMU
B 0aHK, a JIyIs1 XUILeHUsT BasKHOM MHGbOopMaIuy TpeboBasoCh MPOHUKATh
B TMOMeIlleHUs TI0f, TIOKPOBOM HOYM M KpacThb 6o dotorpadupoBaTh
IOKYMEHTBI 3 XUTPOYMHBIX ceiidoB. Bce atu meiicTBusi, 6€3yCI0BHO,
OBLIM COTPSIKEHBI C BBICOKMM PUCKOM [IJIsI SKy/JAMKa ObITh MOMaHHbBIM
3a PYKYy ¥ HaKa3aHHbBIM I10 BCe¥i CTPOTOCTYU 3aKOHA.

MHTepHeT-TeXHOJIOTUNM U CeTU Tepegauy JaHHbIX CIIOCOOCTBOBAIMU
POCTY 2/IeKTPOHHBIX YUYETHBIX 3aIMceii, KOTOpbie XPaHST CEKPEThI MMOJIb-
30BaTesIei U MO3BOISIIOT 0OMEeHMBATHCSI BaXKHOM MHMOpMaliyeit, a BHeI -
peHue CUCTeM AMCTAHIIMOHHOTO OAaHKOBCKOTO OOC/TY>KMBaHMS M30aBUIIO
BJIaJIeJ/IbI[€B CUETOB OT HEOOXOAMMOCTH YaCThIX MOceleHi 6aHKOB I
CoBepIeHMs TIJIaTeXXHbIX Orepaiuii.

CTtpeM/ieHMe TIOMYYUTDb MPUOBLIIb OT HOBBIX TEXHOJIOTUI PeryaspHO
MIPUBOAUT K BHEJIPEHMIO Pa3IMYHbIX CUCTEM, IIPOTOKOJIOB U CTaHIaPTOB,
KOTOpble TpY BHMMAaTeIbHOM B3IVISiIe Ha HUX C APYroit TOUKU 3peHus
OKa3bIBAIOTCS TIOJTHBI BCEBO3MOXKHBIX YSI3BMMOCTEIA.

Tak, MoOCMOTpeB Ha JOCTVDKEHUST UeioBeuecTBa IO, APYTUM YIJIOM
3peHus], KpMMMUHAJbHBI MUP obOTaTU/ICS pasHooOpasyeM METO/I0B
MpecTyIieHNi, coBepillaeMbIX C MCIOJb30BaHMEM MHGOPMAaILMOHHbIX
TEeXHOJIOTUIA U CpeliCTB CBSI3K. [I03TOMY CerofHs Mbl MMeeM Maccy HO-
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BBIX BUJIOB MPECTYIUIEHUI M CXeM MX COBepIleHNs, TPeOYIOINuX u3yde-
HMS ¥ BbIPAaOOTKM aJITOPUTMOB IIPOTUBOAEIICTBUS.

MobuabHas CBsI3b, IHTepHeT, IIaTeKHbIE CHUCTEMBbI, CPeICTBA JIVC-
TaHI[MIOHHOTO OAHKOBCKOTO OOCTYKMBAHMS, 3JI€KTPOHHbIE YUEeTHBIE
3aMlMUCH — BCe 3TO XOPOIIO ITPOJAETCS MOTPEeOUTENIM M 3HAUMUTEIbHO
yIpoIaeT 6M3HeC-mpoIecchl.

Bce Tak Ha3bIBaeMble BbICOKME TEXHOIOIMM, hopmupyloiye nHbop-
MaIlMIOHHO€E MPOCTPAHCTBO, CTA/IM OTAEIbHBIM I10JIEM MPOTUBOCTOSTHUS
IIPECTYIIHOTO CEerMeHTa ¥ OOIeCTBa, IIPU 3TOM, €C/IM TOBOPUTD IIPSIMO,
cuTyalys 60Jble HalIOMMHAET OXOTY, YeM IIPOTUBOCTOSTHME.

BecunciieHHOe KOJIMYEeCTBO KMOePMOIIEHHMKOB U XaKePCKUX I'PYII-
MMMPOBOK, HABOASIIMX y>KaC Ha OTHeJbHBbIX I'PaskIaH, KOpHopaluuu, ro-
CyIapCTBeHHbIe OpPraHbl U Jlake 1iejible CTPaHbl, BbI3bIBAIOT TPEIleT BO3-
MYIIEeHMSI OT Geccuins, MOAIIMTHIBAEMOIO PEryIsIPHbBIMM BBIITYCKAMMU
cpencTB MaccoBoit mHpopMauyu. HeyoBMMOCTh ¥ OG€3HAKa3aHHOCTD
3JI0YMBIIIJIEHHUKOB, X Ka’KyIasicsl Be3IeCyIlHOCTb, HEIIOCTMKMMOCTh
METO/I0B U CPeJiCTB, KOTOPbIMU AeJiCTBYIOT 3/I0YMbIIIIJIEHHUKH, — BCE 3TO
co3maeT He OYeHb ONITMMUCTUYHYIO KapTUHY.

OcHOBHas CJIOKHOCTD [IJIsT OOIeCTBa ¥ TOCydapCcTBa B OTHOLIEHUMU
KubeprpecTyIieHuii cBsi3aHa € TeM, 4To cdepa KubeprpecTyIuieHuii
o6pocyia MHOXeCcTBOM MMGOB U CTepeoTUroB. HermpaBomepHbie O0-
CTYTIbI K KOMITBIOTEPHOJ MHMOPMALIMN, «B3JIOMbI» CAITOB U ITOUTOBBIX
SIIIIMKOB, aTaKy Ha PeCypChl U APYyrue KMOepIpecTyIieHus CBSI3bIBAIOT
C HEMbBICJIMMBIMM I10 CJIOKHOCTY Y T€HMAJbHOCTU TeXHUUYECKUMU ITPO-
1eccaMu, IOCTUYb KOTOPbIe MOKET [lajleKO He KaKabili. Tem He MeHee
OOJIBIIMHCTBO CaMbIX M3BECTHBIX KMOEpPIIPECTYIUIEHUII IIPOCTO B MC-
TOJIHEHMM U BIIOJIHE ITOAeTCsl aHa/lIM3y JII0ObIM 00pa30BaHHBIM Ue-
JIOBEKOM.

CambIM 3(pDeKTUBHBIM M3 METOHOB, IPMMEHSIEMbIX KaK Cepbe3HbI-
MM KMOepnpecTymHMKaMM, TaK U MeJIKMMM MOIIeHHUKAMM, SIBJISIETCS
dbummHr! Bo BCeM ero pasHooOpasuu. ITOT METOJ MOXKET MUCIIO0Ib30-
BaTbCSl B Pa3/IMUHbBIX BapualysIx, HO OCHOBHASI CyTh €ro 3aK/JIuaeTcs
BO BBEJIEHMM UeJI0BeKa B 3a0/IyKIeHMe C 1LIeJIbIO TTOYYEeHMS OT SKePTBBI
TpebyeMoii IjI1 IPOHUKHOBEHMS B 3alMINEHHYI0 cpeay MHGOpMalun
160 COBEpIIEHMSI II0JIb30BaTeIEM OIpeAeIeHHbIX AeiicTBMIL. OCHOBHBIE
BUIbI (QUIIMHTA OCYIIECTBJISIOTCS IIOCPEICTBOM CPEJICTB CBSI3U — TeJle-

U ®dummHr, aHr. phishing, ot fishing — ppIOHasI JIOBJISI, BBIYKMBAHME.
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(bOHHBIX 3BOHKOB, 37IeKTPOHHbBIX COOOILEeHMI U CIIel[Ma/IbHO CO3JaHHbIX
caitToB ((UIIMHT-IBIKKOB).

Ha ceromHsiiHMi eHb MOXKHO BBIIEIUTb HECKOJIBKO 060CO6IeHHbIX
TPYIIN TPeCTyIUIeHU, TaK WM MHaue CBSI3aHHbIX C QUILIMHIOM U ero
Pa3HOBUIHOCTSMM, COBepILIaeMbIX C MCIIOJb30BaHNEM TeIeKOMMYHMU-
KallMOHHBIX CeTell.

K opHoOI1 rpyrire npectynjaieHuii OTHOCITCS «Cjelble 3BOHKNU» I10
aGOHEHTCKMM HOMepaM, yallle BCEro OT MMEHU COTPYAHUKOB CITY>KOBI
6e30MMacHOCTH, KOJIIEHTPOB OAHKOB MJIM OIepaTOPOB CBSI3N.

Mo1ieHHMKaMM OCYIIeCTBSIOTCS TeeOHHbIe 3BOHKY 110 HOMEePHBIM
€MKOCTSIM MOOWJIBHBIX M CTallMOHAPHBIX TenedoHOoB. [Ipn ocyiiecTsie-
HIY 3BOHKOB MOIIIEHHVKM ITOAMEHSIIOT HOMep BbI3bIBAIONIEr0 aOOHEHTA
TakKMM 06pa3oM, YTO y BbI3bIBAEMOTO aOOHEHTa OTOOpaskaeTcsi HOMeP
TesiehoHa, IpUHAJJIEKAIIMIT COOTBETCTBYIOIEeMY OaHKY MU APYTOii
oduLMaNbHOM OpraHM3alnn, OT UMEHM KOTOPOJ eiiCTBYeT 3/I0YMBbIIII-
JICHHUK.

B npoiiecce o0ieHMs C KAMeHTaMy 6aHKa 37I0YMbIIIJIEHHUKN C UC-
[10JIb30BaHMEM METOJOB COLMAIIbHOM MHKEeHepUN IOMyJaroT CBeLeHus
0 PeKBU3UTAX, MPUHAJIEKAIMX OTEPIeBIINM, 6aHKOBCKMX KapTax
" HYI0 MHGOPMAILVI0, HEOOXOAVIMYIO JIJIST OCYIIeCTBIEHMS AVUCTAaHIIVOH-
HbBIX OIlepaLuii 110 IepeBOLY AeHeXHbIX cpelcTB. [Towie yero ¢ ucmnosnb-
30BaHMEM CUCTEMBI YIAaTIeHHOTO 6aHKOBCKOTO OOCTY>KMBAHMSI 37I0YMbIIII -
JIEHHUKM OCYIIeCTBJISIOT XUIlleHMe AeHeXHbIX CpelCTB ¢ OaHKOBCKUX
CYeTOB U IIATEXHBIX KapT.

TexHo/MOrMSI MOJMEHbI AOOHEHTCKOTO HOMEpa ¥ CBSI3aHHAs C 9TUM
MIPeCTYITHAs IesITeJIbHOCTh OYAYT ellle 3aTPOHYTHI Aajee (Ir. 3.3.1).

K mpyroii rpy1ine npecTymieHunii, UCIIONb3YIOMMX QUIIMHT, MOXHO
OTHECTM PACChUIKM COOOIIEeHMIA, CoMepsKalMX CCbUIKM Ha CKavYMBaHMe
BpPEIOHOCHOTO ITPOrpaMMHOro obecrieueHus . COOOIEHNST pPACChUIAIOTCS
Kak B Buje SMS Ha abOHEHTCKMe HOoMepa, TaK U B BUIE DIEKTPOHHbBIX
coObI1IeHNi Ha MTOYTOBbIE SIIMKY, MeCCeH/IKePbI 1 aKKayHTbI COLIMAb-
HbBIX CeTe.

OnuH 13 MPOCTBIX IPUMEPOB 3TOV KAaTErOpuM IPeCTYyIJIEHUN TPpaK-
TuKoBayicd B 2013-2014 ropgax, B HEKOTOPBIX pPerMoHax BCTpedyaeTcs

! BpemonocHbsIM I10 B cooTBeTCTBUM €O CT. 273 YK PO NpMHSITO CUUTATH KOMITbIOTEP-
HYI0 TIpOrpaMMy, IpefHa3HaYeHHYI0 [/ HECAHKIIMOHMPOBAHHOTO YHUUYTOXEHMSI,
GJIOKMPOBaHMs, MoAM(UKAIIMYM, KOMMPOBAHMS KOMITBIOTEPHOV MHGOPMAILUM VI
HeNTpaau3aIuy CPeaCTB 3alUThl KOMITbIOTEPHON MHGOPMAIUA.
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" TI0 celi neHb. [IpMMeHsiiach cxeMa, 11eJIbl0 KOTOPOJi ObLJIO 3apaskeHue
MOOMJIBHOTO TejiepoHa BPegOHOCHON IMPOTrpaMMOii, OCYILIEeCTBJISIOIIE
pacchliky coo01eHMi Buaa: «/Msi KOHTaKTa M3 3alMCHOM KHUKKY MO-
6unbHOro tenedoHa, misg Bac ectb HoBoe MMS-coob6mienne. CcbliKa»
mnu «/IMsi KOHTaKkTa U3 3alMCHOM KHMUKKM MOOMIIBHOTO TesnedoHa, 1Mo
Bariemy o0bsiB/ieHMIO Ha caiiTe. MoxkeT, o6MeHsieMcsi? CcblIKar.

O6UIMM TMPU3HAKOM [IJISI BCEX aHAJIOTMUHBIX COOOIIEHUI SIBJISIIOCH
HaJimyme obpalneHus K abOHEHTY 10 MMEeHU MO0 MMeHU-OTUYECTRY,
B 3aBMCMMOCTHM OT TOT'O, KaK OH ObUT BHECEH B 3aIMCHYIO KHVDKKY paHee
3apakeHHOTO MOOWIBHOTO TesepoHa, a TakKe 06s3aTeIbHOE Haauume
CCBUIKM HA MHTEPHET-PeCcypC.

[Tpu mepexopie MO CChUIKE Ha MOOWIBHOE YCTPOVICTBO MOTEPIIEBILETO
CKauMBaeTCcsl BpeAOHOCHOe IMporpaMMHOe obecrieueHne, KOTopoe IoJTy-
YyaeT AOCTYII K Tesie)OHHOV KHUTe MOOUILHOTO TesiedOHa IJ1s1 OCYIIEeCTB-
JleHUsl JanbHeMIINX pacChblJIOK COOOIeHM, comepkaluxX CCbUIKM Ha
CKauylMBaHMe BPeJOHOCHOTO MMPOTpaMMHOr0 obecrieueHusi. B 3aBucumo-
CTU OT TUIIA BPE€JOHOCHON MPOrpaMMbl MOIJIa TaKKe MPUCYTCTBOBATh
(dyHKIIMS, TT03BOJISIOILASI CKPBITO OT MOIb30BaTENsI OTIIPABJISITh U TOJTY-
yaTh SMS-co00IIeHNsT B LIeJISIX COBEPIIeHMS OoIepaluii ¢ MPUBSI3aHHbI-
MM K aOOHEHTCKOMY HOMepy MoTepIieBlliero 6aHKOBCKMMM KapTamMu
U 3JIEKTPOHHBIMM KOLIETbKAMM.

YacTeIMM SIBAEHUSIMU CTAIU PACCBUIKU 3JIEKTPOHHBIX MMMCEM OT JIMIiA
rocyiapCTBEHHBIX OPraHOB C BIOXeHMeM (aiiyioB, comepKalinx Bpe-
IOHOCHBIE AJITOPUTMBI, JIMOO YIIOMSIHYThIE BBIIIE CChIIKM Ha CKavMBa-
HJe BpeJOHOCHOTO MPOrpaMMHOTO0 obecrieueHns1. 371I0yMblILIJIEHHUKAMMU
OCYILLEeCTBJISIETCS PACChlIKA 3JI€KTPOHHBIX MMCEM OT MMEHM IMPOKypa-
TYPbI, HAJIOTOBO¥ CTYKOBI, B TeMe KOTOPbIX yKa3bIBAaeTCs, HAIIpuMep,
«[Ipenmnucanue 06 ycTpaHeHUM HapyleHui», «llltpad», «CBepkar.

B KauecTBe mpuMepa MOJ0OHOI PaCChIIKM Ha 3JIEKTPOHHbBIE ITOYTO-
Bble aJipeca MOXXHO MIPMBECTU PAaCChUIKY (PUIIMHTOBBIX MICEM OT MMEHMU
banka Poccuu, Tak HasblBaeMble «BaKaHCUM», OTIMUUTEIbHOM 4epToi
KOTOPBIX SIBJISIZIOCh HaJIMuMe BIIOKEHMSI C 3aTOJIOBKOM BU[Ia «BaKaHCUS
NoXX.doc». CornacHo otyety FinCERT! (LleHTpa MOHUTOpPMHIA U pea-
TMpPOBaHMS Ha KOMIIbIOTEpPHbIe aTaku B KpeAUTHO-(PMHAHCOBOI cdepe

! Oruet LieHTpa MOHUTOPUHTA U pearMpoBaHMsI Ha KOMITbIOTEpHbIE aTaK! B KPeauT-
HO-(uHAHCOBOI cdepe [MTaBHOTO yrpaBieHMs 6€30TacHOCTM U 3alUTh MHPOpMa-
uyyu banka Poccum 3a mepuop ¢ 1 mionst 2015 1. o 31 mas 2016 1. URL: http://www.
cbr.ru/statichtml/file/14435/fincert_survey.pdf.


http://www.cbr.ru/statichtml/file/14435/fincert_survey.pdf
http://www.cbr.ru/statichtml/file/14435/fincert_survey.pdf
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[71aBHOTrO yrpaBjieHuUs 6€30MacHOCTY M 3aIIuThl MHGoOpMaIuy baHka
Poccuint), BO BIO>KeHMM TaKMX COOOIeHUI cofepyKaics MaKpoC, BbITION -
HSIIOIIVMI CKauMBaHMe 3arpy3umnka BpengoHocHoro I10.

C uenbio NpUAAHNUS JOCTOBEPHOCTU JAaHHBIM MMCbMaM IJIsI pACChLIKU
UCITONB3YIOTCSI JIEKTPOHHbBIE afpeca U JOMEHHbIe MMeHa, BU3YaJlbHO
CXOXMe C JOMEHHBIMM MMeHaMM peajbHbIX CaliTOB rOCYAapCTBEHHBIX
opraHoB. [Ipu nepexopne 10 CChUIKE, COIepXKalleil Takoe JOMEHHOe UM,
MOYKeT OCYIIeCTB/ISIThCS [lepeHalrpaBieHe Mo/ib30BaTesst Ha opuiiab-
HbBI CAlT COOTBETCTBYIOIIEN TOCYIapCTBEHHOM CTPYKTYPBDI.

B TekcTe muMcbmMa OT MMEHM OOJDKHOCTHBIX JIMI, KaK MPaBUJio, U3-
JaraeTcs BaKHasl MIPUUYMHA, IO KOTOPOJ He3aMemJIUTeIbHO TpebyeTcst
OTKPBITb BJIOXKEHHBI (paiii, MMMt BII, 5JIEKTPOHHOTO TOKYMEHTa,
60 TIepeiTH 10 CoepsKalleiics B IM1CbMe CChIJIKe HAa MHTEPHEeT-pecypc.

[Tocsie OTKPBITUSL JOKYMEHTA MJIM COBEPLIEHMS epexoa Mo CChLI-
Ke KOMIIbIOTEp I0Jb30BaTeNsl 3apakaeTcsi BpeAOHOCHBIM ITPOTPaMM-
HbIM ObecrieyeHueM, KOTOpOe B 3aBUCUMOCTM OT 3aJIOKEHHOTO B HETO
(byHKIMOHAIA MOXEeT 3a6JJ0KMPOBATh AOCTYIT K MMEIIIUM 3HaueHMe
n71st GMHAHCOBO-X03SI/ICTBEHHOM OesITeIbHOCTM OpraHu3anuu daiiiam
(moxkymMeHTaM, 6a3aM JAaHHBIX OYXTaJaTEPCKMUX U CKIAACKUX ITPOrPAMM)
C MOC/IeAYIONIMM BbIMOTaTeTbCTBOM JAeHEKHbBIX CPeACTB 3a UX Pa30/IoKu-
POBKY (pacuim@poBKy); 1160 MOKET YIIPaBJISTh IPOTPAMMOi1 yIaIeHHO-
ro 6aHKOBCKOTO OOCTY>KMBaHMS ¥ (POpMIMPOBATD TIATEXKHBIE TTOPYUEHUSI
C BHECEHMEM B PEKBU3UTHI MTOIyYaTeNsI CPEACTB JaHHBIX [TOAKOHTPOJIb-
HBIX 3JI0YMBILIJIEHHUKAM CYETOB.

Hcnonb3oBaHMe QUILIMHTOBBIX CAlATOB COCTABIISIET TPETHIO YCIOBHYIO
TPYTIITy TIPeCTyIlJIeHN, CBSI3aHHbIX C (QOUIIMHTOM.

OTa rpyIiia BKIJaeT B ce6s1 co3gaHye caiiToB, 0pOPMIEHHBIX B BUIE
MOYTOBBIX CEPBUCOB, 0AHKOBCKIUX PECYPCOB, COI[MATbHbIX CETei MU UH-
TepHeT-MarasuHoOB.

[IprMepoM TaKO¥ He3aKOHHOI IeSITeIbHOCTY MOKET ObITh MHTEPHET-
MarasyH, TOPIYOIIMii TOMYISIPHBIMM TOBapaMu, 3a4acTyI0 110 CHM)KEH-
HBIM I]€HaM, 10 CPAaBHEHUIO CO CpeJHEePbIHOYHBIMM.

3710yMBIIIJIEHHUKAMM CO3Ja€eTCs CAlT, BUSYAJIbHO CXOXUI C yKe Cy-
MIECTBYIOIIMM, «pacKpPy4eHHbIM», JIMO0 COBEPIIEHHO HOBBIN MHTEp-
HeT-Mara3uH. [Ipu 3akase ToBapa OCyLIeCTB/SIETCSl [lepeHarpaBieHye
Mojb30BaTesisi Ha (QUIIMHTOBYIO CTPAHUILY OIJIaThl, IPAKTUUYECKM He
MMEIOUTYI0 OT/IMYMIA OT CTPaHMIIbI OULIMATIBHON TJIATEKHOM CUCTEMBI.
[Ipu BBOJE TOB30BaTENEM Ha JAHHON CTPaHULE YUETHBIX JaHHbBIX OJIS
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BXOZIa B JIMUHBI KaOMHET IUIATEKHOV CUCTEMbI OHU, ECTECTBEHHO, ITOTIa-
IAlOT B pacIiopsbKeHNe 3JI0YMbIIIEHHMKAM, I10C/Ie Yero UCIOIb3YITCS
IJII XUIEHUS JeHEKHBIX CPEACTB CO CUETOB MEKTPOHHOIO KOIleJbKa.

Haun60:bI11yI0 ke MOITy/ISIPHOCTb GUIIMHT MPUOGPeNT Y OXOTHUKOB 3a
YYKMMM TTApOISIMU. DTO IPyIIe KUOepIpecTyIIeHuii B KHUTe yie-
JleHo ocoboe BHMMaHMe, IOTOMY UTO aBTOP CUMTAeT 3TO HallpaBjieHNe
KubepripecTynjieHnii Haubojiee ONMacHbIM M, COBEPIIEHHO HaITpacHo,
He0O0LeHMBAeMbIM Kak I10JIb30BaTeISIMM, TaK U CIIeUUaaIUCTaMMU.

Pa3HooOpa3Hble OHJIAliH-CEePBUCHI U TaJiKeThbl, IPOTPAaMMBbl U TeX-
HOJIOTUM BOIJIM B KM3Hb UejiOBeKa, BHEAPUJINUCH B GM3HEC-TIPOLIeCChI
Y TOCYOapCTBEHHbBIE YCIYTH, HAYaIy UCIIOAb30BaThCS B MOJIMTUKE U, 3a-
KOHOMEPHO, CT/IM MHCTPYMEHTAaMM Y MUILEHSIMU IIPECTYITHO AesTeNb-
HOCTH.

Havasiom 3pbl KOMITBIOTEPHOV KMOGEPIIPECTYITHOCTH aBTOP CKIOHEH
cuntaTh 2005-2006 rompl. MHOrMMM criernanucramu 2007 rom yKasbl-
BaeTCs KaK TOYKa OTCUeTa — HayvaJio IIMPOKOMACIITAOHBIX KMOGEepBOIH
(xkubeparakyu Ha pecypchbl ['epmanum, dcToHun, 3ateMm I'pysun, Mpana).
C oTUM mepuoaoM CBSI3aHO Havanao MpodecCcruoHaIbHOTO MCIIOIb30Ba-
HUSI KUOEePIIMOHaKa J1s1 JOCTVDKEHUI OTIpele/IeHHbIX 11esieii — huMHaH-
COBOJ1 BBITOZbI, KPaski MHTEJJIEKTYyaIbHOV COOCTBEHHOCTM, ITPOTIaraH bl
" TIpouero. I OCHOBHBIM OPY>KMeEM [J1s1 BeIeHUsI KUbepBOIH 1 peann3a-
MY KMOepIIoHaxka cTaax QUIINHT.

KubepmmoHax 3acTajl BpacIuioX KOHCEPBATUBHBIX YIIPaBJIeHIIEB
BCEX MacCTe¥, CYMTABIINX, YTO CYIeCTBYIOIIME ITpaBuia M Mepbl 6e30rmac-
HOCTM CIIOCOOHBI 3aIUTUTh MH(POPMAIMIO U (PMHAHCHI.

PeryinisipHO nipuBIieKaeT BHMMaHue nosipsitouuecs: B CMU u Ha pocTo-
pax MIHTepHeTa OTPBIBKY JTMYHO TePEerCcKy 6M3HECMEHOB, ITOIUTUKOB,
PasIMYHbIX KOPIIOPATUBHBIX MaTEPUAJIOB, JOKYMEHTOB AJISI CTY>KeOHOTO
1osib30BaHMsl, hoTorpaduit M3BeCTHBIX NI, MOJeseli, BeayIyuX, aKTPUC
U OPYTUX MEOUITHBIX JIMYHOCTEN, KOTOPbIe MOXUIAKTCS U3 IMOUYTOBBIX
aKKayHTOB, 0OGJIAYHbIX XPaHWIUII], CEPBEPOB ¥ MOOWJIbHBIX Tele(hOHOB.

MHorue unTaTeau CIbIaJIN PO UHTEPHET-IIOLAAKY, KOTOPYIO CBSI-
3BIBAIOT C [ esITeJIbHOCThIO HalrymeBIuel B 2016—-2017 rogax xakepckoit
rpynnupoBku. Ha Toii tiomagke, HeCMOTpPS Ha mosBuBurytocss B CMU
MHbOopMalNIo 0 3aJilepsKaHMM YIeHOB JaHHOV XaKepCKOJi TpymIibll, 1 ce-

I CMU ysHanu o 3amepskanuy ®@CB cospmatens caiira «Illanrtaii-bonraii» // PBK. URL:
https://www.rbc.ru/politics/28/01/2017/588c8ddf9a79475260f2elda.
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TOAHS TIpeAJiaraeTcsl BCeM JKealolMM MIPUOOPECTU IEKTPOHHYIO ITie-
PErCcKy YMHOBHMUKOB ¥ OM3HECMEHOB 3a KPUIITOBAJTIOTY.

CeronmHst KMOEpIIMOHAXK 3aJleBaeT BCEX, KTO SIBJISIETCSI HOCUTeNIeM
MHbOopMalLyi, 32 KOTOPYIO TEOPEeTUUECKM MOKHO MTOTYYUTh AeHbI'U, KTO
BJIaJleeT Wi yIIpaBsieT GuHaHCaMM, KTO IPMHMMAaeT BaskHbIe pellleHus,
" aXe TeX, KTO MPOCTO KOMY-TO MHTepPeCeH.

B 3T0i1 KHITe He OyIyT 3aTPOHYThI MeKAYHAPOJHbIe OTHOIIEHNS U ITPO-
TUBOCTOSTHVE CEKPETHBIX CIEIMATbHbIX CITYKO0, 9TO KaK-HMUOY/Ib B CIEIYI0-
LIMI1 pa3, JIeT yepe3 TpuAaLuaTb. MaTepuana KHUIM KacaeTcsl TPaskIaHCKOTo
CMBICJIOBOTO 3HAaUEeHMSI KMOepIINMoHaska, KOTOpoe CBsI3aHO C HeCaHKIIMO-
HMPOBAHHbBIM TOTy4YeHNeM U MCII0/Ib30BaHMEM KOMITbIOTEPHOI MHMOp-
MalyyM Bparom: KOHKypeHTaMM, XaKepamu, MOILIEeHHMKaMy, MaHbSIKaMMU.

Kubepataky cTaau MacCOBBIM SIBJIeHMEM, a X HaIlpaB/ieHUsI 3ajieBa-
10T Bce cepbl ob1IecTBa.

B cTONb MIMPOKOM pacIIpOCTpaHeHMM KMUOepIpecTyIIeHMI HEKOTO-
pbie CIiel[MaJuCThl CKIIOHHBI BUHUTD MOJIb30BaTeseil, He Bceraa cobJIio-
IamlX 0ObIKHOBEHHbIe TTpaBi/ia KOMITbIOTEPHOI 6€301acHOCTH, CpaB-
HMBas 3TU MpaBwia C cCOOMOgeHeM MpaBul JOPOKHOTO ABUKEHUS.
OnHako, IT0 MHEHMIO aBTOpa, 6ema Mpuiiia ¢ Ipyroii CTOPOHBDI.

[Ipourpsii nepen MHGOPMAILMOHHOM YIp0o30i1 ObUI IpeaHauYepTaH
0COOEHHOCTSIMM TICUMXOJIOTUM 4YejoBeKa. VIMEeHHO TICUXOJIOTUSI CTajia
OCHOBHO ySI3BMMOCTbIO, TEM MECTOM, Ile MHCTPYMEHTbI COLMATIbHOI
MHXEHEePUM YCIIEUIHO 3KCIUIyaTUPOBaIM SMOLIMM, CTEPEOTUIIBI U acCo-
LIMaTUBHOE MbIIJIEHME.

CnoxkuBIieecs: BrieyatiaeHue 06 3peKTUBHOCTM IMPOrpaMMHO-aIl-
rapaTHbIX CPeACTB 3alUThl, Bepa B JOPOTOCTOSLIME pELIeHUs U He-
IPaMOTHbBIE MHCTPYKIUU JINIIb YCYTYOMIN TIPO6JIeMy KOMITbIOTEPHOIA
6e30MmacHOCTH.

HecMoTpst Ha cepbe3Hble 3aTpaThl, BKIaJbIBa€MbIe B OOecIieueHe
6e30IacHOCTM, KOJIMYECTBO M MHOTOOOpasue mpecTyIjieHnii, coBep-
[1aeMbIX C UCIIOJIb30BaHMEM KOMIIBIOTEPHBIX TEXHOJIOTUI, BO3pacTaeT
C K&KIbIM roioM. Bce yallle opuanyeckue Juia HeCyT penyTalOHHbIe
1 ¢UHAHCOBBIE MOTEPU OT Kpaxkyu MHOOpPMALMM, COCTAB/ISIONIEN KOM-
MepuecKyIo TaiiHy, ¥ MoJBepralTcs KubepaTakam.

[t meMOHCTpauuy Hambosiee TOIMYISIPHBIX CUTYaIMii, CBSI3aHHBIX
C IipuMeHeHMeM QuIlMHTa, OyaeT HeTMITHUM IPUBECTU HeCKOIbKO TH-
MMAYHBIX UCTOPUIL, CBOEOOPa3HbIX 00PA3I0B aKTyaJIbHOTO B CETOHSIIII-
HJe JHU TPaKIaHCKOTO KMOepIinMoHaxka.
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LecTb TUNUYHBIX UCTOPUIA

Ucmopus nepsas

ByxranTepuss o6CcayskuBasia HECKOJbKO OpTaHM3aIMil, BXOOSIINUX
B OOMH XOJIIVHT. Bce miaTesku mMpoOBOOMINCH C MCIIOb30BaHMEM CHU-
CTeMbI IUCTAHIMOHHOTO 6AHKOBCKOTO OOCTYKMBAHMS TOTbKO OJHUM
JIUIIOM — TJIaBHBIM OGyxraysirepom. IaTexku B KOMITAaHUY TTPOBOAVIIVCh
CTporo mo rpaduky u ¢ 06s13aTeIbHbIM COOII0AEeHEM Pa3pabOTaHHbBIX
MHCTPYKUMIA.

CucreMa OMCTAHIMOHHOTO OOCTYXMBaHMSI KOMITAHUY, HA KOTOPYIO
MIPUXOOMIACh OCHOBHASI KOMMepYecKasl IesiTelTbHOCTh, OblyIa 3aluie-
Ha SMS-noaTBepkaeHneM Ha KakK[bll IJIaTEX, OOHAKO Takas cucreMa
MpeaycMaTpUBaeT HACTPOIMKY JOBEPEHHBIX IIaTeXeil Ha M36paHHbIX
KOHTPAreHTOB.

Ha BTOpY0 OpraHu3anuio, BXOASIIYI0 B XOJIIMHT, C OCHOBHOV KOMIIa-
HUM PETY/ISIPHO MTePeBOIMINCD JeHEKHbIE CPEeICTBA /IS OTIAThI pa3jiny-
HbIX KOMMYHQJIbHBIX YC/IYT, B CBSI3M C UeM TaKMe IIaTeXu ObUIM JoBe-
PEHHBIMU, & 3HAYMT, HA JAHHOTO KOHTpareHTa SMS MOXXHO He Io/y4yaTh
" He TpebyeTcs] BBOAUTD KOJ, ITOATBEPXKIEHNS.

B onuH npeKpacHbIii IeHb, IPpKUIS Ha pabouee MeCTO, IIaBHbIN OyX-
rajiTep He CMOT 3aITyCTUTh CBOJ KOMITBIOTEP IT0 HEKMM TEXHUYECKUM
MpUYMHAM, 1, COOTBETCTBEHHO, BOMTM B CUCTEMY IMCTAHIIMOHHOTO OaH-
KOBCKOT'O OOC/TY>KMBaHMSI Takke He ymanoch. CIrieluaamcTbl TeXHuYe-
CKOJi TOAIep>KKM MOPEKOMEHI0Ba/IM MePeyCTAHOBUTD MTPOrpaMMbl Ha
MCITOJIb3YEMOM KOMITbIOTEpE U ITPOBECTM ITPOBEPKY HA BUPYCHI.

[Toka cHCTeMHbBII aIMUHUCTPATOP OPraHM3aLy 3aHMMAJICSI KOMITbIO-
TepOM, OyXrasTep roexaa B 6aHK, Iie BbIICHUIIOCH, YTO C 00eMX OpraHu-
3aLMii XOJAMHTA ITOXuIeHo 6oee 20 MIH pyo6Iieii.

Ucmopus emopas

PykoBoguTenb KpyrmHOM OpraHmM3aluy MHOIO JIEeT AJIS1 IUYHOM U [eJi0-
BOJ1 MepenmuCcKu UCII0JIb30Bajl JIEKTPOHHLIN aZipec «TaKoi-To». [Tapoib
MEHSUT PETYJISIPHO, IPUOIM3UTENIBHO Pa3 B KBApTall, M BCe ITapojIu Mpu-
IYMBIBAJI CJIOSKHBIE, COCTOSIIITME U3 PA3/TIMYHBIX COUeTaHM OYKB 1 IUdp.
JIJ1s1 321U ThI OT BPEAOHOCHBIX IPOrpaMM Ha YCTPOMCTBAX — MOOMJIBHOM
Tene)OHE U HOYTOYKe, MCIOIb3yEMbBIX IJISI BXOA B aKKAyHT, — ObLIN
YCTAHOBJIEHBI TUIATHbIE AHTUBUPYCHbIE TTPOLYKTHI.
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OpmHaxkIbl HA 3JIEKTPOHHbIN afipec JaHHOMY OM3HEeCMeHY OT He3HaKO-
MOTO OTIIPaBUTEJISI MIPUIIIO MUCbMO, CoepsKalllee AeTaabHyl0 MHGOP-
MaIIMIO O YACTHOM JKM3HM OM3HEeCMEeHa M OCYIIeCTB/ISIEMO MM KOMMep-
YeCKoJ JesITeIbHOCTY BO BCEX TOHKOCTSIX.

B muchbMe 3JI0YMBIIIIEHHMK TaKKe CO0OIIal, UTO MOy Y OJHOIO
13 JIeJIOBBIX ITAPTHEPOB OM3HECMeHA OT er0 MMEHMU JIeHEesKHbIe CpeicTBa
B paszmepe 100 Tbic. mowiapos CIIA.

Coob11eHMe comepsKajo IMpeaynpeskaeHe 0 BO3MOKHbBIX HeraTUBHBIX
s 6M3HecMeHa ITOCIeACTBUSIX B CJlydyae, ecii OH He COIJIACUTCS 3a-
IUVIAaTUTh HEM3BECTHBIM JIMIIAM JeHeXHble cpencTts B padmepe 200 ThIC.
nosutapos CIIIA.

Cy>k6a 6e30IMacHOCTM I10 YKa3aHMIO OM3HeCMeHa Hauaja IIPOBEPKY
MHGOPMALIMOHHBIX CMCTEM OpraHM3aluy U Je0BbIX MapTHEPOB.

Kaxk BbISICHUJIOCH B pe3y/bTaTe IPOBEPKU, HECKOJIbKO MeCsIeB Ha-
3a]] C JIEKTPOHHOrO SIMKa OM3HEeCMeHa B agpec OZHOIrO U3 IeJIOBBIX
IMapTHEPOB, MCIIOb3YIOIIEro eKTPOHHBIN afgpec «KaKoii-TO», MOCTY-
MaiM COOOIEeHMS, KacarmIecs: 3aKII0YeHNsT KOMMEePUYECKON CIIeIKMN.
[lepemnucka OT MMeHM OM3HeCMeHa Bejach B TeUueHMe IPOIOIKUTENb-
HOTO BpeMeHMU. B UTore Takux 1eperoBOpOB HeyCTaHOBJIeHHbIe JINIIA (OT
MMeHM OM3HecMeHa) IMPOCWIN IlepeaTh eMy uepes3 TOBepeHHOe JIUIIO0
neHexkHble cpenctBa B pasMmepe 100 Toic. gonnapos CIIA B cueT ogHOTO
M3 TPaHIeN 110 HEKOM Cheske.

ITo IOCTUTHYTOI JOTOBOPEHHOCTH OBIIO YCIIOBJIEHO MepenaTh yKa3aH-
HYIO CyMMY B oduce mapTHepa. UesloBek, MpeCTaBUBIIMIICS JOBEpPEH-
HBIM JIMIIOM, B HAa3HaUE€HHOE YMC/I0 MPUObLI B 0MC IapTHEPA U ITOTYyUMIT
IeHexXHble cpencTBa. OH Mpollies yepe3 Bce MOCThl OXPaHbl Y KamMepbl
BUIEOHAOTIONeHMSI, TTOJIyIIJI AeHEXKHbIE CPEICTBA M TAKMM Ke 00pa3omM,
y/IbIOASICh BCEM BCTPEUYEHHBIM KamepaM, IIOKMHYI OM3HeC-1[eHTp.

CrycTst HEKOTOpOe BpeMsl Ha 3JIeKTPOHHBIN ajpec OM3HeCMeHa I10-
CTYIMJIO YKa3aHHOe Bbille coobieHue. Cenom 3a 3TMM COOOIEHNEM
MOCTYIWIN MHCTPYKLMU TI0 ITpolLieaype IMpoBedeHNs iaTexeil 1 HoMe-
pa CcYeToOB [IJis1 IlepeBoa AeHEeKHbIX CPeiCTB.

Iyist miyImeit yoeguTeabHOCTY 37I0YMBIIIZIEHHUKY OTIIPaBUIN ellle TP
COOOIIeHMS, CoIepsKalX Ooee ABYXCOT BJIOKEHHBIX (aiiIoB, SIBJISIO-
HIVXCS M300pakeHUsIMM (CKpUHIIOTHI). Ha M300paskeHMsIX comepikaiach
nHbopMaIust 06 OCyLIeCcTB/IIeMOl OM3HECMEHOM JIMYHO U JIeJIOBOJ
repenycke C UCIOJIb30BaHMEM ITpUHAJIeKallero eMy 3JIeKTPOHHOIO
IOYTOBOrO aZipeca, O COOOILIEHUSIX U JOKYMEeHTaX.
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Ucmopus mpemes

[IpennpuMHMMATENb IJISI IMYHOM U J1€JI0BOI TePernucKy MCIOab30Bal
3JIEKTPOHHBIN azpec «Takoi-To». [Ipy MCIONMb30BaHMUM 3JIEKTPOHHOTO
azpeca aBTOPU3aIMIO0 OCYIIECTBJISIT TOJIBKO Uepes MmporpaMmy-6paysep,
obpaiasich Ha caifT MoYTOBOTO cepBepa. [IoYTOBbIMU KaMeHTaMu (TIPO-
rpamMMaMM) JjIs aBTOPU3aLMy Ha 3JIEKTPOHHOM aJipece He IOoIb30BasIcs,
Maposis OT IMOYThI HUKOMY He TepeaBall.

OmHMM UIOHBCKMM YTPOM Ha aOOHEHTCKMIT HOMep TTpeATpUHMMATEJST
nocTynmuiio SMS-coobieHne ¢ TpeboBaHMEM JEHEXKHBIX CPEJICTB 3a CO-
XpaHeHMe TaliHbl ero rnepenucku. [TpeanmpuHUMaTeb MPOUTHOPUPOBAT
3TO COOOIIeHNEe, TOCYMUTAB €ro CITaMOM, ¥ aBTOMATUUECKI yIaINIL.

CrycTs Mecsl, ¢ 3JIeKTPOHHOTO afipeca «TaKoTo-TO» Ha MOYTY IIpef -
MIPUHMMATEJIS TTIOCTYIIAIIO 3JIEKTPOHHOE MIChMO TT0JT 3ar0JIOBKOM «AyK-
1moH! [IpomaeTcs MacCuB MTOUTOBOTO SIIVKA, ITPUHAIIEXKAIIETO. .. ».

B maHHOM mMCbMe cofepykaiach CChIJIKA Ha pecypc (MHTepHeT-6up-
XY), TIe aIMMHUCTPATOPbI ¥ OPraHM3aTOPbI pecypca Ipejiarain BbIKy-
MTATH COAEPKMMOE IEKTPOHHOTO MTOYTOBOTO SIIMKA ITIPeATIPUHUMATEJIS,
BKJTIOUAs BXOJSIINE U UCXOAsIMe coobmenust, 3a 180 6GUTKOMHOB.

[TncbMa, comepskalye MpeaaosKeHNsT MPUoOpecTu colepskMMoe Tou-
TOBOTO SIIIMKA MPeAIPUHUMATENSI, & TaKKe OTPBIBKYU MMEPENCKU ero
6/IVDKAMIINMX TTOMOIIHUKOB 3JIOYMBIIIJIEHHUKM B KaueCTBe pPeKIaMbl
CBOEro TOBapa pasowIaii BCEM JIMIIAM M3 KOHTAKTOB, 0OHAPYKEHHbBIX
B Mepericke, a TaKKe pasMecTuiIv Ha Gupske.

MCMOPUH yemeepmasa

[Tponsomien 3ToT MHLUUAEHT ¢ opranu3anuein OO0 «YTo-To Tam», OC-
HOBHBIMM BUIAMM JIeSITEIbHOCTM KOTOPOI SIBJISIIOTCS pa3paboTka Ipo-
rpaMMHOTO obecIieueHusl, ITOCTaBKa, TeCTMPOBaHME, OOCTYKMBaHME
KOMIIBIOTEpPHOTO 060pymoBaHusl. [laHHOI opraHu3aliuei UCroab30BaICs
pacueTHbIN cueT «Iupbl», OTKPITHIN B ITAO «6aHK».

OnHakAbl, TPOBEPSIS TIPEeIOCTaBIeHHbIE OYXTaJITePOM BBIIMUCKU 110
pacyeTHBIM CueTaM, reHepaabHbIi AUPEKTOP 3aMeTWJT 3alMUCH O TPOBe-
IeHUM C paCYeTHOTO cYeTa OpraHm3aluy ABYX MOA03PUTENbHBIX Mj1aTe-
Keii: TIaTeskHoe rmopydeHme N2 235 Ha pacueTHBIV cUueT «MHOTO udp»
kommaHuu 000 «Xopoiass KommaHusi» Ha cymmy 4 083 280 py6ieit,
C yKazaHueM Ha3HadyeHUs — «oruiata no cuety N2 4205/3 1o goroBopy
355 3a cepBepHOe 1 KOMITbIOTEPHOE 0O60PYAOBaHME», TVIATEXXHOE TIOPY-
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yeHue N? 236 TOJ ke IaThl, HA PACYETHBIN CYET «MHOTO APYrux umdp»
000 «OTnuuyHast KomnaHusi» Ha cymmy 3 075 740 py6sieii ¢ ykasaHuem
Ha3HavyeHus — «orviaTa o cuety N2 4206/1 o gorosopy 41 3a cepBepHoOe
" KOMITBIOTEPHOE 0O60PYIOBaHMEY.

YunuTeiBasi, YTO OaHHbIe OpTaHM3al UM TeHepaJbHOMY AUPEKTOPY
OBV HEM3BECTHBI M IOTOBOPHBIX OTHOILIEHMI C HUMU HE MMEeIOCh, OH
TYT K€ YTOUHWJI y OyXrasTepa, OTKyaa OHa, COGCTBEHHO, MOTyYnsIa VH-
dbopmaiiyio o mpoBegeHMM IIaTeXel B afpec yKa3aHHbIX OpraHMU3aluii.

Byxrantep MosiCHUIa, YTO PEKBU3UTBI AJ151 TepPeYMCIeHUS JeHeKHbIX
CpPeACTB MOCTYIMIM Ha UCIOAb3yEeMYIO OYXTaJTepoM IOUTY C agpeca
CaMOro reHepaJIbHOTO AVPEKTOPA BMECTe C OOBIYHBIMU MHCTPYKIUSIMMU
I10 OorIare.

Opuako pekBu3nToB OO0 «Xopourasg komnauus» 1 OO0 «OTinuHas
KOMIIaHMSI», @ TAKXKe TTIOPYyUYEeHMI 110 OIIaTe YKa3aHHbIM OpraHM3alysIM
reHepasbHbIV UPEKTOP OyXTajaTepy HMKOIA He HaIpaBJIsy.

[Tocie 06HApPYKEHMS ITPOU3OLIEIIINX UHIMAEHTOB KOMIIaHMUs 0bpa-
TUIACh K TEXHUYECKUM CIIeMaJNCTaM [Jisl [TPOBEPKU MTPOTrPaMMHOIO
obecrieueHs Ha MCIIOJIb3yeMbIX KOMITbIOTEpaX. [IpoBepKka HMUUEro I0-
IO3PUTEIbHOTO HE BbISIBMJIA.

KoMmaHust Takske 06paTm/Iach C 3assBJIeHMEM Ha BO3BPAT JE€HEKHbIX
CPeICcTB B aipec 6aHKa, B KOTOPOM OTKPBIT paCYETHBIN CUET UX OpraHu-
3alMM, M K OpraHM3aumsIM — MOJIy4daTeIsiM YKa3aHHbBIX IIaTEXei.

Ucmopus namas

KpyrmHas poccuiickast KOMITaHMS Bejla [IePeroBOpPhI ¢ 3apyOesKHbIM M3T0-
TOBUTEJIEM I10 ITPUOOPETEHMIO U TTOCTAaBKE HEKOEro TEXHNUYECKOTO 000-
pyaoBaHMS CTOMMOCTBI0 oKosio 300 Thic. moutapoB CIIA, mpu aTOM 06-
MEH COOOIIEHUSIMM OCYIIECTBJISIICS TTOCPEACTBOM JIEKTPOHHOJ ITOUTHI.

[To pesynbTaTam neperoBOPOB, KOTOPbIE AJMINCh HECKOJIBKO MECSIIIEB,
OT MOCTaBIIMKA II0 JIEKTPOHHOJ MOUYTe ObLI IOJYYEH CUeT Ha OIIaTy
repBoro TpaHiia. [Tocie nipoBeneHus IiaTeXxXel MOCTaBKa B OTOBOPEH-
HbIe CPOKM OCYIIeCTBJIeHA He ObLa.

[IpencraBuTe/ib OTEYECTBEHHOI OpraHM3aliMiy, BBICTYIIAIOIIEN MTOKY-
raTtesieM, IMO3BOHMJI MOCTABIIMKY M MOCJIe OOJATOT0 pa3roBopa C Ipef-
CTaBUTeJIeM 3apyOeskHOI KOMIIAHUM He Cpa3y 0CO3HAaJI ITPOV3OIIe/IIee,
a 1ocje OCO3HaHMS OYeHb 3arpyCTuIl.

3apy6eskHbII TTOCTaBIIMK 000PYIOBaHMS ITOBEAAJ, YTO POCCHUIiCKast
KOMITaHMSI TPU Mecsilia Ha3aj, IepecTajga 00CYKIaTh YCIOBUSI IIOCTaBKU
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M OTKa3aaCb OT COEJIKM ITO0C/TI€ OTKa3a CO CTOPOHBI ITOCTaBIIVKA CHU3UTb
elle HeMHOTIO CTOMMOCTb, COC/ZIaBIIMCh Ha BbI60p APYyroro mocCTtaBIiMKa
110 6osee BBITOAHBIM YCJIOBUMAM.

Ucmopus wecmas

Taxkoro Tturma VCTOPUM YaCTO paCCKa3bIBAIOT MeauiiHbIe I1epCOHbI, N BCE
X pacCCKa3sbl, ITIOXO0XNMEe OAVH Ha ILPYI‘OI'/JI, 3By4arT l'IpI/I6J'II/IBI/ITeJ'IbHO TaK:

B Takoit-To nmepmo BpeMeH) MHe Ha 3JIEKTPOHHYIO TTOUTY MPUIIUIO TUCh-
MO, cofiepskalee IpuHajexalye MHe Gororpadum 1 mepenmcKy 4acTHO-
ro xapakrepa. [lanHas uHbopmalusi He TIpeAHa3HAvYaIaCh IJIs1 ITyOIMKaIun
U TepeiaBasiach UCKITIOUUTEbHO KOHKPETHOMY TToyJaTesio. Hukomy cBoero
CJIOSKHOTO ITapoJis K 3JIEKTPOHHOI TTouTe S He maBaja. CeromHs ¢ MeHsI Tpeoy-
IOT IepeBecTy JIeHesKHbIe CpeiCTBa Ha CUeT, MHaue 3Ta repenycka, pororpa-
dbum, Bumeosarmicy 6ymyT onmyoaMKoBaHbl B VIHTepHeTe. XaKephl yske Hadain
OTIPaBISITh HeKoTopbie hoTorpadmn B CMU 1 nuiiam M3 MOUX KOHTAKTOB...

Bo Bcex OMMCAHHBIX Bblllle TUIMMUYHBIX UCTOPUSIX 3JIOYMbBIIIJIEHHUKY
IS OCYIIIeCTBI€HMSI HeITPaBOMEPHOTO JOCTYTIA MCITOAb30BaIN (PUILINHT-
aTaku, ¥ IPaKTUUYECKU Be3e, IIe MaxHeT KMOepIInMOHakeM, OKa3bIBa-
eTcsl 3amelllaH QUILIVHT, I03TOMY K JeTajIsIM OMMCAaHHBIX IPVUMEPOB MbI
00s13aTe/IbHO BEPHEMCS TT033Ke.

[Tox mpuiiesioM HaXOASTCS YaCTHAsI XXM3Hb, TaliHA IMePEeIMCKA U Teje-
(bOHHBIX TTEPEroBOPOB, aBTOPCKME M CMeKHbIe IIpaBa, KOMMepuecKast
1 OaHKOBCKasI TaliHbl, JeHEeKHbIe CPeACTBa ¥ 6€30MaCHOCTb.

[71aBHBIM OOBEKTOM MPECTYITHBIX IMOCSITaTeIbCTB CTajlla KOMIThIOTE]-
Hast uH(pOopMaILVisl, KOTOpast MOKET IPeICTaBISTh CO00J KaK OTHeIbHbIN
daitsn, n3obpaskeHme, MporpaMMHoOe obecrieueHue, 6a3y JaHHBIX, TaK
U COBEpILEeHHO JII0ObIe CBeIeHMsI O IUIIaX, IpeaMeTax M COOBITUSIX.

Bce MHOTOOGpa3ue MeTOAOB AMHAMMYHO pa3BUBawIeics chepsl
K1OepIIpecTyIiIeHniI 00beAMHSIeT MH(pOopMaIus Bo Bcex ee MuU(ppPOBBIX
MIPOSIBJIEHUSIX.

OJIEeKTPOHHBINM ITOYTOBbIN SIIMK JIJISI MHOI'MX JIFOZIE SIBJISIETCS COCPeo-
TOUeHMeM MHOOPMAIUM O TMYHONM U IeJI0BOI KU3HU. [TyOnMIHbIe 371eKT-
POHHBIE TTOUTOBbIE CEPBUCHI CETOAHS OOBEAVHSIOT IO, OMHMUM aKKayH-
TOM MHOXECTBO I10JIe3HBIX 151 YeJI0BEKa JOMOJTHUTE/IbHbIX CEPBUCOB.

[ToyuuB AOCTYT K OHOJ JIUIIIb 3JIEKTPOHHOJ TOYTEe, 3JI0YMbIIIIEH-
HUK MOJTYYUT JOCTYH M K OOJIaUHBIM XpaHuaumam (aitioB (4OKyMeH-
TOB, ITporpaMm u dortorpaduit), cpeacTBaM yIpaBaeHUs 3JIeKTPOHHbBIMU
cUYeTaMu, JaHHBIM C MOOMUJIbHBIX YCTPOMCTB, IMMOJK/ITIOUEHHBIX K YUETHOI
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3anmucu. Y 37I0yMbIIIVIEHHMKA B PyKax Takke OKaskeTcsi MHbopmalus
0 KpyTe 0OIIeHNsI, HAMEeUEeHHbIX TIaHaX, PacIopsAKe JHS, MapuIpyTax
repenBUsKeHNUS. ..

Kakoe mpecTyrieHue mocjienyeT 3a HelIpaBOMEPHBIM IOCTYIIOM
K KOMITbIOTEPHO¥ MHGOpMAaILUM, 3aBUCUT OT TOTO, KaK OHa OymeT uc-
M0JIb30BaHa 3JIOYMbIILIEHHMKOM.

CylllecTByeT MHOXeCTBO 3aKOHOB, 3allIMINAIMX MHPOPMAILKIO, OT-
HOCS ee K pasjJMYHOro poja TaiiHe — KOMMepUYecKoii, 6aHKOBCKO, Bpa-
yebHOI1, HOTapuabHO M MHOTUM Apyrum. Ho ecin mHpopmalus umeer
KOMIIBIOTEPHOE TIpeCTaBlIeHye, IMTOMYYUTh JOCTYII K 3TOM TaiiHe 4acTo
CTAaHOBUTCS B PaBHOI CTEIeHU MPOCTO, HECMOTPS Ha ee TUIl.

WHCTpYyMeHTBI [J1sI COBEPIIEHMS] KOMITbIOTEPHBIX MPECTYIUIEHUIA T10-
CTOSIHHO BUJOM3MEHSIIOTCS, MCIIOAb3YIOTCS 110 OTAEeIbHOCTU MU 00b-
eIUHSIOTCSI B KOMILJIEKCHI.

[Iporpecc poxkaaeT HOBbIE BUAbI IPECTYIIEHWUIA: Y UeJIOBEKA MOSIBAJI-
Cs1 aBTOMOOWJIb — YKpasiyu aBTOMOOW/Ib, TTOSIBMIACh KOMITbIOTEpHAs MH-
dbopmanus — ykpaau napopmMmaumio.

Macmitabbl KM6epIpecTyImHOCTY M TEeHIEHLMM POCTa MPU3HAIOTCS
¥ HEOHOKPATHO O3BYUMBAIOTCS, TaK, ['eHepa/sibHbIN ITPOKYpop Poccuii-
ckoin @epepauuu Opuit Yaiika, npuaumMas ydyactue B III BcTpeue py-
KOBOJMTEJIe MPOKYPOPCKUX CIyk6 rocygapctB BPUKC, rocBsiieHHO
BOITPOCAM IPOTUBOJEICTBIUS KMOEPIIPECTYITHOCTH, OTMETII, YTO B Poc-
curickor ®epepauny YnCIO0 MPeCcTyIVIeHNI, COBEPIIaeMbIX C UCII0/Ib30-
BaHMEM COBpeMeHHbBIX MH(OPMaIMIOHHO-KOMMYHUKAI[MOHHBIX TEXHO-
soruit, ¢ 2013 o 2016 rox yBenmMumnaoch B 6 pa3 (¢ 11 Tbic. 10 66 TbIC.) .
[To naHHBIM OULIMATBbHON CTATUCTUKY, B Poccuu 3a mepBoe mosryroaye
2017 roga ymiep6 coctaBu 6onee 18 muH moytapos CIIIA.

3a Bceil JIaBMHOOOPA3HOI HACTYNATeIbHOCTHIO KMOEPITPeCTYITHO-
CTU CKPBIBA€TCSI MHOT'O IMPUUYNMH, HO OCHOBHAS U3 HUX — OYE€Hb HU3KUIA
YPOBEHb PUCKA ISl TIPECTYITHMKA OBITh MOVMaHHBIM M HaKa3aHHbIM.
OTBeThl HamMparuein KM6eprIpecTyImHOCTY CO CTOPOHBI aTaKyeMOro
ob611ecTBa, KOMITAHMIA ¥ TOCYIapCTBa JAIOTCS HEBHSITHBIE, TOPOJi Iopa-
3UTEJIbHbIE, NaXKe CMeIlHbIe.

Ot kMbepIInmMOHaXka HET YHMBEPCATbHBIX CITOCOO0B 3a1UThl. OT HETO
HeJIb3$1 CIIaCTUCh, HAHSB OXPaHy WUJIM 3aTPATUB MaCCy NEHEXKHBIX CPECTB
Ha MMPOTrpaMMHO-aIrnapaTHble CpeacTBa.

L https://genproc.gov.ru/smi/news/news-1237284/.
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s 9¢pdeKTUBHOI 3aIIMUThI OT KMOEePIINMOHaXKa HEOOX0IMMO 3HATh
0 ero MeToJlax ¥ MCTOYHMKAX Yyrpo3bl. V1 uem Gosiblile 3HAHUI O MeTOIax
K1OepIIoHaXka, TeM MeHbIIe BePOSTHOCTh CTaTh €ro KePTBOIA.

[TosTomy 2¢ddeKTUBHbIE CIIOCOObI HECAHKIVOHMPOBAHHOTO JOCTY-
na K uHbopMalum 1 gajabHelllee ee HEIIPaBOMEpPHOE MCITO0Ib30BaHMe
" €CTb IpeMeT 00CYKIeHUST 9TOV KHUTHA.

MbI ITOTOBOPYUM O TOM, UTO ITOMOTAeT Pa3BMBATbCS KMOEPIIpeCcTyILIe-
HMSIM, KaK C 9TMM BemeTcst 60pbba M Kak 4acTo 3Ta 60pbba mmomoraeT
MPOIBETATh 3/I0YMBIIIVIEHHMKAM.

O6CykIaTh 3TO HYKHO ellle ¥ IOTOMY, UTO ITyraiolie TeHIeHIUN
3aKOHOTBOPYECKOTO Pa3BUTUS MOCTETHUX JIET MOTYT IMPUBECTU HAC
B CBeTJIOe Oymyliee 6e3 CBOOOMTHOrO MHTEPHETa M BCEii ero ymoOHOIi
(DYHKIMOHATBHOCTH.

[IpuHMMAas BO BHMMaHMe, YTO HA CETONHSIIIHUI TeHb QOUIIMHT SIBJISI-
eTCS OMHUM M3 CaMbIX PAaCIIPOCTPAHEHHbIX U 3Gb(EKTUBHBIX METOOB,
HaIlpaBJeHHBIX Ha XUIIEeHMe MTepCOHATbHbBIX JaHHbBIX M BOOOIIE 000
MHbOpPMAaIMM OTPAHNMYEHHOTO JOCTYIIA, & TAKXKe MCIIONb3yeTCsl B pas-
JIMYHBIX KOMOVHAIMSX TTPY KOMITJIEKCHBIX KibepaTakax, STOMY METOIY
B KHUTe OyIeT yaeJeHO MaKCMMyM BHUMaHMS.

Voenus 3acIy>keHHOe BHUMaHMe QUIIMHTY, pa300paB ero o KOCTo4-
KaM, MOKHO OyZIeT IMPUCTYIUTb K paCCMOTPEHUIO OCHOBHBIX KOMOWHA-
LIMIA ero MCIOoJIb30BaHMsI, IPUUMH €ro HeBepOosSITHOM 3(heKTUBHOCTH,
XapaKTepUCTMKe METOAA KakK IPeCcTyIIeHUs, U3YUYUTh ITPaBOOXpPaHM-
TeJTbHbIV Y 3aKOHOAATEeIbHbIN B3IJISII Ha SIBJIeHME, ITPOaHAIM3MPOBATh
MIpMMeHsIeMble METOIbI ITPOTUBOAEMCTBUSI U 3aIIUTHI.

B 3aK/IIOUeHNM KHUTYU MMPeACTaBIeH aKTyaJbHbIII aHAAU3 YEPHOTO
pPBIHKA MH(POPMAIIMOHHBIX YCIYT, KOTOPBIN MTPOIIBETAET U ITOPAsKaeT CBO-
MM aCCOPTMMEHTOM JIasKe CITeIMaICTOB.
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XULLEHME NAPONEMN
)IOM OULLMHI-ATAK

XoIpl KpUBbIE POET
[Tog3eMHBIi YMHBIN KPOT.
HopwmanbHbie repou
Bcerma ugyTt B 06x0/I.

B.H. Kopocmuines.
«HopmasibHbIE TEpOU»

HeripaBoMepHbIi AOCTYIT K KOMITbIOTEPHOI MHPOPMAalLMM MOXKET OCY-
IIeCTBJISITbCS C Pa3jIMUHBIMMU LieJsSMMU: TPOHMKHOBEHMe B KopIliopa-
TUBHbIE CE€TU, COBepIllaeMOe OTAeTbHbIM XakepoM IO 3aJJaHNI0 KOHKY-
PEHTOB, KaK 4aCTh KOMOMHMPOBAHHOW KMbGepaTaky C 1eIbI0 XUIIEeHUS
IeHeXXHbIX CPe/ICTB, UJIM B3JIOM 3JIeKTPOHHOTO IMOYTOBOTO SIIyKa J1b60
aKKayHTa COIMa/IbHOJ CeTH 10 3aKa3y peBHUBOI'O CyIIpyra Uiy 4aCTHOTO
IeTeKTUBa.

Memoobl HeCaHKUUOHUPOBAHHO20 NOJTyYeHUS NApPOs

B m1060M citydae, oaydyeHne CKPbITOTO HeCAaHKIIMOHUPOBAHHOTO IOCTY-
a K COOEepKMMOMY JIeKTPOHHOM IMOYTHI MM JOCTYI K YUETHOM 3aIu-
cu J1I060r0 APYroro OHJIaiH-cepBuca (aKKayHTa B COLMATIbHOM CeTH,
JIMYHOTO KabyuHeTa) MOKHO TeOpeTMUYeCKM peaan3oBaTh HECKOMbKUMMU
OCHOBHBIMU CIIOCOOaMMU:
1) metomom moa6opa naposs (brute-force), BKitovast pyuyHoii yTONM-
YeCKMI BapMaHT, a TaKKe MCII0/Ib30BaHMe MHOTOUMCI€HHBIX IIPO-
rpamMM, peaau3yrIINX aTaky Mo CJI0BapsSM U TMOPUIHbIE aTaKu;
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2) TOCpeACcTBOM BpPEeAOHOCHOV IMpPOrpamMMbl, UCIIOJHSIEMON Ha
KOMITBIOTEPHOM OOOPYHOBaHUM KePTBbI (KOMIIbIOTEpPE, HOYTOY-
Ke, MOOWIbHOM TesiepoHe), BHeIPsieMOi1 yIaJleHHO;

3) mocpenCcTBOM BpeAOHOCHOV IMpPOrpamMMbl, UCIIOJHSIEMON Ha
KOMIIbIOTEPHOM 000pyIOBaHMUM (KOMIIbIOTEpE, HOYTOYKE, MO-
OMIBbHOM Tesie)OHE) KePTBbI, IIPU (PU3UUYECKOM JOCTyIEe K 000-
PYZOBaHMIO TTOb30BATEIS;

4) T1yTeM UCII0Ab30BaHMs MporpaMmmMHubIX yTuaut (HackTool) mpu
(dbusmueckoM 0CTyIe K KOMIIbIOTEPHOJ TEXHMKe I10/Ib30BaTes;

5) ycTaHOBKOII crielaabHbIX TEXHMYECKUX CPeNCTB — allapaTHbIX
KejyiorepoB!, mpu Gu3mMueckoM IOCTyIle K KOMITbIOTEPHOM TeX-
HMKE I10JIb30BaTes;

6) B pe3y/bTaTe repexsara U pacuindbpoBKM Tpaduka IporpaMmma-
My — cauddepamu (Sniffer), ananuzaropamu Tpadbuka, mpm He-
MOCPEeACTBEHHOM AOCTYIIE K JIOKAJbHOM CETU I0Jb30BaTeIs;

7) WCMIOJIb30BaHMEM TEXHUUYECKUX YSI3BUMOCTEN MPOrpaMMHOTO
obecrieueHus;

8) opraHusaimein GUIIMHT-aTaKN.

OCHOBHbBIE METOZbI MOJYyUYeHUs Mapossl JOCTyMa MpeACcTaBJIeHbl Ha

puc. 1.1.

MeTtopn, nog6opa mapoist (brute-force) B HacTosiee BpeMs: Majio yem
romMoskeT. MHOTOJIeTHSISI TporaraHjia, Mpu3bIBaoIasi Co34aBaTh CJI0KHbIE
MapoJn, Cenaaa-Taku CBOe J1eJ10, U MOIb30BaTe/M CTa/I OCTOPOXKHEE TP
BbIIYMbIBaH HEBEPOSITHO CJIOXKHBIX TTapoJieit, COCTOSIMX U3 OYKB pas-
JIMYHOTO peructpa u nyudp. dTa MbICIb BOMTA B TOJIOBY MHOTOUMC/IEHHBI-
MM COBETaMU CIIELMATNCTOB C 9KPAHOB TeIeBMU30pa U KOJIOHOK >KypHAaJIOB.

IeiicTBUTEIBHO, HEKOTOPOE BpeMs Ha3aj GOJIbIIMHCTBO IOTb30Ba-
TeJiell MCI0JIb30BaJIO JOBOJIBHO MPOCThIE MAapOJIN, IIPeICTaBIISIONIME CO-
6071 pa3MyHble MaMsITHbIE JAThl, Yallle BCErO AHU POXAEHMS, KINUKA
IOMAaIllHUX XKMBOTHBIX, HOMepa Tesie)OHOB MM HAGOP CTOSIIIUX PSIIOM
KHOIIOK KJaBuaTypbl. OCHOBBIBASICh HAa TaKMX MpPeANOUYTEeHUSIX 00Jb-
IIVMHCTBA M0Ib30BaTeJIel, 3JI0YMBIIIJIEHHUKAMM IOBOJIBHO OBICTPO ObUIN
CreHepMpOBAHbI TaK Ha3bIBaeMble CJIOBAPU, TPefHA3HAUEHHbIE JJIsI OCY-
IIECTBJIEHMSI TI0 HUM aTaky — IoAdopa MmapoJist C MCII0/Ib30BaHMEM CITe-

! Keitnorep (OT aHIV. key — KyaBuIlia u logger — perMCTpUPYIOIee YCTPOICTBO) — pea-
JM30BaHHbBIN B BUAE MMPOTPAaMMHOI0 OOecreueHus] Wiy allapaTHOTO YCTPOCTBA
MHCTPYMEHT PeruCcTpalyy ¥ XpaHeHUs IeCTBUIA TTOIb30BaTeNsl, TAKMX KaK HaxKa-
TMe KJIaBUIII HA KJIaBUaType ¥ MaHUITY/ISIIIUYU C MBIIIbIO.



