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InaBa

3alWunTHOE NporpaMmmMmnupoBaHmne

3awummbim Ha3bIBACTCS TAKOE NPOZPAMMUPOBAHIE, KOTOPOE TLIATENbHO 3aLIMIEHO U IOMOTaeT
paspabaTsiBaTh HaIe>KHOE IPOTPAMMHOE ObecreueHre TakuM 06pa3oM, YTOObI MAaKCHMaIbHO 0be-
30I1aCUTD KXKJIbIII €r0 KOMIIOHEHT, HallpMMep, IPOBEPKOIL I0CTOBEPHOCTI HETOKYMEHTIPOBAHHbIX
pomyiennit [Goodliffe 2007]. PekoMeHpamym, IpuBefeHHbIE B 9TOI I/IaBe, OTHOCATCSA K TeM 00-
JIACTSIM NIPOrPAaMMUPOBAHMI Ha sI3bIKe Java, KOTOpPbIe OMOTAI0T OrPAHIINTD [TOCIECTBIS OIIMOKN
iU GIaTOIIOTYYHO BBITU U3 COCTOSHMUSA OLINOKIL.

MexaHn3MBI, MMEIOILIVECS B A3bIKe Java, JO/DKHBI IIPUMEHSIThCS ISl OTPaHNYeHNsI 00/IacTy U
CpOKa JIeVICTBIs, @ TAK)XKe JOCTYIHOCTY IIPOrPaMMHBIX pecypcoB. Kpome Toro, moamep>xusaemblie
B Java aHHOTALMM MOTYT OBITb MCIIO/Ib3OBAHBI /sl JOKYMEHTHPOBAHNUS IPOrPAMMBI, TOBBIIIEHNIS
yR0604NTaEMOCTH ee MCXORHOTO KOfA 1 YIIPOLIEHNs ee COMpoBOXKeHust. [IporpaMmupyomie Ha
Java [O/DKHBI IPYHUMATh BO BHUMaHVE HesIBHbIE BUJIBI IIOBeIEHNs 11 n30erath IpOU3BOJIbHBIX JI0-
IYLIEHNUIT O TOBOJY MTOBEJEHNsI CUCTEMBL.

OOy I107Ie3HBIM IIPYHIVIIOM 3aI/ITHOTO IPOrPaAMMIPOBAHS sIBJIsIeTCs: IpocToTa. CII0XKHbIE
CHCTEMBI, [IPeX/ie BCETO, TPYAHO MOHSTH, COIPOBOXKAATH ¥ JOOUTHCS IIPABUIBHOTO X QYHKI[MOHN-
poBanus. Ecim mporpaMMHas KOHCTPYKIMS CTAHOBUTCS CIOKHOI /IS pean3aliin, Cefyer pac-
CMOTpETHh BO3MOXKHOCTb €€ TIepeJIe/IKI M PEOPTaHMU3ALNN C L{e/IbI0 €€ YIIPOLEeHN.

VI HakoHel, IporpaMma JJO/DKHa ObITh paspaboTaHa Kak MOXKHO 6ojee HamexHOIl. Bespe, rie
TOJIBKO BO3MO>KHO, IIPOrpaMma J0/DKHA IIOMOTaTh MCIIONHAIOIIEN CUCTeMe Java, OTpaHIdMBast IPH-
MeHsieMble B Hell pecypchl 1 0CBOOOXK/ast puobperaeMble, KOrja oHy 6osbliie He HY>KHbL OnsaTb
K€, 9TOr0 MOXKHO 3a4aCTyI0 HOONUTHCs OTpaHIIEHNEM CPOKA JAEMCTBYUS M JOCTYITHOCTI 0O'beKTOB 1
IPYTUX IPOrpaMMHBIX KOHCTpPYKIit. Ho mpegycMoTpeTb Bce BOSMOXHBIE C/TyYan Heb3si, M 1109-
TOMY C/IeffyeT pa3paboTaTb CTPATernio [/isl MPeLOCTABIEHNs M3SMIHOTO BBIXOA U3 MTOMOXKEHNUS B
KaJecTBe IOC/IEHEr0 CPefiCTBa.
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m 22. MuHUMn3npynTe obnacTb AeNCTBMA NepeMeHHbIX

Munymusanus o61acTu AeiicTBUsA IIOMOraeT paspaboTdymkaM M30eKaTh TUIMYHBIX OMIMOOK
HpOrpaMMMPOBAHMA, HOBBIIAET YOOOYNTAEMOCTb KOJja, CBA3bIBaA OODBABIICHME HEPEMEHHBIX C
UX KOHKPETHBIM IIPUMMEHEHNEM, a TAK)Ke YIIPOIIAeT CONPOBOXKIEHNE UCXOTHOTO KOJIA, MTOCKOIbKY
HEJCIIO/Ib30BaHHbIe IIePeMeHHBIe jIerde 0OHAPYXMBATh M yAanAThb. Takasd Mepa II03BOJIACT TaKxKe
ObICTpee BOCCTaHABINBATb OOBEKTBI CPEICTBAMY CHCTEMbI “‘COOPKM Mycopa” M MpPeNATCTBYeT Ha-
pyiieHnio pekomenpanuu 37, “He 3aTeHsaiiTe M He 3acIOHAlNTe UEHTUUKATOPHI B MOZOOIACTAX
IeiCTBUS .

I'Ipmmep KoAa, He COOTBEeTCTBYLWero npuHATbIM HOpMam

B maHHOM npuMepe Kofa, He COOTBETCTBYIOIErO IPUHATHIM HOPMaM 3aLIUTHOTO IPOrpaMMUpO-
BaHN Ha Java, JeMOHCTPUPYeTCs 00bsAB/IEH e IIepeMEHHOI 3a pefieNlaMul IK/aa for.

public class Scope {
public static void main(String[] args) {
int 1 = 0;
for (1 =0; i < 10; i++) {
// BBIIOJIHUTE OMNEpPaLyn

}

ITpuBenennbli BbllE UCXOMHBINA KOJ HE COOTBETCTBYET NPUHATHIM HOPMaM 3aLIUTHOIO IIPO-
rpaMMMpPOBaHIs Ha Java, IIOCKOJIbKY IlepeMeHHasi 1 00bsAB/IAeTCA B 06/1acTH JIefiCTBUA METOHA, He-
CMOTps Ha TO, YTO OHA He UCIIONb3yeTCsA HaMePeHHO 3a mpefenamu 1ukaa for. OnuH U3 HECKOMb-
KUX CLieHapueB, IJie IepeMEHHYI0 1 TpebyeTcst OObsABUTh B 00/1aCTI AEMICTBIUSA METOHA, BOSHUKAET
B TOM C/Iy4ae, KOIJIa LMK/ COIEPXKUT oleparop break, a 3HaueHMe NepeMeHHOl 1 JJO/KHO ObITh
IIPOBEPEHO T10 3aBEPLIEHNN LIMKJIA.

PeweHue, cooTBeTCTBYIOWEE NPNHATbIM HOPpMaMm

CrapaiiTecb MUHUMU3UPOBATh 00/IACTb AEICTBIS IEPEMEHHDIX Be3Jie, IJje 9TO TOTBLKO BO3MOXK-
Ho. Hanpumep, 06bsiB/IsliTe apaMeTphl LMK/ B oleparope for clefyioumm obpasom:

public class Scope {
public static void main(String[] args) {
for (int 1 = 0; 1 < 10; i+4) { // comepxur obBABIEHUE
// BBIIOJIHUTL ONepalymn

}

Mpumep Kopa, He COOTBETCTBYIOLLENO NPUHATBIM HOPMaMm

B manHOM mpuMepe Kofia, He COOTBETCTBYIOIETO HNPUHATHIM HOPMaM 3alIUTHOTO IIPOTrpaM-
MMPOBaHMA Ha Java, IeMOHCTpUPYeTCsA OObABIEHME IIEPEMEHHON count 3a IpefieflaMyi MeTofa
counter (), XOTA 9Ta IepeMeHHas U He JCIO/Ib3yeTCs BHE 9TOTO METOfA.

public class Foo {
private int count;
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private static final int MAX COUNT = 10;

public void counter () {

count = 0;
while (condition()) {
/* o0 x/
if (count++ > MAX COUNT) {
return;
}
}
}
private boolean condition() {/* ... */}

// HM B OOHOM OPYTOM METOIIE HET CCBUIKM Ha [EpPEeMeHHyK count,
// HO B pAne IPyTMX METONOB MMEETCHA CCEUIKA Ha nepemenHyo MAX COUNT

B03MO>XHOCTb IOBTOPHOTO MCIIO/IBb30BAHMA METOJA CHIDKAETCA IOTOMY, YTO ec/tu Obl MeTof
OBUI CKOIIMPOBAH B APYToil K/IACC, TO IepeMeHHYI0 count IPUIIIOCh Obl EPeONnpeieiATh B HOBOM
KoHTeKcTe. boree Toro, Meton counter () 6610 OBl Tpy/HEE aHAMM3UPOBATD, HOCKONbKY aHATU3Y
HPUIIJIOCH OBbI TTOBEPTHYTh BECh IIOTOK JJAHHBIX B IIPOrpaMMe, YTOODI OIIPEfIe/IUTb BO3MOXKHBIE 3Ha-
YEHMs IIePEMEHHON count.

PeweHue, cooTBeTCTBYIOLWEE NPNHATbIM HOPMam

B npepncTaBneHHOM 37leCh pellleH!M, COOTBETCTBYIOIeM NPUHATHIM HOPMaM 3aIlUTHOTO MPO-
rpaMMMpPOBaHIs Ha Java, oje count 00bsAB/IAETCA IOKATBHO B MeTOe counter ().

public class Foo {
private static final int MAX COUNT = 10;

public void counter () {
int count = 0;

while (condition()) {
VA
if (count++ > MAX COUNT) ({
return;
}
}
}
private boolean condition() {/* ... */}

// HY B OIHOM IPYyT'OM METOIE HEeT CCHUIKM Ha [epeMeHHyl count,
// HO B pAme OPpyIMX METOIOB MMEETCH CCHUIKa Ha nepemeHHyio MAX COUNT

MNprumeHnmocTb

O6Hapy>KeHue JTOKaJIbHBIX TIepeMeHHbIX, 00BAB/IAEMBIX B O0/ee KPYIIHOI 00/IacTH [eiicTBIUA,
yeM TpeOyeTcs B IPUK/IAHOM KOJie, AB/IAETCA IPOCTBIM M JIeHICTBEHHBIM CIIOCOO0M, TI03BO/IAIONINM
UCKTIOUUTD BO3MOYXHOCTD NOABJIEHNA I0YKHO MONOXKUTENbHBIX PE3YIBTATOB. TaKMM e MPOCThIM
CIIoco6oM sABIsAeTCA ¥ 0OHAPYKeHMe HECKOIbKMX OIIepaTopoB £Or, B KOTOPBIX MCIIONb3YeTCs Ta JKe
caMas VHJIeKCHas IepeMeHHas. JI0KHO IIONOKNUTeIbHbIe Pe3y/IbTaThl HOABIAITCA JIMIIb B HEOObIY-
HOM CJIy4ae, KOIJla 3Ha4eHMe MHJEKCHOM IIePEMEHHON IPeJHa3HAYaeTCs I COXPAHEHU B IIPOMe-
JKYTKaX MEXJY IMKIaMI.
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23. MyuHuMKn3uMpynTe obnacTb fencTBnA
aHHoTauun @SuppressWarnings

Korga xoMOmasATop o6Hapy>XKUBaeT MOTEHIVIaTbHble OMACHOCTY TUIM3ALNY JJAHHBIX, BO3HMKA-
IolJie B pe3y/bTaTe CMelleHVs 6a30BbIX TUIOB ¢ 000O0IIEHHBIM KOIOM, OH BBbIIAET Henposepsemvie
npedynpesicoenusi, BKIIOYas Henpogepsiemvie npedynpeicoenuss o npusedeHuu munos, Henposepsembole
npedynpexcOeHUs 0 8bi308e MeM0008, HenposepsiemMvle NPeoyNPeroeHUs 0 cO30anu 0000ULeHHbIX MaC-
CUB08, a TAKXKe Henposepsiemvie npedynpencdenust o npeobpasosanuu munos [Bloch 2008]. [l mo-
JAB/IEHNA HEIIPOBEPAEMBIX NPENyIpeXAeHNII aHHOTaumo @SuppressWarnings ("unchecked")
IOIyCKaeTCsA MCHOMb30BaTh TOTA M TOJIBKO TOTAQ, KOTAA KOJI, BBIZAIOMINII IIpeyIpexXieHne, ra-
PAHTMPOBAHHO TUIMSMPOBAH, T.e. 00eCIednBaeT TUIOBYI 0e30MaCHOCTDb. TUIIMYHBIM IPUMEPOM
TOMY CITY)XUT CMelIeH)e YCTapeBIIero Kofja C HOBBIM KJIMEHTCKUM KofgoM. OTacHOCTM, CBA3aHHbIE
C UTHOPUPOBAHJEM HEIPOBEPSIEMBIX IPeYIIPEXAEHNMI, UIMPOKO 0OCY)KAAIOTCS B PEKOMEH/ AN
“OBJ03-]. He cmemmuBaiite 06061eHHbIe TUIIBI ¢ HEOOOOIeHHBIMY Oa30BBIMM TUIIAMU B HOBOM
xope” us crangapra The CERT® Oracle® Secure Coding Standard for Java™ [Long 2012].

B pmoxyMeHTanuy Ha ImpuKIagHol uHTepderic APl aHHOoTaumit Tuna SuppressWarnings
[API 2013] 1o sTOMY IIOBOLY TOBOPUTCSI CIEfyIOLIiee:

“B kayecTBe CTU/IS IPOrPAMMUPOBAHIISI 3Ty AHHOTALIUIO C/IEfyeT BCErfa MCIIONb30BaTh B Ha-
nbosee rnyOOKO BIOKEHHOM 9/IEMEHTe, I7je OHa OKasbiBaeTcsi Hanbosee adpdexrusroit. Tak,
ecnu TpeOyeTcst IIOAABUTD MPeAYIPEXIeHNEe B OTAE/IbHOM METOfIe, TO aHHOTAIVEl C/IefyeT
CHaOIUTh MMEHHO 3TOT METOJ, a He ero Kaacc .

AHHOTALMsI MOKET OBITH UCIIONb30BaHA B OOBSIBIIEHNN [TePEMEHHbIX U METOJIOB, @ TAKXKe B Ile-
noM Knacce. Ho py 3TOM OYeHb BaXKHO CY3UTh ee 00/IacTb [ieiiCTBIA TakKMM 00pa3oM, YTOObI o-
IABJLANNCD TIPENYIPEKIeHNA, BOSHMKAIOINE B CYXEHOIT 007T1acT AefiCTBUA.

MprMep Kofa, He COOTBETCTBYIOLErO NPUHATBIM HOPMaMm

B naHHOM npuMepe KOjja, He COOTBETCTBYIOLIEr0 NPUHATBIM HOPMaM 3alUTHOTO IIPOrPaMMIu-
poBaHUs Ha Java, 06/acTpb AeiicTBUA aHHOTanuM @SuppressWarnings oxBaTbIBaeT BeCh KIacc.
ITpuBeeHHDIT HMUKE KOJ, OIACEH TeM, UTO IOJABJIAIOTCA BCe HENPOBEpsieMble IPeyIpeKIeHNs,
BO3HMKaroIue B kimacce. [IpeHeOpeskeHne TaKiMM XapaKTepoM KOJja MOXKeT IIPUBECTU K BOSHUKHO-
BEHUIO McKIodeHns tuma ClassCastException Bo BpeMs BBIIIOTHEHUA.

@SuppressWarnings ("unchecked")
class Legacy {
Set s = new HashSet ();
public final void doLogic (int a, char c) {
s.add(a) ;
s.add(c); // onepauusa, He OOeCleuMBaKLas TUMIOBYO
// ©e30MacHOCTb, UIHOPUPYETCH
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PelieHune, cooTBeTCTBYIOLIEE NPUHATLIM HOPMaM

O6mactp feiicTBys aHHOTaLUK @SuppressWarnings caegyeT OrpaHUYUTh O/IVDKAIIIMM dpar-
MEHTOM KOJa, Iie GopMupyeTcs IpefynpexyeHne. B 1aHHOM cydae 9Ta aHHOTALMS MOXET ObITh
UICIIONIb30BaHa B OO'bAB/ICHNN ITepeMEHHOIT 9K3eMITIApa TUIIA Set, KaK MOKa3aHO HIDKe.

class Legacy {
@SuppressWarnings ("unchecked")
Set s = new HashSet () ;
public final void doLogic (int a, char c) {
s.add(a); // NpOM3BOOMT HENPOBEPSAEMOEe MpeldylpexiIeHue
s.add(c); // NpoM3BOIMT HENpPOBEpPSAEMOe MpeldylpexieHue
}
}

Mpumep Kopa, He COOTBETCTBYIOLLErO MPUHATHIM
HopmaMm (Knacc ArrayList)

JJaHHDBIIT IpUMep KOfa, He COOTBETCTBYIONIErO MIPUHATHIM HOPMaM 3alUTHOTO IPOrpaMMIpPOBa-
HIA Ha Java, B3AT 3 IpeXHeN peanmmsanun Knacca java.util.ArrayList.

@SuppressWarnings ("unchecked")
public <T> T[] toArray (T[] a) {
if (a.length < size) {
// TIPOM3BOINT HENPOBEPSIEMOE MPEenynpexneHye
return (T[]) Arrays.copyOf (elements, size, a.getClass());
}
/...
}

Bo BpeMs KOMIM/IALMM K/IAacCa BBIJAETCA CAeAyIollee HeIpoBepsieMoe IIPefyIpexXIeHNe O Ipu-
BeJleHUU TUTIOB:

// HemnpoBepsieMoe MpenynpexneHyre O NPVBEIEeHMM TUIIOB

ArrayList.java:305: warning: [unchecked] unchecked cast found :
Object[], required: T[]

return (T[]) Arrays.copyOf (elements, size, a.getClass());

IlaHHOe HpenyIpex/eHne He MOXKeT ObITh OJAB/IeHO TOTIbKO /IS Olleparopa return, MOCKOIb-
Ky 9T0 He o6bssnenue [JLS 2013]. B nrore mpegympesxaeHns MOJABIATCA /IS BCETO METOAA B
nenoM. V 3T0 MOXKeT BbI3BAaTh OCIOKHEHNsI, KOI/a pyHKIIMY, BBIIOHAIOLIVE OLepalni, He obecIre-
YKBaloIUe TUIOBYI0 6€30IaCHOCTDb, BBOAATCS B MeTofl Brociexctsun [Bloch 2008].

PeweHue, cooTBETCTBYOLEee NPUHATbIM HOPpMaM (knacc ArrayList)

Ecnn anHoTtanuu @SuppressWarnings Helb3s UCIONb30BATh B MOAXO/ALIEN 06/IacTu jierc-
TBUA, KaK B IPebIAyIIeM IpUMepe KOAa, He COOTBETCTBYIOIIETO NPVHATHIM HOPMaM, TO CJIERY-
eT 0OBABUTH HOBYIO NEPEeMEHHYIO, YTOObI XPaHUTb B Hell 3Ha4YeHNe ¥ CHaOIUTb ee aHHOTAIMell
@SuppressWarnings.

/]
@SuppressWarnings ("unchecked")
T[] result = (T[]) Arrays.copyOf (elements, size, a.getClass());

return result;

/]
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MNpumeHnmocTb

Ecnn He cokparuTb 06/1acTb feiicTBUs aHHOTanMu @SuppressiWarnings, 9T0 MOXXeT IIPUBECTH
K MCK/IIOYEHNSM BO BpeMsI BBIIIOJIHEHNs U HAPYILICHNIO TapaHTUIl TUIOBOI OesomacHocTH. [laHHOE
[IPaBIMIO He MOXKET COOMIOfIAThCS CTATMYeCKN B MOMHOI Mepe. HO B HEKOTOPBIX 0COOBIX Cy4asx
MOXXET OBITH MCIIOMB30BAH CTATUYECKUIT aHATN3.

Bbubnuorpadusa

[API 2013] Annotation Type SuppressWarnings

[Bloch 2008] [tem 24, “Eliminate Unchecked Warnings”

[Long 2012] 0BJ03-J. Do not mix generic with nongeneric raw types in new code

m 24. MUHUMN3MPYNTE AOCTYMHOCTb KNAacCcoB U X YNEHOB

Kitaccpl n ux 4ieHs! (K1acchl, MHTepQETIChL, IO/ ¥ METOAbI) IOA/IeXXAT B Java yIpaBIeHuUIo [0-
crynoM. [Topsiiok focTymna K HuM 0603Hav9aeTcsl Kak Ha/lmdyeM COOTBETCTBYIOIEro Mopydukaropa
pocryma (public, protected wm private), Tak U €ro OTCYTCTBUEM, KOTAA JOCTYII 10 YMOT4a-
HIIO Ha3bIBAETCS 3aKPblMblM NAKEMHbIM 0OCTYNOM.

B ra6n1. 2.1 mpuBeneHO YIPOLIEHHOE CXeMaTHYeCKoe IpefCcTaBIeHne IPaBII YIPaBIeHNs [0-
CTynoM. 3HaKOM X 0003HaueH KOHKPETHBIN IOCTYII, paspelleHHbIil B JAHHON IpeIMEeTHOI 06/1acTu.
Hampumep, sHak x B crondue “Kmacc” o603HagaeT, 4To WieH KIacca HOCTYIEH /I KOfa, IPUCYTC-
TBYIOLLIETO B TOM KJ/IACCe, T/ie STOT WIeH 00bsAB/IeH. AHAJIOTMYHO 3HAaK X B cTonbue “ITaker” 0603Ha-
YaeT, YTO COOTBETCTBYIOLINIL YWIEH ZOCTYIIEeH M3 M060ro Knacca (MM MOAKIIAcca), ONpeeIeHHOro
B TOM XK€ CaMOM IIaKeTe, IIPY YCTIOBMUM, YTO KIacc (MM MOJK/IACC) 3arpy>KaeTCsl TeM 3arpy34nMKOM
K/IacCOB, KOTOPBIII 3arpy’kaeT KjIace, Cofep>Kauit fanusii wieH. OfHO ¥ TO >Ke yCIoBMe IS 3a-
Ipy34MKa K/IaCCOB PACIPOCTPAHSETCS TOMBKO Ha 3aKPbITHII AKETHBIIT JOCTYI K WIEeHaM KIaCCOB.

Ta6nuua 2.1. MpaBuna ynpasneHna JOCTynom

Cneumndukatop goctyna Knacc Maker Mopxknacc BHewHunin mup
private x

OtcyTctByet X x*

protected X X X**

public x X x

*[Todknaccol U3 00HO20 U M020 JHe NAKema MO2yn maxie umemo 00CMyn K 47eHaM, Y KOOPbiX Orm-
cymcmeyom mooupukamopv. docmyna (no YMOIHAHUI UMW HA YPOBHE 3AKPbLINO020 NAKemHo20 00Cmyna).
Jlononnumenvrole mpe6o8aHus Kk 00CHyny COCHOAN 6 MOM, 4o NOOKIACCHl OOIHCHYL 3A2PYHAMDCS Mem
3A2Py34UKOM KTIACCOB, KOMOPbLLL 3a2PyHaem Kacc, coOepimauquii uneHvl ¢ 3aKpbimvim naKemHvim 0ocmy-
nom. ITooknaccot us 0pye0eo naxkema He MO2ym Noy4amv 00CMyn K makum 4ieHam.

XA CCOIKU HA 3AULUUAEHHDLTL Y7leH KOO, COBePUuialouquil docmyn K Hemy, 007HeH COOePHAmvCs 6
Kzacce, onpedensiouseM OaHHbIl 3AULUI4EHHDLTL YIleH, UIU e 8 NOOKIACCE IMO020 ONpPedendiouse20 Kuacca.
Jocmyn k nooxnaccy 0onxcen Ovims paspeuier 6e30MHOCUMENLHO K PACHOIONEHUI0 NOOKIACCA 6 NaKeme.

Knaccam u nx unenam JOJIKEH 6bITH IIpenoCTaB/IEH MUHVIMA/JIbHO JIOHYCTI/[MI)IV[ [OCTYII, YTO-
6bI Y 3I0HAaME€pPpEHHOr'o Koaa OBI/I0O KAaK MOXKHO MEHbIIEe BO3MOXKHOCTEI HapyHmnuTb 6€3011aCHOCTb.
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Kiraccpl, HaCKOIBKO 9TO BO3MOXKHO, JJO/DKHBI M36€raTb PacKpbITHsI CBOMX METOLOB, COLEPKAIINX
(ny BBISBIBAIOLINX) YS3BUMBIN KOZ 4Yepe3 MHTep(eiichl, KOTOPble LOMYCKAIT TOIBKO OTKPBITO
JOCTYIIHbIE METO/IBI, @ TaKMe METOBI ABJIAIOTCA YaCTbIO OTKPBITOTO NPUKIATHOTO MPOrPaMMHOTO
nurepoeiica (API) orgenpHoro kimacca. (Cregyer MMeTb B BUAY, YTO JAHHAs PEKOMEH/ALUS IIPOTH-
BOIOIOXKHA pekoMeHpanun [Dxomrya bioxa (Joshua Bloch) otpaBars npepnourenne unrepdeiicam
Haj npuknagaeivMu nHTepdeiicamn API [Bloch 2008, Item 16].) VickaroueHneM u3 9TOro mpasujia
CITYXXNUT peanu3ayusi He BULOU3MEHEHHOro nHTepderica, pacKpbIBaIoIero OTKPhITOE Hen3MeHsseMoe
pepcTaBIeHne n3MenseMoro kmacca. (Cm. pekomengaryio “OBJ04-]. [Ipegocrasiite M3MeHsAeMble
K/1acchl ¢ GYHKIVAMU KOIVMPOBAHWs /ISl HaIeXXHOI Hepefadyl 9K3eMIULIPOB HEeHaJe)KHOMY KORy~
u3 craugapra The CERT® Oracle® Secure Coding Standard for Java™ [Long 2012].) Cregyer Takxe
UMETh B BUAY, YTO JaXkKe eC/IY HeKOHEYHBIN K/IacC JOCTYIIeH M0 YMOMYaHMIO, TO VIM BCe XKe MOXKHO
37I0yIIOTPeONTD, €C/IN OH COLEPXKUT OTKPBITbIE METOABL. Te METOMbI, B KOTOPBIX BBIIOTHAIOTCS BCE
HeoOXOoMMble IPOBEPKM U CaHOOPAbOTKa BCeX BBOJVIMBIX [JAHHBIX, MOTYT OKa3aThCsl OTKPBITBIMI
yepe3 nHTepderichL

3aluieHHasA JOCTYITHOCTD HeleICTBUTENIbHA /I HEeBIOKEHHBIX K/IaCCOB, HO BIIOYKEHHBIE KJlac-
CbI MOTYT OBITb OO'bSAB/IEHBI 3aIUIEeHHBIMI. 1107151 HEKOHEUHBIX KJIACCOB [JO/DKHBI OOBABIIATHCS 3a-
MIMIEeHHBIMM JINIIb B PeNKMX CTydadx. HeHafieXHBI KO U3 PYTOro MakeTa MOYKET BBIIOTHUTD
HOAK/IACCU(UKALNIO M IOTYYUTh JOCTYI K WIEHY Kacca. bojee TOro, 3aluiieHHble YWIEHbI SBIIs-
I0TCSL YaCTbIO NpUKIafHOro nurepdeiica API oTienbHOrO Kimacca, a ClIefoBaTe/bHO, TPeOyT He-
IIPepPBIBHOI MOAEP>KKM. EC/I JaHHOE IIPABUIO COOMIONAETCs, TO OOBSBIIATD MO/ 3ALINIEHHBIMI
He HY)XHO. B pexomenpauny “OBJ01-]. O6bsBIsiTE YWIEHDI JAHHBIX 3aKPbITHIMU U [IPEAOCTABIIAITE
HoCTyIHbIe MeTonbl-060moukn” us cransapra The CERT® Oracle® Secure Coding Standard for Java™
[Long 2012] mpepraraetcsi OOBSIBIATD OIS 3aKPBITHIMIL.

Ecmu xmace, naTepdeiic, METOR WM II0JIe SIB/IAITCS YacThI0 OIYO/IMKOBAHHOIO IPUK/IATHOTO
unrepdeiica API, HanpyuMep, KOHEYHOTO MYHKTA BeO-CIy>KOBI, TO OHM MOTYT OBITH OOSBIIEHDI
3aKPBITBIMU JIN [TAKETHO-3aKPLIThIMIL. HampuMep, HeKpUTHYHbIE ¢ TOUKU 3peHMst 6e30I1acHOCTI
KJIaCChl CTYIMY/IMPYIOTCS K IPEJOCTABIEHNIO OTKPBITBIX CTATNUeCKMX (GaOpUIHBIX METOLOB ISl pe-
Q/IM3aLNY YIIPAB/IEHNUS 9K3eMIUIIPAMU C IIOMOIIBIO0 3aKPBITOTO KOHCTPYKTOPA.

Mpumep Kopa, He COOTBETCTBYIOLLETO NPUHATBIM
HopMam (OTKpbITbIN Knacc)

B manHOM npumepe Kofja, He COOTBETCTBYIOIIETO IPMHATHIM HOpMaM 3aLIUTHOTO IIPOrPaMMIPO-
BaHIA Ha Java, olpefensaeTcs KIacc, ABAAMINIACA BHYTPEHHNM [ CUCTEMBI 1 He BXOJALIMM HU B
OfiMH 13 00IIeOCTYIHBIX IPUKIagHbIX UHTepdeiicoB API. Tem He MeHee 3TOT K/IacC 0ODBABIACTCA
KaK OTKPBITHIIL.

public final class Point {
private final int x;
private final int y;

public Point (int x, int y) {
this.x = x;
this.y = y;

}

public void getPoint () {
System.out.println("(" + x +"," +y + ™)");
}
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HecmoTpst Ha TO YTO AaHHBII IIPUMEpP COOTBETCTBYeT peKoMeHpauuu “OBJ06-]. 3amuTHOE KO-
IMPOBaHNe M3MEHsIEeMbIX BXOJHBIX ITapaMeTPOB U BHYTPEHHNUX KOMIOHEHTOB u3 crangapra The
CERT” Oracle® Secure Coding Standard for Java™ [Long 2012], B HeHaie>KHOM KOJie MOXKET OBITD I10-
JIy4eH 9K3eMIULAp Kaacca Point u BbI3BaH OTKPBITBIL MeTOf getPoint () @It HOMTydeHUsa Koop-
IVIHAT TOYKIU.

PelieHune, cooTBETCTBYIOLEE NPUHATLIM HOPMaM
(KOHeYHble KNaccbl C OTKPbITbIMM MeTofgaMMm)

B npezicTaB/IeHHOM 37l€Ch pelleHNN, COOTBETCTBYIOIEM IPUHATHIM HOPMaM 3al[UTHOTO IIPO-
rpaMMMpPOBAHU Ha Java, K/acc Point oObABIsAeTCSA KaK MaKeTHO-3aKPbITBI B COOTBETCTBUY C €TO
COCTOSIHMEM KaK He BXOJSIIIEro HY B OFVH 13 OOIeIOCTYIHbIX IPUKIafHbIX MHTepdeiicoB APL

final class Point {
private final int x;
private final int y;

Point (int x, int y) {
this.x = x;
this.y = y;

}

public void getPoint () {
System.out.println("(" + x +"," +y +")");

Kracc BepxHero ypoBH: (Hampumep, Point) Helb3s oOBABUTH 3aKPbITBIM. [[akeTHO-3aKpbITast
JIOCTYITHOCTb OKa3bIBA€TCsI IIPMEM/IEMOIT, TIPY YCTIOBUM, YTO MCK/IIOYAIOTCS aTaKM CO BCTABKOII IaKe-
T0B. (CM. pexomenpammio “ENVO01-J. PasmemaiiTe Bech yA3BUMBIIT A1t 6€30IIACHOCTI KOJ B OJJHOM
apxuBHOM JAR-daiie, nognuceiBas u repMetusupys ero” us craugapra The CERT® Oracle® Secure
Coding Standard for Java™ [Long 2012].) ATaka co BCTaBKOJ1 IaKeTOB MIPOMUCXOANT BO BPeMs BBINON-
HEHUS, KOIJja 3alyIjeHHble VM TAKeTHO-3aKPbIThIe WIEHBI KJIaCCAa MOTYT ObITh BBI3BAHBI HEIIOC-
PEACTBEHHO K/IACCOM, 3/I0HAMEPEHHO BCTABJICHHBIM B TOT )Ke CaMblil IakeT. Ho coBepIINTb TakKyo
aTaKy TPYRHO Ha IIPaKTUKe, IIOCKO/IbKY Lie/Ib aTaKy 11 HeGe30IIacHBIil K/IacC HOJ/DKHBL 3arPyKaTbCs
TEeM >Ke CaMbIM 3arPy34MKOM KJIaCCOB, IIOMUMO TOTO, YTO OT IaKeTa TpebyeTcsa NMPOHMKHOBEHNE B
noaBepraeMsiii arake kof. He6e3omacHslit Kofj, KaK IpaBuiIo, NHUIIeH IOZOOHBIX yPOBHel JOCTYIIA.

B cBsA3U ¢ TeM YTO K/Iacc AB/IAETCA KOHEYHBIM, MeTOH getPoint () MOXKeT 6bITh 0OBABIEH OT-
KpbITbIM. OTKPBITBIIT IOAK/IACC, HAPYLIAIOLINIL JAHHOE IIPABIUJIO, He MOXKET IIepeolpele/InTb METO
U PacKpBITD €ro [ HeOe30IacCHOrOo KOfja, a C/Ief{OBaTe/IbHO, OH He ABJIAETCA JOCTYIHBIM [ TAaKOTO
Kofia. /i HeKOHEYHbIX K/IaCCOB OrpPaHIYeHNUe JOCTYITHOCTI METOLOB 10 3aKPbITOTO MM IaKeTHO-
3aKPBbITOTO YPOBHS MCKIIIOYAET TAKYIO YTPO3Y.

PeweHwue, cooTBeTCTBYlOLLEee NPNHATbIM HOPpMam
(HeKOHeuHble Knaccbl ¢ HEOTKPbITbIMUA meTogamm)

B mpepncTaBneHHOM 37eCh peLIeHUH, COOTBETCTBYIOIIEM IIPUHATHIM HOPMaM 3alJUTHOTO IIPO-
rpaMMIpOBaHus Ha Java, Knacc Point u ero Meton getPoint () oOBABIAIOTC Kak aKeTHO-3a-
KpbITble. braropaps 9TOMY K/IacC Point CTaHOBUTCA HEKOHEUHBIM, a €0 MeTof, getPoint () Mo-
JKeT BBI3bIBATHCSA K/TaCCaMM, MPUCYTCTBYIOIIMMI B TOM K€ CaMOM TIaKeTe I 3arpy>KaeMbIMI o61uM
3arpy34YnMKOM K/IaCCOB, KaK IIOKa3aHO HIDKE.
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class Point {
private final int x;
private final int y;

Point (int x, int y) {
this.x = x;
this.y = y;

}

void getPoint () {
System.out.println("(" + x +"," +y +")");
}

I'Ipmmep KoAa, He COOTBETCTBYOLWEro NpUMHATbIM HOpMam
(0TKprTbII7I Knacc € OTKPbITbIM CTaTUYECKNM MeTOAOM)

B manHOM mpumepe Kofja, He COOTBETCTBYIOIETO IPUHATHIM HOPMAM 3aLUTHOTO IIPOrPaMMUPO-
BaHMA Ha Java, CHOBA OIIPEMIENAETCA KIACC, ABIAIINIICA BHYTPEHHUM JIA CUCTEMbI U He BXOIAINIA
HM B OJMH 13 OOILeOCTYIIHbIX IPUKIaZHbIX MHTepdeiicoB APIL Tem He MeHee 9TOT K1acC OODBAB-
JIA€TCA OTKPBITBIM.

public final class Point {
private static final int x
private static final int y

1;
2;

private Point (int x, int y) {}

public static void getPoint () {
System.out.println("(" + x +"," +y +")");
}
}

Kop u3 jaHHOTO IpMMepa TakKe COOTBeTCTBYeT pekoMeHpanym ‘OBJ01-]. O6baABAiiTe YIeHDI
[IAaHHBIX 3aKPBITBIMU U IPENOCTABILANTE JOCTYIIHbIE MeTOAbI-000/m0uky” U3 cranpnapra The CERT’
Oracle® Secure Coding Standard for Java™ [Long 2012]. TeM He MeHee B HEHaJeKHOM KOJe MOXET
6BITH TIO/TYy4Y€H JTOCTYII K KJIaccy Point u BBI3BaH OTKprTbe/'[ CTaTUYECKUIT METO]T getPoint 0,
9TOObI MOMTYYNTh KOOPUHATDI TOUKY II0 YMOTYAHMIO. A MOMBITKA Peaan30BaTh yIpPaBIeHNe 9K3eM-
IUISIPOM C TTOMOII[BI0 3aKPBITOTO KOHCTPYKTOPA OKa3bIBAeTCsI GECII0Ie3HOI, TOCKOIbKY OTKPBITBII
CTATUYeCKUIT METOJ] PACKpbIBaeT BHYTPEHHee COlep>KMMOoe KIacca.

PeweHne, cooTBeTCTBYIOLLEE MPUHATBIM
HOopMaM (NakeTHO-3aKpbITbI Knacc)

B mpepcTaBneHHOM 37ieCh peLIeHUHM, COOTBETCTBYIOIIEM IIPUHATHIM HOPMaM 3alJUTHOTO IIPO-
ITpaMMIPOBaHNMsA Ha Java, YpPOBEHb JOCTYIHOCTM KJIacca COKPAIJAeTCA JO IMAaKEeTHO-3aKPBITOTO.
HocTyn k MeTofly getPoint () paspemiaeTca TONbKO K/IaccaM, PacIO/IOKEHHBIM B TOM K€ CaMOM
makeTe. 9TO IPENsATCTBYET BBI3OBY MeTOAA getPoint () 13 He6e30IIaCHOTO KOfja U MOTyIeHNI0 KO-
OpAMHAT TOYKMU.

final class Point {
private static final int x = 1;
private static final int y = 2;
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private Point (int x, int y) {}

public static void getPoint () {
System.out.println("(" + x +"," +y +")");
}

MNpumeHnmocTb

IIpenocraBenne Ype3MEPHOTro HOCTYIA HAPYIIAET MHKAICY/IALUIO U OC/IA0/IAET 3aIUTY IPU/IO-
>keHUit Ha Java. CucreMa ¢ mpukIafHbeIM nHTepdeiicom API, nmpegHasHaueHHBIM J/Is HPUMEHEHMs
(a BO3MOXXHO, M pacliMpeHMsi) B CTOPOHHEM KOfje, HO/DKHA PAaCKpPBIBATh IIPUKIIAHON MHTepderic
API yepes orkpbIThlit uHTepdetic. [lorpebHOCTN B TaKOM NpUKIafgHOM nHTepdeiice API nmpesbiria-
10T TpeOOBaHMs JAaHHOI pPeKOMEHALNIL.

MuHUMAIbHBI YPOBEHDb JOCTYIHOCTM K KJIACCY ¥ €r0 WIEHY B II000M 3alaHHOM (parMeHTe
KOJIa MOYXKET OBITb BBIYMCIIEH TAKMM 00Pa30M, YTOOBI MICK/TIOYNTH BHEPEHIIE OMINOOK KOMIIVISILIMIL.
HaxagpiBaeMoe orpaHideHne NpUBOAUT K TOMY, YTO B IOJOOHOM BBIYMCIIEHUU MOTYT OBITb HEO-
CTaTOYHO Y4TeHbl HaMEPEHMS IIPOrpaMMIUCTa IIpM HammcaHuyu Kopa. Hanpumep, Heucnonbsyemble
YJIEHBI MOTYT OBITh, OYEBU/IHO, OOBAB/IEHDI 3aKPLIThIMI. HO Takie 4IeHbl MOIYyT OKa3aThCs HEMC-
H0/Ib3yeMbIMI TOJIBKO ITOTOMY, YTO B KOHKPETHOM (pparMeHTe KO, IPOBEPSIEMOM I10 CTy4aitHOMY
COBIAJIEHNIO, MO>KET HefIOCTaBaTb CChUIOK HAa 3TU WIEHBL. TeM He MeHee TaKoe BBIYMC/ICHUEe MOXKeT
HOCTY>KUTDb YAOOHON OTIIPABHOI TOYKOIL [ HPOIPAMMMICTA, CTPEMSIIEroCcs MUHUMU3UPOBATD
YPOBEHb JOCTYIA K K/IacCaM M UX YWIEHaM.

Bbubnuorpadus
[Bloch 2008] Item 13, “Minimize the Accessibility of Classes and Members”
Item 16, “Prefer Interfaces to Abstract Classes”

[Campione 1996]  Access Control

[JLS 2013] §6.6, “Access Control”

[Long 2012] ENVO1-J. Place all security-sensitive code in a single JAR and sign and seal it
OBJO1-J. Declare data members as private and provide accessible wrapper methods

OBJ04-J. Provide mutable classes with copy functionality to safely allow passing instances
to untrusted code

[McGraw 1999] Chapter 3, “Java Language Security Constructs”

m 25. [loKyMeHTUpYiiTe NOTOKOBYIO 6€30MacHOCTb
1 NONb3yiTeCb aHHOTALUMAMN Be3Ae, rAe TONbKO MOXKHO

SI3BIKOBBIE CpefiCTBA AaHHOTVMPOBAHNS B Java YAOOHBI /Il JOKYMEHTMPOBAHSI IiejIell pa3paboT-
K. AHHOTAIVIA K MICXOTHOMY KOJIy SIBJII€TCS MEXaHM3MOM JIJIS CBA3BIBAHM MeTaaHHbIX C 9/1eMeH-
TOM IPOTPaMMBI, YTOOBI CAEIATh UX JOCTYIHBIMU /ISl aHA/IN3a KOMIMIATOPOM, aHAIM3aTOPaMI,
OT/IaJYMKaMV WM BUPTyaIbHOI MamnHoit Java (JVM). [Ina fOKyMeHTHPOBaHIA TIOTOKOBOII 6e30-
IIACHOCTY WJIM €€ OTCYTCTBMSA MIMEeTCS HeCKOIbKO aHHOTAINIL.
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MonyuyeHne aHHOTaUMII Napannennsma

[lBa psima aHHOTALMIT Hapa/Ulenu3Ma CBOOOIHO JOCTYIIHBI ¥ JIMLIEH3MPOBAHbI /IS [IPYMEHEHNs
B m060M Kofie. IIepBblil psAfi COCTOUT M3 YeThIpeX aHHOTALMIL, OIMCAHHBIX B KHure Java Concurrency
in Practice (JCIP) [Goetz 2006], KoTOpyI0 MOXHO 3aTpy3!Th IO afpecy http://jcip.net. AHHO-
tauuu JCIP Bbimyiens! oy mnnensyeit “C ykasanuem aBropcrsa’ (Creative Commons Attribution
License).

Bropoit 607ee 0OLIMPHBII psifi aHHOTALWIT [TapajUIeN3Ma IIPEfOCTABIACTCS U HOePXKIBACTCS
koMmmaHuert SureLogic. 9Tu aHHOTaLMY BBITYCKAIOTCA TIOJ, IMI[eH3Nell Ha IIporpaMMHOe obecrede-
Hte Be6-cepBepa Apache (Apache Software License) Bepcunm 2.0 1 MOTYT OBITD 3arpy’>kKeHBbI IO afipe-
cy www.surelogic.com AHHOTaIVM MOXXHO IPOBEPUTDb MHCTPYMEHTATbHBIM CPEfICTBOM JSure oT
KoMmaHuy SureLogic, 1 OHM OCTAIOTCS [O/IE3HBIMU IS TOKYMEHTUPOBAHMS KOa, JaXKe eC/u JjaH-
HOe MHCTPYMEHTa/IbHOe CPefiCTBO HeocTymHo. K 1x uncny otHocaTcsa aHHoTanym JCIP, mockonbky
OHJ HOIJEP>KUBAIOTCA MHCTPYMEHTAIbHBIM CPeICTBOM JSure HapsAny ¢ MX apxuBHbIM JAR-daiiiom.

Iliist TOoro 4TO6BI BOCIIO/NB30BATHCS YIOMSHYTHIMU BbILIE AHHOTALMAMM, CIeAyeT 3arpy3uThb
opuH mwm 06a nx apxuBHbIX JAR-aiima wan o6aBuTh 311 GaiiIsl B MyTh [Is MOCTPOECHNS KOfIA.
B mocnenytomux paspenax OnyuchbIBaeTCA MpMMEHeHNe STUX aHHOTAINIA /I JOKYMEeHTHPOBaHNUA 110-
TOKOBOII 6€30I1aCHOCTIL.

p,OKyMeHTI/IPOBaHI/Ie HaMeuyeHHOI NOTOKOBOW 6e3onacHOCT

B JCIP npemocTaB/IsAIOTCA TPY aHHOTALUY HA YPOBHE KJIacca [yIA OIMCAHMA Liefelt paspaboTKu
B OTHOLIEHN! [IOTOKOBOI 6e3omacHoCcTi. B wactHOCTH, anHOTanus @ThreadSafe npuMeHseTcs K
KJIacCy A ero 0003HauYeHUs KaK HOMOoK00e30nacH020. TO 0O3HAYAET, YTO HU OfiHA 13 IIOC/Ief0Ba-
TEJIBHOCTEN JOCTYIIA (I/IS YTEHNUA U 3aIJICY B OTKPBITBIE ITOJIS VIV BBI30BA OTKPBITHIX METOZIOB) He
B COCTOSIHUU OCTaBUTb OOBEKT B HEOIPEIe/IEHHOM COCTOSHUY He3aBUCUMO OT TOTO, YepeRyIOTCs In
9T BUJBI JOCTYIIA C AMHAMMYECKOI VI 100011 BHELIHelI CUHXPOHU3ALMEN WM JKe KOOP/MHALIel
CO CTOPOHBI BBI3BIBAIOILETO KOZIA.

B xavecTBe IpuMepa HIDKe IPUBENEH MICXOAHBIN KOf Kiacca Aircraft, omicpiBaeMoro Kak Io-
TOKO0€30I1aCHBIIl B IOKYMEHTALM HA IPUHATDIC B HEeM IIpaBuIa OI0KMPOBKM. DTOT KIACC 3allMIa-
eT CBOU IOJISL X ¥ Y C IIOMOLIBIO PeeHTepabenbHOIl O/IOKIPOBKIL.

@ThreadSafe
@Region ("private AircraftState")
@RegionLock ("StateLock is statelLock protects AircraftState")
public final class Aircraft {
private final Lock stateLock = new ReentrantLock() ;
/..
@InRegion ("AircraftState")
private long x, y;
/..
public void setPosition(long x, long y) {
stateLock.lock () ;

try {
this.x = x;
this.y = y;

} finally {

stateLock.unlock() ;
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Annorarmu @Region n @RegionLock JOKYMEHTUPYIOT IpaBuia 6IOKMPOBKM, 10 KOTOPBIM
yTBep)XKJaeTcs 0053aTe/IbCTBO CAe/IaTh KOJ IOTOKOOe30ImacHbIM. JJaxke ecy MCIIONb30BaTh OfHY MIN
6onbire anHoTalMil @RegionLock mwmm @GuardedBy A JOKYMEHTMPOBAHMUA PaBU/I 610KMPOB-
KM Kjmacca, anHotauusa @ThreadSafe Bce paBHO IO3BOJAET TEM, KTO IPOCMATPUBAET MCXOLHBII
KO 9TOTO K/IACCa, MHTYUTMBHO BBIACHUTD, YTO OH ABJIAETCA OTOKOOE30MaCHBIM.

Annotaima @Immutable mpuMeHseTcsA K HeusmeHsemvim Knaccam. HenmsMeHseMble 00beKTHI,
IO CYIEeCTBY, ABIAIOTCA NOTOKOOe30omacHbIMM. Kak TOMbKO o111 06BeKTBI Oy/yT MOMTHOCTLIO MOC-
TPOEHBI, X MOXKHO OIIyOIMKOBAaTh IO CCBUIKE M HAaJIeXKHO CHe/laTh YX OOIIeNOCTYIIHBIMU I MC-
IIO/Ib30BAHNMA B HECKONbKMX IOTOKaX. B IpuBeeHHOM HIDKe QparMeHTe KOoja JeMOHCTPUPYETCH
HeM3MeHsIeMbliT K/acc Point.

@Immutable

public final class Point {
private final int f x;
private final int f y;

public Point (int x, int y) {
f x=x;
fy=y;

}

public int getX() {
return f x;

}

public int getY () {
return f y;

}

B pexomenpganuu JIxorinya broxa [Bloch 2008] rosopurcs cnenyrouee:

“JlOKyMeHTHPOBATh HEM3MEHIEMOCTD TUIIOB ENUIl COBCeM He 00s13aTenbHO. Ecu TObKO 310
He OYeBU/HO M3 BO3BPAIIAEMOTO TUIIA, TO CTaTudecKue GpabpudHble METOAbI JOKHBI JOKY-
MEHTMPOBATH IIOTOKOBYIO 0€30IIaCHOCTD BO3BPAIAeMOr0 00bEKTa, KaK JIEMOHCTPUPYETCS B
kimacce Collections.synchronizedMap’

AnHotanua @NotThreadSafe nmpuMeHseTcsa K K1accaM, KOTOPble He ABJIAIOTCA MOTOK0Oe30-
macHbIMI. MHOTYE KTacChl He B COCTOSIHMU 33J0KYMEHTHPOBATh CBOI 06€30I1acCHOCTD ISl MHOTO-
oTO4YHOI 06paboTku. CriefoBaTenpHO, POrPAMMICTY HENErKO OIpeNeINTb, SIBSIETCS /I KIace
IOTOKOOE30IIaCHBIM. A JTaHHAs aHHOTALMA ACHO YKa3bIBaeT Ha TO, YTO KJIACCY SIBHO HEJOCTAET IO-
TOKOBOII 6€30MacHOCTH.

Hamnpumep, 60NbIIMHCTBO KIaCCOB, peaIn3yIolUX KO/UIeKINYU B IakeTe java.util, He sB-
JSTIOTCsL TOTOKOGe30macHbIMM. Tak, B Kmacce java.util.ArrayList MOTOKOBYI0 6€301macHOCTD
MO>KHO OBUIO OBI 33J0KyMEHTVPOBATH CIIEAYIOIINM 06pa3oM:

package java.util.ArrayList;

@NotThreadSafe
public class ArrayList<E> extends ... {
/...
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JloKymeHTVpoBaHVe npaBun 610KUPOBKM

OueHb Ba)KHO 3a/JOKyMEHTMPOBATD BCe GIOKMPOBKIA, IIPUMEHsIEMBbIE JI/LSL 3aLUThI Pa3ie/sieMOro
obuiero cocroanus. B aroit casu bpaitan Toety ¢ konneramu [Goetz 2006, cTp. 28] peKOMeHAYIOT
crepyolee:

“Bce BUADBI ZOCTYIA K M3MEHsEMOIl IIepeMeHHOI COCTOsIHMS B O0jiee 4eM OfHOM IIOTOKe
JIO/DKHBI BBILIO/THATHCS € IOMOLIBIO OJHOI 1 TOJI JKe YCTaHAB/IMBaeMOll 6JIOKMPOBKIL. B aToM
CTydae MOYXKHO YTBEpIXK/aTh, UTO IIepeMeHHasl 3allMileHa JAHHOI 6IOKMPOBKOIL .

Ina artoil nmenu npemocTaBnsgercad aHHoTanusA QGuardedBy ot JCIP, a Takke aHHOTa-
nusa @RegionLock or xomnanum SureLogic. Ilone nam mMeron, K KOTOPOMY NPUMEHSETCA aH-
Horauusa @GuardedBy, MOIyT OBITh ZOCTYIHBI TOJIBKO IIPM YCTaHOBKE KOHKPETHOI OTOKM-
pOBKHU. DTO MOXeT OBbITb BHYTPEHHsSA WIM AMHaMU4YecKass OOKMPOBKA, KaK, HAIpuMep, B
makere java.util.concurrent. B nmpuBefeHHOM HIDKe IpUMeEpe JEMOHCTPUPYETCA Kjacc
MovablePoint, pealusymoumii IepeMeliaeMyio TOUKY, CHOCOOHYIO 3allOMMHATh CBOE IIPEXHee
MECTOIIO/IOKEHME, UCTIONb3Ys CIMCOYHbI MacCUB mMemo.

@ThreadSafe
public final class MovablePoint {

@GuardedBy ("this")

double xPos = 1.0;

@GuardedBy ("this")

double yPos = 1.0;

@GuardedBy ("itself")

static final List<MovablePoint> memo
= new ArrayList<MovablePoint>();

public void move (double slope, double distance) {
synchronized (this) {
rememberPoint (this) ;
xPos += (1 / slope) * distance;
yPos += slope * distance;
}

public static void rememberPoint (MovablePoint value) {
synchronized (memo) {
memo.add (value) ;
}

}

B annoranuax @GuardedBy K momsAM XPos 1 yPOS yKasbIBAa€TCsA, YTO JOCTYI K 3TUM IMOJIAM
3alMIeH YCTaHOBKOI O/IOKMPOBKM TeKyIero oobekra this. Merop move (), BHOCSLINIT M3MeHe-
HMsA B 3T IOJIA, TAaKKe CMHXPOHM3MPOBAH C TeKymuM oO0bekToM this. B 10 e BpeMsa aHHOTa-
st @GuardedBy K CIMCOYHOMY MACCUBY MEMO yKasbIBaeT Ha TO, 4TO GIOKMPOBKA 0ObEKTa THUIIA
ArrayList samumaer ero cogep>xumoe. Mertop rememberPoint () Takke CMHXpPOHU3MPOBAH CO
CIIVICOYHBIM MaCCUBOM Memo.

Ho HepocraTok aHHOTanuy @GuardedBy 3aK/IH04YaeTCsi B TOM, YTO OHa HECIIOCOOHA yKasbl-
BaTbh Ha OTCYTCTBME OTHOIIEHMII MEXJY IONAMM B Kaacce. BipodeM, 3TOT HelOCTaTOK MOXXHO
IIpeojo/IeTh C MOMOIIbI0 aHHOTanuu CRegionLock or kommanun SureLogic, rae o6baABIAETCA
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HOBasA perMoHalbHasA OIOKMPOBKA K/Iacca, K KOTOPOMY NpUMeHAeTCA JJaHHasA aHHoTauus. B pe-
3y/IbTaTe TAaKOrOo OODBABJIEHM YyCTaHABIMBAETCSA HOBas MMEHOBaHHasA 0/IOKMPOBKA, CBA3BIBAIO-
asgs KOHKPETHbII 00BEKT GJIOKMPOBKM C OT/ENbHOM 00IacThI0 KIacca, KOTOpas MOXeT ObITh
TOCTYIIHA TO/IBKO IPYU YCTAHOBKE OJIOKMPOBKU. B IpuBefieHHOM HIDKe IpuMepe Koja IpaBuia
6110KMpOBKY B Kimacce SimpleLock 0003HAYaIOT, YTO CUHXPOHM3ALMA C 9K3EMIUIAPOM ITO-
ro Kjacca 3aljiiaeT BCe ero cocToAgHme. B ormmune ot aHHoTauuyu @GuardedBy, aHHOTALMA
@RegionLock mo3BonAeT IPOrpaMMIUCTY HPUCBOUTD ABHOE (M JKeIAaTeNbHO COJepKaTenbHOe)
UM IIpaBuUIy 6I0KMPOBKIN.

@RegionLock ("SimpleLock is this protects Instance")
class Simple { ... }

IToMnMO MMeHOBaHMs MpaBuIa GIOKMPOBKY, aHHOTalsl @Region 1M03BOJSET HPUCBOUTD UM
00/1acTy 3aIMIaeMOro COCTOSIHML. Takoe MMsI SICHO JaeT IOHSTb, YTO COCTOSIHNUE U MIPAaBUIO O110-
KMPOBKI IMOAXOAAT APYT APYTY, KaK II0Ka3aHO B CEAyIOIIeM IIpUMeEpe:

@Region ("private AircraftPosition")
@RegionLock ("StateLock is stateLock protects AircraftPosition")
public final class Aircraft {

private final Lock stateLock = new ReentrantLock() ;

@InRegion ("AircraftPosition")
private long x, y;

@InRegion ("AircraftPosition")

private long altitude;

/...

public void setPosition(long x, long y) {
stateLock.lock () ;

try {
this.x = x;
this.y = y;

} finally {

stateLock.unlock() ;
}

}

/..

B manHOM mpmmepe mpaBmno GIOKMPOBKM IO HasBaHMeM StateLock CIyXMT s yKa-
3aHNUA Ha TO, YTO O/IOKMPOBKa 0ObekTa Tuma statelock sammmaer 061acTb MOJ Ha3BaHMEM
AircraftPosition, B KOTOPYIO BXOGUT M3MEHsEMOE COCTOSHIE, UCIIONb3yeMOe il 0003HAYEHNS
MECTOIIO/IOYKEHNA CaMOJIeTa.

nOCTpOEH ne N3meHAeMbiX 06bEKTOB

O6BIYHO TIOCTPOEHNE OOBEKTA CINTAETCS VCKITIOYEHEM U3 IIPaBUIa OIIOKMPOBKY, MOCKOTIBKY
IPY TIePBOHAYAIBHOM CO3JAHUM OOBEKTHI IPUBSI3BIBAITC K MOTOKY. OOBEKT IPUBA3BIBAETCA K
TOMY HOTOKY, B KOTOPOM CO3JJA€TCSI €10 9K3eMITISIP C IIOMOLIBI0 ollepaTopa new. Iloce co3panus
00beKTa €ro MOXXHO OJIaroIoNyYHO OIyOIMKOBATh B APYIMX IOTOKaX. Ho 06bekT He cTaHeT 06-
LM JIO TeX II0p, II0Ka 9TO He Oy[eT paspelieHo B TOM IIOTOKE, I7le CO3[iaH 9K3eMIUIAP HaHHOTO
o6pexra. Crioco6bl HafeKHOI ITyOIMKaLy 00beKTOB, 06Ccyx/aaemble B pekoMeHpanuu “TSMO1-J.



25. [loKyMeHTMpYITe NOTOKOBYIO 6€30MacHOCTb U MOMb3yNTeCb aHHOTALUAMU Be3fe... 105

He pomyckarite ncyesHoBeHusi ccoiiku this mpu nmocrpoenun obbexra” u3 crangapra The CERT’
Oracle® Secure Coding Standard for Java™ [Long 2012], MOryT 6bITb KPaTKO BBIP@XKEHBI C IIOMOIIBIO
a"HHoTanuu @Unique ("return").

Hampumep, B crenyomieM gparMenTe Kofa anHoTanusa @Unique ("return") HOKyMeHTHDPYeT,
4YTO 0O'BEKT BO3BPAILAETCS 113 KOHCTPYKTOPA B BUJIE OFHO3HAYHON CCHIIKI:

@RegionLock ("Lock is this protects Instance")
public final class Example {

private int x = 1;

private int y;

@Unique ("return")

public Example (int y) {
this.y = y;

}

/] ...

p,OKyMEHTI/IpOBaHI/Ie npaBn1 NPNBA3KAU K NMOTOKY

Iun Caseprenn n Yunbsam lepnuc (William Scherlis) npeprarator aHHOTa1mM, II03BOISONIE
JIOKYMEHTVPOBATh [IPaBI/IA IIPUBSI3KY K IIOTOKY. VIX HOAXO COCTOUT B TOM, YTOOBI Pa3pewLnTh Ipo-
BepKY aHHOTAIMIT OTHOCKUTEIbHO HamucanHoro koxa [Sutherland 2010]. B npuBeseHHOM HYDKe ITpu-
Mepe KOfia aHHOTALIMM BBIPAXKAIOT C/IEAYIOLIYIO Lie/lb paspaboTKu: B IPOrpaMMe ZO/DKeH ObITh XOTs
6bI OIVMH MOTOK AucrieTdepusanmyu cobsrTnit u3 6ubmorekn AWT (Abstract Window Toolkit —
abCTPAKTHO-OKOHHBII MHCTPYMEHTAPUIT) ¥ HECKO/IBKO BBIYVC/IUTENbHBIX IOTOKOB, B KOTOPBIX 3a-
peleHo 00pabarbIBaTh CTPYKTYPbI ZaHHBIX iy coObITuss AWT.

@ThreadRole AWT, Compute
@IncompatibleThreadRoles AWT, Compute
@MaxRoleCount AWT 1

,U,OKyMEHTI/IPOBaHI/Ie NPOTOKONOB OXNAAHUA N yBeAOMJIEHUA

Bpaitan Toery ¢ komneramu [Goetz 2006, cTp. 395] peKOMEHAYIOT CIefyIolee:

“Kracc, 3aBUCAIINIT OT COCTOSIHIS, TO/DKEH MOMTHOCTBIO PACKPBITh (M 3aJOKyMEHTUPOBATb)
IIPOTOKOJ/IBI OKMJIAHMS ¥ YBELOM/IEHNUSI B CBOMX IIOfIK/IACCaX WM BOOOIIe 3alpeTUTh UM
ydacTye B 3TUX IPOTOKO/MaX. (DT0 paciuypeHe IPYHINIIA “TIPOEKTUPOBAHNA U JOKYMEHTH-
pOBaHMs HaclenoOBaHus, a nHade — ero sanpewjennus [EJ Item 15].) Tlo xpaiineit Mepe, pas-
paboTKa KIacca, 3aBUCALIETO OT COCTOSHUSA, AJIS Lie/leil Hac/IeOBaHNs TpebyeT pacKpbITHs
YC/IOBHBIX Odepefieit 1 67IOKMPOBOK U JOKYMEHTUPOBAHMS YC/IOBHBIX IIPEAMKATOB ¥ IIPABIII
cuuxpoHusanuu. OHa MOXET TaK)Ke MOTPeOoBaTh PACKPHITUSA HA30BBIX IEPEMEHHBIX COCTO-
aHuA. (B XypmeM ciydae Kmacc, 3aBUCAINNIA OT COCTOAHNUA, MOXET PAcKPBITh CBOE COCTOS-
HIIe TTOIK/TACCAM, HO He JOKYMEHTHPOBATh CBOY IIPOTOKOJIBI ISl OOKUAHNUS U YBEIOM/ICHU.
9TO Bce paBHO, KaK eciy Obl KJIACC PACKPBUL CBOM IePEMEHHBIE COCTOSIHMSA, HO He 3aJOKY-
MEHTMPOBAJI CBOM MIHBAPMAHTHIL.)”

ITpOTOKOMBI OXUJAAHUA U YBEOM/ICHMs JO/DKHBI OBITh 3aJJOKyMEHTHPOBAHBI HaJIeXXaIUM
obpasom. B Hacrosiiee BpeMsI ellle HEM3BECTHBI AHHOTALUI, IIPeJHA3HAYEHHDIE /IS 9TOV LIe/INL.
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MNpumeHnmocTb

AHHOTUMPOBaHNUE IApaJ/IENbHO BBIIOTHAEMOTO KOfja TOMOTaeT MIPaBU/IbHO 3a/JOKYyMEHTUPOBATh
Lie/Ib paspabOTKY M MOXKET OBITb MCIOIb30BAHO I aBTOMATM3aLMM IIpoliecca 0OHAPY)XeHUA U
IpefoTBpalleHNs YCIOBUII BOSHUKHOBEHNS TOHOK, B TOM YMC/IE U TOHOK JJAHHDIX.

Bubnuorpadus

[Bloch 2008] Item 70, “Document Thread Safety”

[Goetz 2006] Java Concurrency in Practice

[Long 2012] TSMO01-J. Do not let the this reference escape during object construction
[Sutherland 2010] “Composable Thread Coloring”

m 26. Bceraa npepgocraBnanTe OTKAMK Ha
pe3ynbTupylowee 3HaueHne metoaa

Meroppl criefyeT pa3pabarbiBaTh TaKMM 00pa3oM, YTOObI BO3BpAILATh 3HAUYCHIE, II03BOJIAIOLIEe
PaspaboTUMKy BBUICHUTD TEKYIjee COCTOsIHIE OOBEeKTa M/WIN pe3y/nbrar ornepannu. JJaHHas peko-
MeHpaums cormacyercs ¢ pekomenparyert “EXP00-J. He npenebperaiite 3Had4eHUsIMM, BO3Bpalae-
mbiMu Metopamu” 13 craugapra The CERT® Oracle® Secure Coding Standard for Java™ [Long 2012].
BosBpaijaemMoe 3HaUeHNe JO/DKHO MPECTAB/IITh OCTIEHee N3BECTHOE COCTOSIHIE 1 BBIOMPATHCS C
Y9eTOM BOCIIPUATHS Y MEHTAIbHOI MO paspaboTymka.

OTK/IMK MOXXHO TAK>Ke IPefOCTaBUTb, CTEHEPMPOBAB CTAHAAPTHOE NM/IN CIIEIMaNbHOE MCKIII0-
JeHre B Buje 00beKTa KIacca, IPOM3BOJHOIO OT Kinacca Exception. Ilpu takoM mopxope paspa-
6OTUYNK MOXET HO-TIPEXKHEMY II0/Ty4aTh TOYHYIO MH(POPMALNMIO O Pe3y/IbTaTe BBIIIOMHEHNSI METOAA
U HpeIpUHUMATD Iajree HeoOXOMUMble JeNCTBYS. [/ 3TOr0 UCK/II0YeHNe TO/DKHO IPEeNOCTaBUTh
HOZ{POOHBIIT OTYET O HEHOPMA/IbHOM YC/IOBMM Ha COOTBETCTBYIOLIEM YPOBHE aOCTPAKIIIL.

Takye MOAXOMbI JO/DKHBI IPUMEHSTHCS B IPUKIanHbIX uHTepdeiicax API B onpepenieHHOM CO-
YeTaHny, YTOOBI IOMOYb K/IVMEHTaM OT/IIMYUTD IIPABUIbHBIE PE3Y/IbTATHI OT HEIIPABIIBHBIX U CTH-
MY/IMPOBATh TLIATEbHYI0 00pabOTKY T0OBIX HEIPaBUIbHBIX Pe3y/IbTaTOB. B Tex ciaydasx, Korna
MIMeeTCsl OOIIEIPUHSITBI KOf, OUIMOKY, KOTOPBI MIPOCTO HEBO3MOXXHO MHTEPIPETHPOBATh KaK
JIOCTOBEPHOE 3HAYEHIE, BO3BPAIlaeMO€e U3 METOJA, JO/DKEH OBITh BO3BpAIjeH MMEHHO 9TOT KOf
ommOKM. A B OCTA/IbHBIX CIYYasiX JO/DKHO OBITh CTEHEPMPOBAHO MCK/IIOYeHne. MeTox He HO/DKeH
BO3BpAIL[aTh 3HAaYEHe, COCTOsILIee KaK M3 CAMOr0 BO3BPAIL[AeMOr0 3HAaYeHNs, TAK 13 KOJa OLIMOKI
(moppo6Hee 06 aToM cM. B pekomeHpanmu 52 “VI3beraiite BHYTPEeHHUX NHAMKATOPOB OMINOO0K).

C [pyroit CTOPOHBI, 00BEKT MOXET IPeJOCTaBUTh METOJ, IIpoBepKu coctosanusA [Bloch 2008], B
KOTOPOM IIPOBEPSIETCsI, HAXOAUTCS I 0ObEKT B COITTACOBAHHOM COCTOSIHMI. TaKoit OfXOf IIpuMe-
HJIM TO/IBKO B T€X CIIy4asX, KOIfla COCTOsIHIE 0OBEKTa He MOXKET ObITh BUJOM3MEHEHO BO BHEIIHNX
oTOKax. brrarogapst aToMy MCK/I049aeTcsi BOSHMKHOBEHME YCTIOBYSI TOHOK THUIIA “BpeMsi IIPOBep-
kn — Bpems ucnonbzoBauna’ (TOCTOU) mexzy BBI30BOM MeTOfa, IPOBEPAIOLIET0 COCTOSAHNE
00beKTa, a TAK)KE BHI3OBOM METOJA, 3aBUCAIIETO OT COCTOSIHMS JAHHOTO 00beKkTa. B mpomexyTke
MEXLY 9TUMI BBI30BAMI COCTOsIHIE 0OBEKTa MOYKET M3MEHUTHCSI HEOXKMAAHHO VN IaXKe 37I0HA-
MEepEHHO.

3HavyeHNst WIn KOJBI OLIMO0K, BO3BpAlljaeMble 113 METOJOB, JIO/DKHBI TOYHO 0003HAYATH COCTOSI-
Hte 00'beKTa Ha OIIpe/ie/IeHHOM ypOBHe abcTpakiym. KiIeHTsl JO/KHBL OBITh B COCTOSIHWUM BBIIIOTI-
HSATD PeLIAoLINe NeICTBIs, ONMPAsACh Ha BO3BpAllaeMoe 3HaYeHNe.
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Mpumep Kopa, He COOTBETCTBYIOLLETO NPUHATBIM HOPMaMm

B panHOM mpumepe Kopja, He COOTBETCTBYIOIIETO MIPUHATHIM HOPMAM 3aLUTHOIO MPOrpaMMu-
poBaHus Ha Java, merofi updateNode () BUJOM3MEHAET y3€/l NPEBOBUIHON CTPYKTYDBI, EC/IU €MY
yHacTcs 0OHapYXUTD JAaHHBIA 3/ B CBA3HOM CIIUCKe, a MHaYe — OH HUYETO C HYUM He Jie/IaeT.

public void updateNode (int id, int newValue) {
Node current = root;

while (current != null) {
if (current.getId() == id) {
current.setValue (newValue) ;
break;

}
current = current.next;
}
}

OTOMY MeTOHy He y/laeTcsl yKasarTb, 4TO OH BUIOM3MeHM mo6oii y3en. CaefoBaTe/IbHO, B BbI-
3bIBAIOIIEM KOJie HeJIb3sl OIPee/NTh, ObUI I METOJ, BBIIIO/HEH YCIIEIIHO WM Hey[jauHo, HO He3a-
METHO.

PeweHue, cooTBETCTBYHOLEee NPUHATbIM HOPpMaM
(BO3BpaT NOrNYeCcKoro 3HauyeHus)

B mpepncTaBneHHOM 37ieCh pelleHUH, COOTBETCTBYIOIIEM IIPUHATHIM HOPMaM 3al[UTHOTO IIPO-
IrpaMMMPOBAaHMA Ha Java, B Ka4eCTBE pe3y/lbTaTa Ollepalluy BO3BPAIAETCs JIOTMYECKOe 3HaYEHMe
true, ecnu ysen [PeBOBUIHOI CTPYKTYPBI ObUI BUJOM3MEHEH, a HAUYe — JIOTMYeCKOoe 3HAYeHIe
false.

public boolean updateNode (int id, int newValue) ({
Node current = root;
while (current != null) {
if (current.getId() == id) {
current.setValue (newValue) ;
return true; // y3es ycChemHo OOHOBJIEH

}

current = current.next;

}

return false;

}

PeweHune, cooTBeTCTBYIOLEE NPUHATBIM HOPMaM
(reHepupoBaHue NCKNOUYEHNA)

B mpencTaBieHHOM 37eCh peLIeHMN, COOTBETCTBYIOIIEM IIPUHATHIM HOPMaM 3alUTHOTO IIPO-
rpaMMMpPOBAHNUA Ha Java, BUJIOM3MEHEeHHbIT 00beKT Tuma Node BO3BpalllaeTcsl B TOM CIydae, ecin
OH OOHapy>kKeH. A eC/Iu MCKOMBII y3e/I HeJOCTYIIEH B CIIMCKE, TO T€HEPUPYETCs MCK/II0YeHNe TUIIa
NodeNotFoundException.

public Node updateNode (int id, int newValue)
throws NodeNotFoundException {
Node current = root;
while (current != null) {
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if (current.getId() == id) {
current.setValue (newValue) ;
return current;
}
current = current.next;
}
throw new NodeNotFoundException () ;

}

ITprMeHeHNMe UCKTIOUEHNIT /I YKa3aHusA c00sl B IPOrpaMMe MOXKET CTaTb yJa4HbIM ITPOEKTHBIM
pelleHneM, HO TeHepUPOBaHUe UCK/IIOYEHMIT HE BCEr[ja OKas3bIBAe€TCA YMECTHBIM. B 1emom meron,
IOJDKEH TEHEPUPOBATDH UICKIKYEHIE TOIBKO B TOM C/Ty4ae, €C/IU MPEMIIONAraeTCsa ero yCleuHoe 3a-
BeplleHNMe, HO IIPJ 9TOM BOSHUKAIOT HEJCIIPaBMMbIe OIIMOOYHBIE CUTYALNM, UM JKe B TOM CITy4ae,
eC/IM IPeJTIONaraeTcs, YTo OmmbKa JO/KHA ObITh UCIPAB/IeHa B METOJie, BHI3BIBAEMOM U3 K/Iacca,
PACIIOIO)KEHHOTO BBEPX I10 MEPAPXMUIA.

PewieHne, cooTBeTCTBYIOLLEE NPUHATHIM
Hopmam (BO3BpaT NyCTOro 3Ha4eHusA)

B mpeyicTaB/IeHHOM 37IeCh pelIeHNH, COOTBETCTBYIOLIEM IPUHATHIM HOPMaM 3aIUTHOTO MPO-
TpaMMMPOBAHMs Ha Java, BO3BpaljaeTcsi 0OHOB/IEHHBII 00bekT Tnia Node, 4To0b pa3paboTdnk
MOT IPOCTO HPOBEPUTD ITYCTOE BO3BpalljaeMoe 3HaYEHIIe, eC/IM Ollepaliyisi 3aBEPIINTCS HEYAAYHO.

public Node updateNode (int id, int newValue) {
Node current = root;
while (current != null) {
if (current.getId() == id) {
current.setValue (newValue) ;
return current;
}
current = current.next;
}

return null;

Bosspaijaemoe 3HadyeHIe, KOTOpoe MOXeT ObITh MycThIM (null), mpencTaBseT cob6oll BHYT-
PEeHHMIT MHAMKATOpP OLIMOKY, 60/ee MOAPOOHO paccMaTpuBaeMblii B pekomeHganuu 52 “Vis6erarite
BHYTPEHHNX MHAMKATOPOB Omub0K”. Takoe MPOeKTHOE pelleHre HOMyCTUMO, HO CUUTAETCs MOMI-
YMHEHHBIM IPYTUM HPOEKTHBIM peLIeHNsIM, B TOM YNUC/Ie U APYIUM PelIeHNsIM, COOTBETCTBYIOLINM
[PUHATHIM HOPMaM ¥ TIPEJCTABIEHHbIM B JAHHO PEKOMEH ALV

MNpumeHnmocTb

Ecnmu He mpefocTaBUTb NOAXOAALINI OTKIMK B BUfIe OIPeJe/IeHHOIO cOYeTaHMsA BO3BpalljaeMbIX
3HAYEHMIT, KOZIOB OLIMOOK M MCKIIOYEHNII, TO 0ObEKT MOXET HEePEilTy B HEOPEeie/IeHHOE COCTOsI-
HIe, a TIOBeJleHVe IIPOrpaMMBbl CTaHEeT HellpelCKa3yeMbIM.

Bubnuorpadus
[Bloch 2008] Item 59. Avoid unnecessary use of checked exceptions
[Long 2012] EXP00-J. Do not ignore values returned by methods

[Ware 2008] Writing Secure Java Code
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m 27. Pacno3HaBanTe ¢ainbl, NCNONb3yA
HeCcKonbKo ¢ainoBbix aTpnubyToB

MHorue ys3BMMOCTH B 3all)Te, UMEIOLe OTHOLIeH e K (ali/laM, BO3HMKAIOT B pe3y/ibrare TOro,
YTO IIPOrpaMMa MOTydaeT JOCTYII He K TOMY (ail/IoBOMY 00beKTy. ITO HEPEJKO IIPOUCXORUT I10-
TOMY, YTO MMeHa (aiiyIoB IMIIb c1abo cBsi3aHbl ¢ 6a3oBbIMU (aitmoBbIMy 06bekTaMu. Benp nMeHa
(ailyIoB He IPETOCTAB/IAIOT CBefeHNsI, Kacalolecs Xxapakrepa camoro ¢aioBoro obvekra. boree
TOTO, IpUBs3Ka MMeHN ¢aitna K GaiiyioBoMy 00beKTY IepecMaTpUBAETCsl BCIKNUIT pas, KOTAA MMs
(haiiia UCIONb3yeTCs B omeparuil. Takoit IepecMOTp MOXeT IIPUBECTY K BOSHUKHOBEHUIO B IIPUIO-
JKEHIY YCTIOBMs TOHKM THUIA “BpeMsi IpoBepky — BpeMs ucnonb3oBanus’ (TOCTOU). O6bekTs
tuna java.io.Fileu java.nio.file.Path npusassiBaroTcs K 6a30BbIM (ail/IoBbIM 0OBEKTaM
Ha ypOBHE OIlepallOHHOII CUCTEMBI TONBKO TOT/IA, KOIZIa OCYLIECTBIACTCA BOCTYI K ariny.

Koncrpykropsr u meronpl renameTo () u delete () ms kmacca java.io.File onmparrcs
TOJIBKO Ha MMeHa (aliyIoB /A UX paclo3HaBaHMA. ITO Ke OTHOCUTCA U K MeTojaM get () M3 Kimac-
ca java.nio.file.Path, move () u delete () us kmacca java.nio.file.Files. [losTomy
BCEMM 3TUMM METOJAMMU CJIefyeT II0Ib30BaThCsA KpaliHe OCTOPOXKHO.

ITpaBpa, ¢daiibl MOXKHO 3a4aCTYIO0 PAclIO3HABATD 10 APYTUM aTprOyTaM, HOMMMO UMeHU dait-
na. VIX, HarpuMep, MOYKHO CPaBHMBATbH 10 BpeMeHM Co3fanms Wiy Moandukanum. CBefeHus o co-
3JaHHOM NIV 3aKPBITOM (ailie MOTYT OBITH COXPAHEHBI, a 3aTeM VCIIOIb30BAHBI JI/IsI IPOBEPKI J10-
CTOBEPHOCTM MOJIMHHOCTY (atina, eciy ero TpebyeTcs OTKPBITh CHOBA. A CpaBHEHME HECKOTbKIX
aTprbyTOB yBeINUYNBACT BEPOSTHOCTb TOTO, YTO IIOBTOPHO OTKPbIBAEMBIiT (Dl OKaXKETCsI TeM XKe
CaMBbIM, YTO U (aiis, OTKPbIBABIIUIICA TIPEX/e.

PacniosHaBaHue (ail/loB MMeeT MeHbIllee SHaUeHNMe I IIPUIOKEHN!I, Tae (ailibl XpPaHATCSA B
0e30IacHBIX KaTajIorax, OTKY/a OHI MOTYT ObITh JOCTYIIHBI TO/IBKO /IS MX BJIAie/blia,  BO3MOXHO,
U CUCTeMHOTO agMuHucTparopa (cm. pekomerpanuio “FIO00-]. He onepupyiite daitnamu B 06mmx
karanorax’ un3 craupapra The CERT” Oracle® Secure Coding Standard for Java™ [Long 2012]).

Mpumep Kofa, He COOTBETCTBYHOLErO NPUHATLIM HOPMaMm

B maHHOM mpuMepe KOfa, He COOTBETCTBYIOLIETO HPMHATHIM HOPMaM 3alIMTHOTO IIPOrPaMMu-
poBaHus Ha Java, daiis1 paclio3HaeTCs1 IO CUMBOJIBHOI CTPOKE C €r0 MeHeM, YTOOBI BBIACHUTD, ObIT
JIVL OH OTKPBIT, 00paboTaH, 3aKPbIT U 3aTeM €llje Pa3 OTKPBIT [JIsI YTEHNSI.

public void processFile (String filename) {

// pacrnosHaTb Gani U3 nyTy K HeMy

Path filel = Paths.get (filename) ;

// OTKpPHITHL Qans mjid 3anmMcu

try (BufferedWriter bw = new BufferediWriter (new

OutputStreamWriter (Files.newOutputStream(filel)))) {

// 3ammucartb B dami. . .

} catch (IOException e) {
// obpaboTaTb OuMOKY

// 3axpeTh dar

/*
* BOBHMKAKIEE 3IeCh yCJIOBME T'OHOK IIO3BOJISET COBEeplalleMy
* aTaky BJIOYMBIJIEHHMKY CMEHUTH OOMH daiyl Ha OpyTomn

*/
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// elle pas OTKPHTL Gasl OJisa UTEHUS
Path file2 = Paths.get (filename) ;

try (BufferedReader br = new BufferedReader (new

InputStreamReader (Files.newInputStream(file2)))) {
String line;
while ((line = br.readLine()) != null) {

System.out.println(line);
}
} catch (IOException e) {
// obpaboTaTh OuMOKY
}
}

ITpusaska nmenn daiiia x 6azoBoMy (aityToBoMy 00BEKTY HepecMaTpUBAETCA IPY CO3LaHUN
obbekTa TIa Buf feredReader, 1 I0OSTOMY B JAHHOM IIpUMepe KOfja Helb3s TapaHTUPOBATh, YTO
¢ar1, OTKPBITBII [Is YT€HMsI, OKAXKETCS TeM JKe CaMBIM, 4TO U (haii1, OTPBIBABIINIICSA paHee IS
3amycy. B 9TOM crydae cOBepIIaloLINil aTaKy 37I0YMBIIIIEHHUK MOYKeT 3aMeHUTb VICXOFHBIN (arin
(HampuMep, CUMBOJIMYECKOI CCBUIKOIL) B IIPOMEXYTKE MEX/Y IIepBbIM BbI30BOM MeTofa close ()
U TIOCTIEAYIOIIVIM CO3JJaHMEM obbexra Tuna Buf feredReader.

Mpumep Kopa, He COOTBETCTBYIOLLETO NPUHATLIM HOpMaM
(BbI30B MeTOopa Files.isSameFile())

B naHHOM IpuMepe KOJa, He COOTBETCTBYIOUIErO IPUHATHIM HOPMaM 3aLIMTHOTO NpOrpaM-
MUPOBAaHMs Ha Java, IpefIpUHIMAETCS IONBITKA 00eCIeYnTh OTKPBITHE AJIS YTEHUS TOTO e
camoro ¢aiiia, KOTOPBIII OTKPBIBAJICS paHee ISl 3amucu. VI ¢ 9TOI Iie/bl0 BBI3BIBAETCS METOR
Files.isSameFile ().

public void processFile (String filename) {
// pacrosHaTbe Gail U3 MyTu K HeMy
Path filel = Paths.get (filename) ;

// OTKpHITL Qans mjida 3anmMcu
try (BufferedWriter bw = new BufferedWriter (new
OutputStreamWriter (Files.newOutputStream(filel)))) {
// Bammucartb B dami. . .
} catch (IOException e) {
// obpaborarh OumbKy

}

/] ..

// elle pa3 OTKPLITh QAT IJid YTEHUS

Path file2 = Paths.get (filename) ;

if (!Files.isSameFile(filel, file2)) {
// dain Obul 3aMeHeH, o6paboTaTb OUMOKY

}

try (BufferedReader br = new BufferedReader (new

InputStreamReader (Files.newInputStream(file2)))) {
String line;
while ((line = br.readLine()) !'= null) {

System.out.println(line);

}
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} catch (IOException e) {
// obpaboTaTh OuMOKY
}

K coxanenuio, B npukaagHoM nHtepdeiice API sA3bika Java He rapaHTUPYeTCsA, YTO B METO-
me isSameFile () Ha caMOM fere IPOM3BOAUTCA IPOBEPKa, ABIAETCA MU (Al TeM >Ke CaMBIM.
Tak, B JOKyMeHTaluyu Ha OpuknagHoit mHrepdeiic APl Bepcun Java 7 B OTHOLIEHMM METOfa
isSameFile () roBopurca ciepymolee:

“Ecnu 06a o6bekTa THna Path paBHBI, TO JAHHBI METOJ, BO3BPAILAET IOINYECKOe 3HAYEHNE
true, gaxke He MPOBePsis, CYILIECTBYET I hair.

ITO 03HavaeT, YTO MeTof isSameFile () MOXET MPOCTO IPOBEPUTDH, OAMHAKOBBI I IIYTH K
o6ouM cpaBHUBaeMbIM (aiiiaM. Ho mpu 9ToM OH He B COCTOAHMM OOHAPYKUTD, ObUT /it ari 1mo
JAHHOMY ITyTH 3aMeHeH ApyruM (aiiyioM B IPOMEXYTKe MEXAY ABYMsI OC/IE[OBATEIBHBIMI Ollepa-
LVISIMY €TI0 OTKPBITH.

PeweHune, cooTBeTCTBYIOLEE NMPUHATBIM HOPMaM
(NpoBepKa ¢ NOMOLLbI0 HECKONIbKNX aTpubyTOB)

B mpepcTaBnenHOM 37eCh pelIeHNN), COOTBETCTBYIOIEM IPUHATHIM HOPMaM 3alUTHOTO IIPO-
IpaMMMPOBaHMsA Ha Java, IPOBEPAIOTCA JAThl CO3JAHMA M IIOC/IENHEro BUAOU3MeHeHnsA (aiiios ¢
LIe/IBI0 YBEIMYUTD BEPOATHOCTD TOTO, YTO (Dailyl, OTKPBIBABLIMIICS /IS YTEHIS, OKAXKETCS TeM JKe
CaMBbIM, YTO U (aiiyl, OTKPbIBABLIMIICSA I/ 3aIIMCH.

public void processFile (String filename) throws IOException{
// pacrnosHaTb Qann U3 nyTV K HeMy
Path filel = Paths.get (filename) ;
BasicFileAttributes attrl =
Files.readAttributes (filel, BasicFileAttributes.class);
FileTime creationl = attrl.creationTime () ;
FileTime modifiedl = attrl.lastModifiedTime () ;

// OTKpEITL Qalsn mjid 3anmucu
try (BufferedWriter bw = new BufferedWriter (new
OutputStreamWriter (Files.newOutputStream(filel)))) {
// samucaTb B dami. . .
} catch (IOException e) {
// obpaBorarhb OUMOKY

}

// elle pa3 OTKPLITH QAT IJIA YTEHUS
Path file2 = Paths.get (filename) ;
BasicFileAttributes attr2 =

Files.readAttributes(file2, BasicFileAttributes.class);
FileTime creation?2 = attr2.creationTime () ;
FileTime modified2 = attr2.lastModifiedTime () ;
if ( (!creationl.equals(creation2)) ||

(!modifiedl.equals (modified2)) ) {
// dain Obul 3aMeHeH, o6paboTaTb OUMOKY

}

try (BufferedReader br = new BufferedReader (new
InputStreamReader (Files.newInputStream(file2)))) {
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String line;
while ((line = br.readLine()) != null) {
System.out.println(line);
}
} catch (IOException e) {
// obpaboTaTh OuMOKY

}

HecmoTpst Ha TO YTO JaHHOE pellleHne sIB/IsIeTC JOCTATOYHO Oe30IaCHBIM, PelINTeNbHBIN 3710~
YMBIIIEHHNK, COBEPIIAIONINII aTaKy, MOXKET CO3JaTh CUMBOIMYIECKYIO CCBUIKY C TeMM YKe CaMBIMU
flaTaMy CO3[JaHNs 1 HOC/IE[IHETO BUOM3MEHEHN, 4TO 1 Y McXonHoro ¢aitta. Kpome Toro, ycnosue
TOHKY THIa “Bpems mpoBepky — Bpems ucnonbzosauns’ (TOCTOU) MokeT BOSHUKHYTh B IIPO-
MEXyTKe MEXIy MOMEHTaMI IIEPBOHAYA/IBHOTO YTEHVSI aTpuOyTOB (paliyia i ero epBoro OTKPBITHSL.
AHajorn4uHo, elje OZHO YC/IOBYE TOHKM TUIIA “BpeMsi IPOBEPK) — BPeMsI MCIIONIb30BAHNUSI MOXKET
BOSHMKHYTb B IPOMEXYTKe MEXXJY MOMEHTaMVl BTOPUYHOTO YTeHMs aTpubyToB ¢aiia u ero mos-
TOPHOTO OTKPBITHA.

PewweHune, cooTBeTCTBYIOLIEE MPUHATBIM HOPMaMm (NpoBepKa
¢ nomouybio atpubyta £ileKey no ctaHgapty POSIX)

B cpenax, nogaepxuBaroiux arpubyt £ileKey, mpuMeHsiercs: 60jiee Hafie>KHbII ITOAXOJ, K TIPO-
BepKe OfMHaKOBOCTH aTpubyToB fileKey AByX cpaBHMBaeMbIX daiinos. ATpubyr £ileKey mpep-
craBisieT co60il 00beKT, KOTOPbIiT “ofHO3HaYHO ompenernsier ¢air’ [API 2013], kak mokasaHo B
[PEJICTAaB/IEHHOM 37I€Ch PeLIeHNM, COOTBETCTBYIOIEM IIPUHSITHIM HOPMaM 3aIUTHOTO IIPOrPaMMu-
poBaHuA Ha Java.

public void processFile (String filename) throws IOException{
// pacrosHaTb Qali U3 MyTy K HeMy
Path filel = Paths.get (filename) ;
BasicFileAttributes attrl =
Files.readAttributes(filel, BasicFileAttributes.class);
Object keyl = attrl.fileKey();
// OTKpHTL Gals mjid 3anmMcu
try (BufferedWriter bw = new BufferedWriter (
new OutputStreamWriter (Files.newOutputStream(filel)))) {
// BammucaTb B daili. ..
} catch (IOException e) {
// obpaborarh OuMOKY
}

// elle pa3 OTKPLITh QAT IJIA YTEHUS
Path file2 = Paths.get (filename) ;
BasicFileAttributes attr2 =
Files.readAttributes(file2, BasicFileAttributes.class);
Object key2 = attr2.fileKey();

if ( 'keyl.equals (key2) ) {
System.out.println ("File tampered with");
// dain BeUl 3aMeHeH, o6paboTaTh OuMOKY

}

try (BufferedReader br = new BufferedReader (
new InputStreamReader (Files.newInputStream(file2)))) {
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String line;
while ((line = br.readLine()) != null) {
System.out.println(line);
}
} catch (IOException e) {
// obpaboTaTh OuMOKY

}

Takoit moxop rogutcs He Ajst Bcex mwiargopm. Hampumep, B Bepcun Windows 7 Enterprise
Edition Bce arpubyTer f£ileKey ABsOTCs mycTbiMu. OXHO3HAYHOCTH (Al/IOBOrO KIIH04a, BO3Bpa-
maemMoro MetofoM fileKey (), rapaHTUPYeTCs TONBKO B TOM CiIydae, eciu (paiiyioBast cucTeMa u
daitnpl ocTarorca crarydeckumu. Hampumep, npentudukarop daiina MoXKeT MOBTOPHO MCHOIb30-
BaTbCs B (ailIoBOI cucTeMe IOCe ero yhaneHus. Kak u B IpenbiyleM COBMECTYIMOM pelleHNN,
B IIPOMEXYTKE MEXJy MOMEHTaMM IepBOHAYaIbHOIO YTeHMA aTpubyToB (ailia U ero IepBoro
OTKPBITUSI MOXKET BOSHUKHYTb YC/IOBME TOHKM THUIIA “BPeMs IIPOBEPKM — BPeMs UCIIOIb30BAHNA
(TOCTOU). A emie ofHO TaKoe e YCTIOBJe TOHKY MOXKeT BOSHUKHYTb B IIPOMEXYTKe MEXIY MO-
MEHTaMJ BTOPMYHOIO YTeHNs aTpuOyToB (haiila U ero IOBTOPHOTO OTKPBITHSL.

PewueHne, cooTBeTCTBYIOLIEE NPUHATBIM HOPMaM
(npumeHeHne Knacca RandomAccessFile)

Boree coBepliIeHHbII TOAXOT, 3aK/II0YAETCA B TOM, YTOObI 1130€)KaTh IOBTOPHOIO OTKPbITHA (aii-
na. B mpencTaBIeHHOM 3/leCh pellleHNM, COOTBETCTBYIONIEM MPUHATHIM HOPMaM 3alJUTHOTO IpO-
IpaMMMPOBaHNA Ha Java, IeMOHCTpUPYeTCs NpuMeHeHNne Knacca RandomAccessFile, KOTOPbI
MO3BOJIACT OTKPBIBATH (allT KaK J/IA YTeHMA, TaK U J/IA 3anmucy. brarogapsa Tomy, 4To daiin 3aKpbl-
BaeTCA TONMBKO aBTOMATMYECKM B OIlepaTope try ¢ pecypcaMy, MCKI0YaeTCs BO3HMKHOBEHME yC-
noByA roHok. CrefyeT, OfHAKO, IMETDb B BUAY, YTO B 9TOM U APYTUX PEIICHNUAX, COOTBETCTBYIOIINX
IPYHATHIM HOPMaM 3alllITHOTO HPOrpaMMUpOBaHMA Ha Java, MeTol readlLine () HpUMeHseTCA
TOJIBKO Pajiyl HAI/LIFHOCTHU IpKMepa. A 0 BO3MOXKHBIX CTTabbIX CTOPOHAX 9TOTO METOJA CM. B PEKO-
menpanun “MSCO05-]. He ucuepnpiBaiite 06/1acTh ArHaMudecKkort namsatn” us crangapra The CERT®
Oracle® Secure Coding Standard for Java™ [Long 2012].

public void processFile (String filename) throws IOException{

// pacrnosHaTb Qali U3 MyTy K HeMmy

try ( RandomAccessFile file = new RandomAccessFile (filename, "rw")) {
// BammcaTb B dail. ..
// BEPHYTBHCS B HAuaJio Gamsa M NPOUMTAThL €I'0 CONEPXUMOEe
file.seek(0);
String line;
while ((line = file.readLine()) '= null) {

System.out.println(line);

}

}

Mpumep Kopa, He COOTBETCTBYIOLLErO NPUHATbHIM
HopmaM (npoBepKa pa3mepa ¢arina)
B manHOM npumepe Kojja, He COOTBETCTBYIOIIETO MIPUHATHIM HOpMaM 3aLUTHOTO IIPOTPAaMMUPO-

BaHMA Ha Java, IIPefIPUHIMAETCS TOIBITKA YOENUTBCS, YTO OTKPhIBAEMBINl (Baii/l COLEP>KUT TOYHO
1024 6aiira.
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static long goodSize = 1024;

public void doSomethingWithFile (String filename) {
long size = new File(filename) .length() ;

if (size != goodSize) {
System.out.println ("File has wrong size!");
return;

}

try (BufferedReader br = new BufferedReader (
newInputStreamReader (new FileInputStream(filename)))) {
// ... obpaborars hai
} catch (IOException e) {
// obpaboraTh OuMOKY

}

B npuBeieHHOM Bblllle KOfle MO>KET BO3HUKHYTD YC/IOBUE TOHKM THIIA “BPeMs IIPOBEPKU — Bpe-
M1 ucnonbzoBanyus’ (TOCTOU) B mpoMexxyTKe MeXIy MOMEHTaMy IPOBepKM pasMepa daiina 1
ero oTKpbITHA. Ec/i coBepinaomuii aTaky 3/1I0yMBIIUIEHHUK 3aMeHUT ¢aiin pasMepom 1024 6aiita
IpyruM ¢aiiyioM B IPOMEXYTKe, KOT/la MOXKeT BOSHUKHYTh JAaHHOE YCTIOBME TOHKY, TO IporpaMma
Crioco6Ha OTKPBITh (paKTHUeCKY M000i1 Paill B 06X0f IPOBEPKU €ro pasMmepa.

PeweHue, CcoOoTBETCTBYHOLWLEE NMPNHATbIM
HopmaM (npoBepKa pa3mepa ¢arina)

B npesicTaBieHHOM 371€Ch pelIeHnN, COOTBETCTBYIOIEM IPUHATHIM HOPMaM 3aI[UTHOTO IIPOrpaM-
MMPOBaHMA Ha Java, /I MOMy4eHnA pasMepa ¢aiina npumeHsaerca Metof; FileChannel.size ().

A IIOCKOJIBKY 3TOT METOJ, IIPUMEHsIeTCs K 00beKTy Tuma FileInputStream TONbKO HOCTE OTKPbI-
A aiina, To JaHHOe pelleHNe VICK/IIoYaeT MOABIeHNe OKHA JIA TOHOK.

static long goodSize = 1024;
public void doSomethingWithFile (String filename) {

try (FileInputStream in = new FileInputStream(filename);
BufferedReader br = new BufferedReader (

new InputStreamReader (in))) {
long size = in.getChannel () .size();
if (size != goodSize) {
System.out.println ("File has wrong size!");

return;

String line;
while ((line = br.readLine()) != null) {
System.out.println(line);
}
} catch (IOException e) {
// obpaborarh OuMOKY
}
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MNpumeHnmocTb

Cosepluaolye aTakyi HepeIKO JMCIONMb3YIOT YA3BMMOCTY B 3all}ITe, MMEIOIJie OTHOIIEHNE K
(aitnaM, 4TOObI 3aCTaBUTh IPOrPaMMy HOTYUUTb JOCTYI He K ToMy (ariy. [l Toro 4ro6sl mpe-
JOTBPATUTD MCIIO/Ib30BaHIe IIOOOHDIX YA3BUMOCTEII B 3alliTe, TPeOyeTCsA OPraHN30BaTh HaJIeKa-
ljee pacro3HaBaHue Qaiios.

Bbubnuorpadusa
[API 2013] Class java.io.File

Interface java.nio.file.Path

Class java.nio.file.Files

Interface java.nio.file.attribute.BasicFileAttributes
[Long 2012]  FIO00-J. Do not operate on files in shared directories

= 28. He npuncoeguHanTe 3HaYMMOCTb K NOPAAKOBOMY
3HayeHuio, CBA3aHHOMY C nepeyncneHnem

Jns mepevyucnMMBbIX TUIIOB B A3bIKe Java mMmeercs MeTof, ordinal (), BO3Bpallaomuil Y1cIo-
BYIO HO3VLIMIO K&XK/J0/1 KOHCTAHTbI IIEPEIMCINMOrO TUIIA B 00'bsIB/IEHNN ee Kyacca. B JokyMeHTanmm
Ha npuknagaoit nrepdeiic API ssbika Java [API 2013] mo sTomMy [IOBOLY TOBOPUTCs CIeAyIOLIee:

“Meron public final int ordinal () u3 o606iueHHOr0 Knacca Enum<E extends
Enum<E>> BO3BpallaeT KOHCTAHTY [IePEYNCIVMOrO TUIIA (€€ O3ULMIO B 0OBSBIEHN TIepe-
YVICTIEHNS], T/ie MICXOJHOI KOHCTAHTe IIPUCBANBAETCs HY/IEBOE MOPSAKOBOE 3HaveHue). bonb-
IIMHCTBO [IPOrPAMMIICTOB BPSIA /Mt GYAyT [OTIb30BATHCS STUM METOLOM. Befib OH IpefHasHa-
YeH I IPUMEHEHVISI B CIOKHBIX CTPYKTYPaX JAHHBIX Ha OCHOBE IIepEeYVCIIEHNIT, BKIIOYasI
EnumSet u EnumMap”.

B §8.9 “Tlepeuncnenus” cnenndukanyu ssbika Java (JLS) [JLS 2013] He mpepmuceiBaeTcs
npuMeHenne MeToga ordinal () B mporpammax. Ho mpucoenunenne 3HaYMMOCTI K OPSAJKOBO-
MY 3HAueHMIO KOHCTAHTBI [IepPEYNC/IMMOro THUIA, BO3BpalaeMoMy MetofgoM ordinal (), upeBaTo
ombKamu, a Clef0BaTeNbHO, HEXXeTATeNbHO B 3aLJITHOM [IPOrPaMMIPOBAHIIL.

I'Ipmmep KoAa, He COOTBETCTBYOLWEro NpUMHATbIM HOpPpMam

B mannoM npumepe Kojja, He COOTBETCTBYIOIIETO IPUHATHIM HOPMaM 3alIUTHOTO IIPOrPaMMUPO-
BaHMsI Ha Java, 00bsiB/IsieTCs Hepedncienre Hydrocarbon, a ero merop ordinal () cayxmT mis
TOTO, YTOOBI IPEJOCTABUTD Pe3y/IbTaT BbI30Ba MeTo#a getNumberOfCarbons ().

enum Hydrocarbon {
METHANE, ETHANE, PROPANE, BUTANE, PENTANE,
HEXANE, HEPTANE, OCTANE, NONANE, DECANE;
public int getNumberOfCarbons () {
return ordinal () + 1;
}

}
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W xoTsa Kop M3 HaHHOTO NpUMEPA, He COOTBETCTBYIOLLETO IPUHATBIM HOPMaM 3allMTHOIO
IpOrpaMMMPOBAHUSA Ha Java, BefeT cebs Tak, KaK 1 IIPeAIIoIarajoch, CONPOBOX/ATh €ro COB-
ceM He mpocTo. Tak, ecny IepecTaBUTb KOHCTAHTHI B Ilepeuncienuyu Hydrocarbon, MeTop
getNumberOfCarbons () BO3BpaTUT HeBepHble 3HaueHMA. bosee TOro, BBOJ, OIOTHNUTENIbHOM
KOHCTaHTbl BENZENE B nepevycienne MOXeT HapyIIUTb MHBAPUAaHT, IIPEJII0IaraeMblli METOLOM
getNumberOfCarbons (), IIOCKOIbKY Y 6€H30/Ia MMeeTCs LIeCTb aTOMOB YITIEPOJia, a IIOPAAKOBOE
3HAYeHMe 1IeCTDb y)Ke IPUCBOEHO TeKCaHy.

PelueHune, cooTBETCTBYIOLEE NPUHATHIM HOPMaM

B IIPpENCTABJIEHHOM 30€Ch PENIEHNN, COOTBETCTBYIOIIEM IIPVHATBIM HOPMaM 3aIUTHOTO IIPO-
TpaMMMPOBaHUA Ha ]ava, KOHCTaHTbI NIEPEIUNCINMOrO TUIIA ABHO CBA3BIBAIOTCA C COOTBETCTBYIOIIN -
MU OETOYMC/ICHHBIMU 3HAYCHUAMU, O603Ha‘IaIOHH/IMI/[ KOJIMYIECTBO aTOMOB YIJI€pO[a.

enum Hydrocarbon {
METHANE (1), ETHANE (2), PROPANE (3), BUTANE (4), PENTANE(5),
HEXANE (6) , BENZENE (6), HEPTANE (7), OCTANE (8), NONANE (9),
DECANE (10) ;

private final int numberOfCarbons;
Hydrocarbon (int carbons) { this.numberOfCarbons = carbons; }

public int getNumberOfCarbons () {
return numberOfCarbons;

Metop ordinal () 6onblie He npuMeHsaercsa B MeTofie getNumberOfCarbons () ana 06Hapy—
JKeHM KOJIMYeCTBa aTOMOB YI/IepOjia, COOTBETCTBYIOIMX KKIOMY HOpAAKoBoMY 3HaueHmto. C ofi-
HVM ) TeM >Ke HOPSIKOBBIM 3HaueHVeM MOTYT OBbITh CBsI3aHbI Pa3Hble KOHCTAHTBI, KaK ITOKA3aHO
Ha IpuMepax KOHCTaHT HEXANE u BENZENE. Bosee Toro, B TakoM pelIeHUM OTCYTCTBYeT BCAKas
3aBUCUMOCTD OT TOpsfiKa Mepeuricieny. Meron getNumberOfCarbons () 6ymeT u ganblie feiic-
TBOBATb IIPABUJIbHO, Ja)Ke €C/IU MEePEYIOPANOYUTD IepeUYMCIeHNE.

MNpumeHnmocTb

Korpa mops10k KOHCTaHT B IIEPEYMC/IEHNY CTAH/IAPTHDIN,  IOIIOIHUTE/IbHbIE KOHCTAHThI B HETO
He BBOJIATCH, TO BIIOJIHE JIOITYCTUMO I10/Ib30BaThCA MOPAJKOBBIMY 3HAYEHMAMU, CBA3AHHBIMMU C Ile-
peunciumbpiM THIIoM. Hanpumep, npuMeHeHne NOPAJKOBbIX 3HAYE€HMI JOITYCKAETCA B IPUBEJEHHOM
HIDKe TepedncnumoM Tune. Kak mpaBusio, NpyuMeHeHue IOPANKOBbIX 3HAYEHNMIT 171 BbIBEJIeHNs 1ie-
JIBIX 3HAUEHWJI 3aTPyNHAET COINPOBOXJEHNE IIPOrPaMMbl M MOXKET IIPMBECTY K OLIMOKaM B IIPO-
rpaMme.

public enum Day { SUNDAY, MONDAY, TUESDAY, WEDNESDAY,
THURSDAY, FRIDAY, SATURDAY }

Bubnunorpadus
[API 2013] Class Enum<E extends Enum<E>>
[Bloch 2008] Item 31, “Use Instance Fields Instead of Ordinals”

[JLS 2013] §8.9, “Enums”
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m 29. [pnHMManTe BO BHUMaHue
4YnCnoBoe NPOABMKEHME TUMNOB

YucmoBoe IIPOABIDKEHE TUIIOB CIY)XUT A/Is IIPeoOpasoBaHusl OIePaH/IOB YIC/IOBOTO OIIepaTo-
pa K 001eMy TuILy, I03BOJIAIOIIEMY BBIIOTHUTD omnepaiuio. Korga B apudmMeTnyeckux omeparopax
YHOTPeO/II0TCS OllepaH/ibl Pa3HOTO pasMepa, To 6ojiee y3Kie OnepaH/bl IPOABUTAIOTCS K TUITY 60-
Jiee IMPOKUX OIePaH/OB.

I'Ipa BWa NpoaBUXeHNA TUMoB

B §5.6 “Uncnossle npopsinkeHus tunos” crennduxanym JLS [JLS 2013] onmceiBatorcs cienyro-
I[ye IpaBUIa YUCIOBOTO MPONBIDKEHVSI TUIIOB.

1. Ecmu mobbie OII€PpAHADBI OTHOCATCA K CCBZIOYHOMY TUITY, TO BBIIIOTHAECTCA Hpeo6pasoBaHMe
C PACIIaKOBKOJA.

2. Ecnu ofyH 13 OIepaHioB OTHOCKTCS K ity double, TO ApYyroil orepaHy npeobpasyeTcs B
Tum double.

3. Vlnadve ecny OfMH M3 OIIEPaH/IOB OTHOCUTCA K TuIy float, To fpyroit onepaHp npeobpasy-
eTcs B Tun float.

4. Vlnade ecu OAMH U3 OIIEPAHMIOB OTHOCUTCS K TUITy lOng, TO JPYyroil onepaHf Ipeobpasy-
eTcA B TUII 1ong.

5. Vlnave o6a omepaHzaa IpeoOpasyrTCst B TUIT int.

Pacumpenne nmpeobpasoBaHmit, MONTyvarlieecs: B Pe3y/IbTraTe YiC/IOBOrO IIPOJBIDKEHNS TUIIOB,
[I03BOJISIET COXPAHNUTH OOIYI0 BeIMUYNHY dncia. Ho mpopBukeHme TUIIOB, B KOTOPOM OII€PaH/IbI
npeo6pasylorcs u3 Tuma int B tun float mim u3 tumna long B tun double, MOTYT IPUBECTH K
norepe touHocTn. ([Togpo6bHee 06 atom cM. B pekomerparyy “NUM13-]. V36eraitte motepn To4-
HOCTH [Py IIPeoOpasoBaHNI IIPYMUTHBHBIX LI€/IbIX 3HAYEHNMII B 3HAYCHS C [UIABAIOLIEN TOYKOI U3
craugapta The CERT® Oracle® Secure Coding Standard for Java™ [Long 2012].)

ITopo6Hble Tpe0bpasoBaHsl MOTYT IIPOMCXOAUTD IIPU UCIOIb30BAHNY OLEPATOPOB YMHOXKEHNs
u menenus (%, *, /), cnoxenns u BerauTanus (+, —), cpaBHeHus (<, >, <=, >=), paBeHcTBa (==, !=)
U 11e/IOYVICTICHHBIX [TOPa3psJHbIX OIepaTopoB (&, |, *).

Mpumepbl
B crenyromeM mpuMepe IpOUCXOANT MPOABIDKEHME K TUITY double mepey mpuMeHeHeM apud-
METUYECKOTO OIl€paTopa +:

int a = omHo_sHaueHue;
double b = mpyroe 3HaueHue;
double ¢ = a + b;

B mpuBefieHHOM HIDKe IpUMepe Kofa 3HaueHue IepeMeHHON b cHadaja npeobpasyeTcs B TUI
int, 4TOOBI IPUMEHUTD OIlEpPaTOp + K OIllepaH/aM OffHOIO U TOTO Ke THUIIA. 3aTeM pe3y/bTar olepa-
mm (a + b) mpeobpasyercsa B Tun £loat, U HaKOHeLl, IPUMEHAETCS ONepaTop CpaBHEHNU.

int a = HEeKOTOpOe 3HaueHue;
char b = mexoTopent CcumBOJ;

if ((a +b) > 1.1f) {
// cmenaTh 4TO-HMOYIb

}
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CocTaBHble onepaTopbl

Ecnm B cocTaBHBIX BBIP@XXEHMAX YIOTPEOIIAIOTCA OIlepaTophbl CMENTAHHbBIX TUIIOB, TO MOXKET IIPO-
M30JITHU TIpYBefeHMe TUIOB. K 4lc/Ty COCTaBHBIX OIepaTOPOB IPUCBANBAHN OTHOCATCS OIIEPATOPLI
+=, -=, *=, /= &=, A=, 8=, <<=, D=, >>>=11 | = B §15.26.2 “CocTraBHble Omepatopsl IpucBanBa-
st creruukannu JLS [JLS 2013] yrBepsxpaercs ciefyrolee:

“CocTaBHOE BbIpa)KeHMe IpycBanBanys B popme E1 op= E2 paBHO3HAYHO BBIPAKEHIUIO
El = (T) ((E1l) op (E2)), rme T obo3HayaeT TUII BoIpaKeHuA E1, 3a UCKIIOYeHMEeM
TOTO, YTO TUII BBIPXKeHNs E1 BBIYUC/IACTCS TONBKO OfUH pas’.

ITO 03HAYAET, YTO B COCTABHOM BbIPa)KEHUM NPUCBAUBAHUSA IPOU3SBOJUTCA HEABHOE IIPUBeE-
JeHMe TUIA Pe3y/lIbTaTa BBHIYMC/IEHUA K TUITY JIeBOTO onepaHpa. Ecinm >ke omepaHabl OTHOCATCA K
Pa3HBIM THUIIaM, TO MOXKeT IIPOM30MTY HECKONIbKO Ipeobpasosanmil. Tak, ecm BbIpaxkeHue E1 ot-
HOCHTCA K TUIy int, a BeipaxeHne E2 — k tuny long, float mam double, TO cHavama IpOMCXO-
JUT pacIIMpeHMe THUIIA BhIpaKkeHMA E1 10 THa BhIpakeHns E2 (IO BBIIOHEHVA ONlepaTopa op), a
3aTeM CJIefyeT Cy)KeHIe TIIIa BhIpaKeHNst E2 06paTHO 10 Tima int (ocye BBIIONTHEHMs OllepaTopa
Op, HO Tiepef IPUCBaNBAHUEM).

I'Ipmmep KoAa, He COOTBETCTBYOLWEro nNpUMHATbIM HOpPpMam (yMHO)KEHI/Ie)

B panHOM mpumepe Koja, He COOTBETCTBYIOLIETO NIPUHATHIM HOPMAM 3alUTHOIO IIPOrPaMMMU-
poBaHusA Ha Java, 3HaYeHMe IIePeMEHHOM big Tuma int yMHOXaeTcs Ha 3HaUYeHMeE IEPEMEHHOI one
tuna float.

int big = 1999999999;

float one = 1.0f;

// mBOMUHAas onepauys, B XOIEe KOTOPOM MNPOUCXOIUT IOTEPS
// TOYHOCTM BCJIEICTBME HESBHOTO NPMBEIEHMS TUIIOB
System.out.println(big * one);

B maHHOM cryyae 4MCIIOBOE NPOABIDKEHME TUIIOB TPeOyeTcs I TOro, YTOOBI IPOJBUHYTD
THUI NepeMeHHol big k tumy float, npexpje 4eM NpousoiiieT yMHOXeHMe. VI B KOHEYHOM MTO-
re 3TO MPUBOJUT K MOTEepe TOYHOCTH, T.e. B JaHHOM IIpMMepe KOfia B KadeCTBe pe3ynbTaTa YMHO-
SKeHMsI TIepeMeHHBIX BBIBOAUTCS 3HadYeHue 2.0E9, a He 1.999999999E9. (CM. pekoMeHIaLNIO
“NUM13-]. Ma6eraiiTe motepu TOYHOCTY IIpK HpeoOpa3oBaHMM IPUMUTUBHBIX LIe/IbIX 3HAYCHNUIT B
3HaYeHNs C IIaBawomelt Toukoit” 13 crannapra The CERT” Oracle® Secure Coding Standard for Java™
[Long 2012].)

PeweHue, cooTBeTCTBYIOWEE NPNHATbIM HOPMam (yMHO)KeHI/Ie)

B npepcTaBeHHOM 3/€Ch PelIeHNHN, COOTBETCTBYIOLEM IIPUHATHIM HOPMaM 3aI{UTHOIO IIPO-
rpaMMMpOBaHNs Ha Java, BMecto Tuma float ynorpebmsercs tun double kak 6ojee 6esomacHoe
CPEJICTBO PACIIMPEHHOrO IPe06Pa3OBaHNs IIPUMITUBHBIX TUIIOB, IIPOMCXOSILETO B Pe3y/IbTare lie-
JIOUNC/IEHHOTO TPOJBIDKEHNS THUIIOB.

int big = 1999999999;
double one = 1.0d; // obbvsiBurs Tun double BmecTo Tmna float
System.out.println (big * one);
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Takoe pelieHne JaeT nmpeznonaraeMplit pesynbrar 1.999999999E9, T.e. 3HaUeHNe, TOTyYaeMoe
TPy IPUCBAVBAHNM 3HAYEHNA TUIA int sHaueHMIo TUIA double ¢ MpefBapUTENbHO BBIOMTHAEMBIM
HesIBHBIM IIpuBefieHyeM T1IoB. [lofpobHee 0 cMelnteHny apudMeTIecKnx Oeparuil Haj LebIMI
3HAYEHNMAMU ¥ 3HAYEHMAMM C IUIABAOIEll TOYKOIl CM. B pekoMeHpauuu 60 “IIpeo6pasyiite Lenbie
3HAYeHVsI B 3HAYEHNs C IUIABAIOLell TOYKOI /I BHIIIOTHEHNMsI OIlepalyil C I/IaBaloIeil TOYKOIL .

MprMep Kofa, He COOTBETCTBYHIOLErO NPUHATLIM HOPMaMm (CABUT BIEBO)

B manHOM npuMepe Kofa, He COOTBETCTBYIOIIETO IPUHATHIM HOPMaM 3aLUTHOTO IIPOrPaMMIPO-
BaHMA Ha Java, IeMOHCTPUPYeTCs LieNIOYMCTIeHHOE ITPOBIYKEHME TUIIOB, BO3HMKAlOIee B Pe3y/bTare
BBIIIO/IHEHNA TIOPa3PANHOTO JIOTM4ecKoro oneparopa VIJIN.

byte[] b = new byte[4];

int result = 0;

for (int 1 = 0; 1 < 4; i++) {
result = (result << 8) | b[i];

}

Kaxzipiit s71eMeHT 6aiTOBOrO MaccmBa paclMpsieTcst O 32 OUT U JOIOMHIETCS 3HAKOM IIepef
UCIIONIb30BAHMEM B KadecTBe orepaHfa. Tak, eciu Obl 9TOT 37IEMEHT MAcCUBa IIEPBOHAYAIBHO CO-
nep>xan sHaueHue 0xff, To B KOHeWHOM MTOTre OH cofiepkan Obl sHaueHue OxfEEEFEEF [FindBugs
2008]. TakuM 06pasoM, pe3yIbTUpYyIOlee 3HaUCHIE OT/INYAETCS OT CLEIIEHNs YeThIPeX 37IEMEHTOB
MaccuBa.

PelueHune, cooTBETCTBYIOLEE NPUHATLIM HOPMaM (CABUT BNEBO)

B npezicTaB/IeHHOM 3/l€Ch pellleHUY, COOTBETCTBYIOIEM IPUHATHIM HOPMaM 3alJUTHOIO IIPO-
IrpaMMMPOBaHMA Ha Java, JJId JOCTVDKEHM IIPeJIIoaraeMoro pesynbraTa MacKUpPYIOTCs CTapline
24 6uTa B 3HAYEHUM 3/IeMeHTa 6aliTOBOrO MaccuBa.

byte[] b = new byte[4];
int result = 0;
for (int 1 = 0; 1 < 4; i++) {
result = (result << 8) | (b[1] & Oxff);
}

Mpumep Kopa, He COOTBETCTBYIOLLENO NPUHATBIM HOPMaMm
(coctaBHas onepaumaA CNoXeHNAa 1 NprUcBaNBaHUA)

B AaHHOM IIpMMeEpE KOJa, HE COOTBETCTBYIOIErO IPMHATBIM HOPMaM 3alIMTHOT'O IIPOTpaMMIPO-
BaHMA HA ]ava, BBITIO/THAETCA COCTaBHAA OIl€panys CJIOKEHNA U IIpMICBaViBaHVA.

int x = 2147483642; // Ox7£fffffa
x += 1.0f; // nepemenHas x comepxmur 3HaueHye 2147483647
// (OxXTE£E£E££Ff) nocre BRUMCIIEHMSA

CocraBHas omepalyiA BKIOYaeT B cebsA 3HaueHMe THUIIA int, cofepikalljee CIMIIKOM MHOTO
OUTOB, YTOOBI UX MOKHO OBUIO BMECTUTDb B 23-paspsHON MaHTHCCE YMC/IOBOTO 3HAYEHMs TUIA
float, mopnep>xuBaeMoro B Java. 3To IPMBOFUT K PacIIMp:AIONIeMY Ipeobpa3soBaHMIO TUIIA int B
tun float c moTepeit TOYHOCTU. 3a4aCTyI0 PE3YNbTUPYIOlIEE 3HAYECHNE OKA3bIBAETCA HE TEM, UTO
OXKMTTAETCA.
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PelueHune, cooTBeTCTBYIOLEE NPUHATLIM HOPMaM
(cocTaBHas onepauua CNOXeHWsA 1 NPUCBAVBaHMSA)

[l Lenelt 3alUTHOTO MIPOrPaMMIPOBAHNA CIIelyeT M306eraTh yHoTpebIeH N M0ObIX COCTaBHBIX
OIlepaToOpOB NIPYCBAVBaHMs 3HAYEHMIT IIepeMeHHBIM THIa byte, short mwmm char. Ciexyer Takxke
BO3JIep)KMBAThCS OT IpUMeHeHNs 6ojlee MMPOKOTro OIepaHfia B IIPaBOil YacTy BbIpakeHMs1. B mpen-
CTaBJICHHOM 3J1eCh pelleHNI, COOTBETCTBYIOIEeM IIPYHATHIM HOpMaM 3alMTHOTO IIPOrpaMMUpPOBa-
HUA Ha Java, Bce OIepaH/ibl OTHOCATCA K NOAJepKuBaeMoMy B Java Tumy double.

double x = 2147483642; // OxTffffffa
x += 1.0; // nepemeHHas X comepxuT 3HaueHye 2147483643.0
// (OXTE££££fb.0), xak m mpennosyiarajochb

MpuMep Kofa, He COOTBETCTBYIOLErO NMPUHATBIM HOPMaMm
(cocTaBHaA onepauus nopaspsagHOro CABMra U NPUCBanBaHus)

B naHHOM IIpuMepe KOfja, He COOTBETCTBYIOLIEr0 MIPUHATBIM HOPMaM 3alUTHOTO IIPOrPaMMIu-
pOBaHMA Ha Java, IpMMeHAETCA COCTaBHON OIlepaTop CABUTA BIIPABO C L[€/IbI0 CABUHYTb 3HaueHMe
TepeMeHHOl! 1 Ha OfVMH paspAf.

short i = -1;
i>>>=1;

K coxanennio, sHadyeHne nepeMeHHon 1 ocraerca npexxuum. CHavyajia 3HauYeHME IEePEeMEHHON
i mpogBuraercs K TMIy int. 9TO NPUBOAUT K PaCIIMPSIOLIEMY IPpe0Opa3oBaHNIO IPUMUTHBHBIX
TUIIOB, a C/IeOBAaTENbHO, K NOTepe TOYHOCTU. Ec/mm KOpoTKo, TO 3HaYeHMe —1 mojy4yaeT JBOMYHOE
npencrapnenne Ox££££. B pesynprare mpeobpasoBaHysi B TUI 1Nt HOTydaeTcs: ABOMYHOE 3HAUEHIIE
OxfE£££££ £, koTOpoe 3aTeM cOBUTaeTCs BIPABO Ha 1 61T, 4TOODI IIOTY4IMIOCh JBONYHOE 3HAYCHNUE
Ox7E£E£E£EE£EE. [t TOro 4T0OBI COXPAHUTH STO 3HAYEHME OOPATHO B IIEPEMEHHON 1 Tuma short, B
Java BBILONHsETCs HesIBHOE CyKarolilee IIpeoOpasoBaHIe TUIIOB, B XOfe KOTOPOTO OTOPaChIBAIOTCS
16 crapumx 6UTOB. B KOHeYHOM MTOre MOTYYaeTCs TO JKe caMoe iBon4YHoe 3HadeHne OxEEEE wm
OeCATUYHOEe 3HaYeHne —1.

PeweHwue, cooTBETCTBYIOLEee NPUHATbIM HOPpMaM (coctaBHas
onepauuna nopaspAagHoro casura u npwceaMBava)

B mpepncTaBneHHOM 37eCh pelIeHUM, COOTBETCTBYIOIIEM IIPUHATHIM HOPMaM 3al[UTHOTO IIPO-
IrpaMMMPOBAHMA Ha Java, COCTaBHOJ OIepaTop NpUCBaMBaHMA MPUMEHAETCA K TUIY int, u i 9T0-
ro He TpebyeTcs paclIMpeHne 1 MOCIefyollee CyXeHre IpeodpasoBanns Tumos. CregoBaTen1bHO,
nepeMeHHas 1 nomydaet sHayenue Ox7E£££E£EE.

int 1 = -1;
i>>>=1;

MNpumeHnmocTb

Ecnu ne IIPpMHATb BO BHMMaHNE IIpaBuIa IPOABVDKEHNA TUIIOB B LIETOYMC/IEHHBIX OII€paHaXx,
a TaK)K€ B OII€paHaxX C nnaBalomei[ TOYKOI, TO B KOHEYHOM UTOTE 3TO MOXET IIpUBECTU K IIOTEpPE
TOYHOCTMU.
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Bubnuorpadus
[Bloch 2005] Puzzle 9, “Tweedledum”

Puzzle 31, “Ghost of Looper”
[Findbugs 2008] “BIT: Bitwise OR of Signed Byte Value”
[JLS 2013] §4.2.2, “Integer Operations”

§5.6, “Numeric Promotions”
§15.26.2, “Compound Assignment Operators”
[Long 2012] NUM13-J. Avoid loss of precision when converting primitive integers to floating-point

= 30. AKTUBN3NpYNTE NPOBEPKY TUMOB
B MeToAiax C NepemMeHHbIM KONN4yeCcTBoM
aprymeHTOB BO BpeMA KoMmnunauuun

MeTopoM ¢ IepeMeHHBIM KOMMYeCTBOM apryMeHTOB (MM varargs) Ha3blBAeTCs TaKOW METO,
KOTOPBIII MOXET IPUHMMATh He(PMKCHPOBAHHOE KOMMYECTBO apryMeHTOB. TeM He MeHee y Hero
[O/DKeH ObITh XOTs1 6bI OfMH GUKCHPOBAHHBIT apryMeHT. [Ipn 06paboTke BbI30Ba MeTOfA C Iepe-
MEHHBIM KO/II'YeCTBOM apryMEHTOB KOMIIMJIATOP Java IIpOBepsieT TUIIBI BCEX ero apryMeHToB. [Ipn
9TOM BCe 9TI APIyMEHTbI HO/DKHBI COOTBETCTBOBATH (POPMATBHOMY TUITY [IEPEMEHHOTIO KOMIMYECTBa
aprymeHTOB. Ho IIpoBepka THUIIOB BO BpeMsi KOMIIWIALMY OKa3bIBaeTCsl HeaPEKTUBHOIL, eC B
MeTOfle TIPUMEHSIOTCS TapaMeTpsl 00001eHHbIX TUIOB nn tuma Object [Bloch 2008]. st Toro
4TOOBI AKTUBM3MPOBATH CTPOIYI0 MPOBEPKY TUIIOB B METOAAX C IIEPEMEHHBIM KOIMYECTBOM apry-
MEHTOB BO BpeMsi KOMITW/ISILINYL, C/IefyeT YKa3aTh Kak MOKHO 60/lee KOHKPETHBII THUII JAHHBIX /IS
[1apaMeTpOB TAKMX METOJOB.

Mpumep Kofa, He COOTBETCTBYHOLLErO MPUHATBIM HOPMaMm (TMn Object)

B maHHOM mpuMepe KOJa, He COOTBETCTBYIOLIETO IPUHATHIM HOPMaM 3aLIMTHOTO [IPOrPAMMU-
poBaHMsA Ha Java, psiji YMCIOBBIX 3HAYEHMII CYMMUPYETCS B METOE C IePEMEHHBIM KOMUYECTBOM
apryMeHToB Tuna Object. CrefoBaTeNbHO, STOT METOJ IPMHIMAET IIPOU3BOIbHOE COYETAHIE IIa-
paMeTpoB B BiJie PASHOTUIIHBIX 06beKTOB. Takoe 00bsIBIeH e TapaMeTPOB METOA PELKO YIOTPe6-
JISIETCS KaK JOMYCTVMOE, XOTsI M3 9TOTO [IPaBIIa MMEIOTCS MCKITIOYEHNs, YIOMIHAEMbIE B pasfiene
“IIpuMeHNMOCTD” JAHHOI PEKOMEH/ALINIA.

double sum(Object... args) {
double result = 0.0;
for (Object arg : args) {
if (arg instanceof Byte) {
result += ((Byte) arg) .byteValue();
else if (arg instanceof Short) ({

—

result += ((Short) arg) .shortvValue();
} else if (arg instanceof Integer) {
result += ((Integer) arg).intValue();
} else if (arg instanceof Long) {
result += ((Long) arg) .longValue();
} else if (arg instanceof Float) {
result += ((Float) arg).floatValue();

—

else if (arg instanceof Double) {
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result += ((Double) arg) .doubleValue();
} else {
throw new ClassCastException() ;
}
}

return result;

PelieHue, cooTBeTCTBYIOLEE NPUHATBIM HOPMaM (TN Number)

B IIpeNCTaB/IECHHOM 3[€Cb pENIeHNN, COOTBETCTBYIOIEM IIPMHATBIM HOPMaM 3alUTHOTO MHPO-
TpaMMIpPOBaHNA Ha ]ava, OIIpeNeNAeTCA TOT JKe CaMBbI METO/[, HO 1A 00bsABNIEHNUSA €TI0 APTYMEHTOB
MCIIONb3YETCA TUIL Number. 9TO TUI a6CTpaKTHOI‘O Kiacca, KOTOprf;I ABIIACTCA B JIOCTaTO‘-IHOf;I cTe-
IIeHU 06061H€HHI)IM, yTOOBI OXBATUTDH BCE YMCIOBBIE TUIIBI AAHHDBIX, HO B TO JX€ Bpe€M:A MCKIIOINUTDH
HEYMCIIOBbIE€ TUIIbI JAHHBIX.

double sum(Number... args) {
/...

Mpumep Kopa, He COOTBETCTBYIOLLETO MPUHATbBIM
HopMmaM (0600LLEHHbIN TKM)

B naHHOM IIpuMepe KOJja, He COOTBETCTBYIOLIEr0 IPUHATBIM HOPMaM 3alUTHOTO IIPOrPaMMIu-
pOBaHMs Ha Java, OOBSIBIIETCS TOT JK€ CAMBII METOJ, C IePEMEHHbBIM KOIMYECTBOM apIyMeHTOB, HO
Ha 3TOT pa3 — 06061IeHHOro THUMa. DTOT METO/l IPYHMMAET IIepeMeHHOe KOIMYECTBO apaMeTpoB,
[IpUYeM BCe OHU OTHOCSITCS K 00HOMY U 1OMY e TUILY 00BEKTOB, XOTSI U MOTYT IIPEfCTAB/LITD Pas-
HOTUIHBIe 00beKThL. OILTD JKe, TAKOe 00'bsIB/IEHNE [TAPAMETPOB METO/A PEAKO YIOTPeOsIeTcsl Kak
IOIIyCTHMOE.

<T> double sum(T... args) {
/..

PewweHne, cooTBeTCTBYIOLEE NPUHATBIM HOpMaM (0606LLEeHHbIN TuN)

B npezcTaBeHHOM 3/1€Ch pELIeHUY, COOTBETCTBYIOIEM IPUHATHIM HOPMaM 3al[UTHOTO IIPO-
IpaMMMPOBAaHNUA Ha Java, OIpefieNATCA TOT JKe CaMblil METOf, a /11 OO'bsAB/IEHNSA ero apryMeHTOB
UICTIONb3yeTca TUIl Number.

<T extends Number> double sum(T... args) {
/..

IIpu 06bsiBIIEHNN [TAPAMETPOB METO/A C [IEPEMEHHBIM KOTMYECTBOM apryMEHTOB C/IeflyeT KaK
MO>KHO KOHKpPEeTHee OIpele/sATh UX THUIIbL, 13beras Tuia Object 1 HEKOHKPETHOCTH 0600IeHHbIX
TumnoB. [lepefienka cTapblx METOJOB C IIapaMeTPaMi B BIjle KOHEYHOTO MacCyBa Ha METOMbI C Iepe-
MEHHBIM KOJIIYeCTBOM IIapaMeTPOB 00O0OIIEHHOrO TUIIA He BCErja OKa3bIBAECTCs 11e/IeCO00PasHOIL.
Ecnu, HammpuMep, MeTOJ He NPUHMMAeT apryMeHT KOHKPETHOTO THIIA, TO IPOBEPKY €ro THUIA BO
BpeMsi KOMIMIALNY MOXHO ObIIO OBl 3aMEHUTH Ha II€PEMEHHOE KOIMYeCTBO IapaMeTpPoB 0600-
I[eHHOTO THUIIa, YTOOBI METOJ ObII CKOMIIMIPOBAH CKOpee ICTO, YeM IpaBmibHo. Ho aTo npuseno
6b1 K omnbke Bo Bpems BbinonHeHus [Bloch 2008].
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Crnepyer TakKe MMeTb B BUJY, YTO aBTOYIIAKOBKA NPEIATCTBYET CTPOTOIl MPOBEpKe MpPUMM-
TVMBHBIX TUIIOB I COOTBETCTBYIOLIMX MM K/IacCOB-000/104eK BO BpeMs KommmuAnyu. Hanpumep, B
HPEfiCTaB/IEHHOM 3/1eCh PEIIEHNM, COOTBETCTBYIONIEM IIPUHATHIM HOPMaM 3alMTHOTO IPOTPaMMI-
poBaHNuA Ha Java, BbIJaeTCsA IPMBEJEHHOE HIDKe IPeNyIpeXX/ieHNe, XOTA KOJ, HefiCTByeT TakK, Kak
Y IPeJIOIaragoch. ITUM KOHKPETHBIM IPefyNpeXX/jeHneM KOMIMIATOPA MOXHO O/IaroIoNy4YHO
npeHe6peyb.

Java.java:10: warning: [unchecked] Possible heap pollution from
parameterized vararg type T
<T extends Number> double sum(T... args) {

MpumeHumocTb

OnpomerunBoe yrnorpebieHre TUIIOB B METO/AX C IIEPEMEHHBIM KOIMYeCTBOM apryMEHTOB IIpe-
IIATCTBYeT OpTaHM3aLMU CTPOrOil IPOBEPKY TUIIOB BO BpeMsA KoMIm/Anyy. OHO MIPUBOAUT K HEONI-
HO3HAYHOCTY U Jie/IaeT MeHee y40004nTaeMbIM NCXOMHBIIN KO,

CuUrHaTypbl METOZIOB C IIEPEMEHHBIM KOMYECTBOM apryMeHTOB, B KOTOPBIX MCIIONb3YeTCs TUIL
Object u HeToYHBIe 0600IIEHHBIE THUIIBI, OKA3bIBAIOTCS BIIOJIHE IIPUTOAHBIMI B TeX CIy4asix, KOIZa
B Tejle METOJa OTCYTCTBYIOT OIlepallyyl IpUBEJEHMsA TUIIOB ¥ aBTOYIIAKOBKY, a €ro MICXO/IHBIN KO,
KOMIOWInpyercs 6e3 oumbok. PaccMOTpuM CreRyounuil mpumMep Kofa, KOPPEKTHO JEICTBYIOIIETO
I BCEX TUIOB OOBEKTOB ¥ YCIIENIHO BBIIOIHAIONIETO IPOBEPKU TUIIOB:

<T> Collection<T> assembleCollection(T... args) {
return new HashSet<T>(Arrays.asList (args));

}

B HEKOTOpBIX C/y4asX [y [EePeMEHHOrO YMC/IA apPIyMEHTOB IIPUXOLUTCA YIOTPeOIATDb
tun Object. XapakTepHbIM TOMY IIPUMEPOM CHYXMUT MeToj java.util.Formatter.
format (String format, Object... args), cnocoOHbI 0TGOPMATUPOBATH OOBEKTHI THOO-
ro tuna. B aTom ciay4yae aBroMaTndeckoe oOHapy>KeHe 00'beKTOB OCYIeCTB/IsAETCS HAIPAMYIO.

Bbubnuorpadus

[Bloch 2008] Item 42, “Use Varargs Judiciously”
[Steinberg 2008] Using the Varargs Language Feature
[Oracle 2011b] Varargs

m 31. He 06bsABNANTE OTKPbITHIMU U KOHEUYHBIMU
KOHCTAHTbI, 3HAYEHNA KOTOPbIX MOTYT U3MEHUTbCA
B Nocneayowmnx Bbinyckax nporpammbl

C noMolIp0 K/104eBoro ¢nosa final MOXXHO yKasaTb 3HaY€HMsI KOHCTAHT, T.e. 3HAUEeHMs, KO-
TOpBIe He M3MEHSIOTCSI BO BpeMsI BBIIOTHEHVsI IpOrpaMMbl. HO KOHCTaHTBI, KOTOPbIE MOTYT ObITH
M3MEHEHBI B TeueHIe CPOKa SKCIUTyaTaly)l IPOrPaMMBbl, He CIefyeT OOBbAB/IATh OTKPBITHIMU U KO-
HewyHpiMI (public final). B cmeunduxarym JLS [JLS 2013] gomyckaeTcst BCTpauBaHue 3HAYCHUA
JI060T0 OTKPBITOTO KOHEYHOTO IIO/IS B /IIOOYI0 eMHIIY KOMIVIALVN, I7je OCYIIeCTB/IAeTCS YTeHe
aroro nossi. CrrenoBaTe/ibHO, eC/IU IPU PeSaKTUPOBAHNUY 00hSIBIEHNsI K/Tacca B HOBOI BEPCUU OT-
KPBITOMY KOHEYHOMY IIOJIIO IIPMCBANBACTCSI HOBOE 3HAYEHME, TO eVHNUIIAM KOMIWIALUY, ITie 9TO
I0JIe YMTAETCSI, MOXKET OBITh ITO-IPEXHEMY HOCTYIIHO CTapoe 3HA4YeHNe O TeX IIOp, IOKa OHM He



124 lmaBa 2 ®m 3awmMTHOE NPOrpamMmmmMpoBaHme

OyayT nepekoMImnpoBaHsl. Ilof00HOe 3aTpyaHEHe MOYKET, HAIIPUMep, BO3HUKHYTh B TOM CITy4ae,
KOTZIa IIPOM3O0IAET Hepexoy K MOC/IefHell Bepcuu 0OHOBIEHHOI CTOPOHHEIT 616/MoTekn, a obpaira-
IOLMIICS K Hell KOJ He [ePEeKOMIIV/IMPOBaH.

AHajiorn4Has ouMbKa MOXKeT BO3HUKHYT U B TOM C/Iy4ae, eC/Ii OOBAB/IACTCS CTaTUYeCKas KO-
HeyHas (static final) ccpuika Ha u3MeHsieMblll 00bekT. [logpo6Hee 06 3TOM CM. B peKOMEH/a-
uyn 73 “He myrariTe HeM3MeHsI€MOCTD CCBUIKI U JOCTYITHOTO II0 CChIIKE 0ObeKTa”

I'Ipmmep KoAa, He COOTBETCTBYOLWEero npUMHATbIM HOpMam

B AaHHOM IIpMMEpE KoAa, HE COOTBETCTBYIOLIETO IIPMHATBIM HOPMaM 3allUTHOTO IIpOTrpaMMMU-
poBaHMA Ha ]ava, B Ky1acce Foo n3 nmakera Foo. java 00bABNIAETCA I1071€, 3Ha4Y€HVI€ KOTOPOro 00603-
Ha4aeT BEPCUIO IPpOrpaMMBbl.

class Foo {
public static final int VERSION = 1;
/..

}

AB ,E[aﬂbHeﬂIHeM AOCTYII K 9TOMY OCYHIECTBIACTCA M3 KIacca Bar B OT,E[CHbHOf/[ €OVHUNIE KOM-
muisuu (makere Bar . java), Kak IOKa3aHO HVDKE.
class Bar {
public static void main(String[] args) {
System.out.println ("You are using version " + Foo.VERSION) ;

}
}

[Toce KOMIMIALMY U 3AITyCKa IPOrPAMMBbl Ha BBIIONHEHUE GYIeT NPABUIbHO BBIBELEHO Cile-
Ryoliee coobieHne:

You are using version 1
(Bel mosib3yeTech Bepcuen 1)

Ho ecnu paspaboruuk 3ameHNUT 3HadeHre B oje VERSION Ha 2, BUJOM3MEHUB U IIePEKOMIININ-
poBaB makeT Foo. java, HO 3a0bIB [IePeKOMIIMINPOBATh 3a0[JHO 1 ITaKeT Bar . java, To mporpamma
HEIIPaBIIbHO BBIBEET MPEXHee COObIeHe:

You are using version 1

3toT HEAOCTAaTOK HETPYMTHO MICIPABUTD, IIEPEKOMIINIVPOBAB ITAKET Bar. ] ava. Ho nmeercsa n
aydmiee peuieHmne.

PeweHwue, cooTBeTCTBYIOLLEee NPNHATbIM HOPpMam

B §13.4.9 “KoneuHble o 1 KOHCTaHThI crienudukanyu JLS [JLS 2013] roBopurca crenyiomee:

“KpoMe MCTMHHBIX MaTeMaTM4eCKMX KOHCTAHT, IIepeMeHHbIe K/TaCCOB PeKOMeHAyeTcsA 00D-
ABJIATD CTATMYECKMMMU M KOHeuHbIMU (static final) B MCXOZHOM KOJie /HUIIb B CAMOM
KpajiHeM crydae. Ecim sxe TpebyeTcs KOHeUHas IepeMeHHas TOJbKO A/IA YTeHMsA, TO ee ITyd-
1ie 0O'bABUTD 3aKPBITON 1 cTaTUdecKolt (private static), 4ToObl MOMYy4YNTD ee 3HAYEHNUE
HOJXOAIVIM METOJOM JTOCTYIIA .

B mpepcTaBneHHOM 37€Ch peLIeHNH, COOTBETCTBYIOIEM IIPUHATHIM HOPMaM 3alJMTHOTO IIPO-
TpaMMIMpPOBAHU Ha Java, Iojie version o0bsB/seTcs B IMakeTe FOO . java Kak 3aKpbITOe U CTaTH-
yeckoe (private static),a TOCTYII K HEMY OCYIIeCTB/IAETCA MeTOAOM getVersion ().
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class Foo {
private static int version = 1;
public static final int getVersion() {
return version;

/]

B kmacc Bar u3 maketa Bar.java BHOCATCA WM3MEHEHUs, YTOOBI BBI3BIBATH METO/
getVersion () u momyyarb 3HaYeHMe oA version us makera Foo.java, Kak IOKa3aHO HIDKe.

class Bar {
public static void main(String[] args) {
System.out.println ("You are using version " + Foo.getVersion());
}

B maHHOM pellleHnN 3HaYeHNe 3aKpbITOTrO MOJIA version Henb3s CKONMPOBaTh B Kjlacc Bar Bo
BpeMsi KOMIIWIALINM, 1 671arofiapst 9TOMy YCTpaHseTCsl YIIOMSHYTas BbIle IPOrpaMMHas Omnoka.
CrenyeT, OfIHaKoO, IMETDb B BUAY, YTO IIOZOOHOE IIpe0bpasoBaHie efBa I CKaXKeTCs Ha IIPON3BOJM-
TE/IBHOCTH, IIOCKO/IBKY 60/bINHCTBO AuHamMudeckux (JIT) reHepaTopoB Kofa B COCTOSHUM BCTPO-
UTh MeTof, getVersion () BO BpeMs BBIIIOTHEHNUA.

MNpumeHnmocTb

O6bsaBneHne 3HadeHnA Tuia final, M3MEHAIOIETOCA B TeYeHMe CPOKA SKCIUTyaTallMy IPOrpaM-
MBI, MOXKET IPMBECTI K HEOKUJAHHBIM pedy/bTraraM. B §9.3, “O6bsaBieHns noeit 1 KOHCTaHT  CIIe-
mudukanyu JLS [JLS 2013] mo aTOMy IIOBOAY FOBOPUTCS ClIeAylolee:

“Kaxoe mosie HesiBHO 00BSIBIISIETCS B Tene MHTepdelica KaK OTKPBITOE, CTATUYECKOE 1 KO-
HeyHoe (public static final). B 06bsBIeHNM TaKOro IO/ JOIIOTHUTEIBHO pasperia-
eTCsl YKas3bIBaTh JI00bIe WM BCe MOAMGUKATOPHL .

CrnefoBaTenbHO, JaHHAA PeKOMEHJIALMA He PacIpOCTPaHACTCA Ha IOJIA, ONpefensdeMble B MH-
tepdericax. O4eBUIHO, YTO eC/IU 3HAYeHNUe NO/IA B MHTepderice M3MEHUTCs, TO KaXMIbLl KIacc, B
KOTOPOM Peajm3yeTcs 1 IPUMEHACTCA 3TOT MHTepdeiic, Jo/KeH ObITh IepekoMimuposaH. ITox-
pobHee 06 aToM cM. B pekoMeHgarmy 35 “TijarenbHo paspabarbiBaiite MHTEPdEIIChI, IpeXe YeM
VX BBINTYCKAaTb .

IlaHHas peKOMeH/alsl He PaCIPOCTPaHACTC S Ha KOHCTAHTBI, OO'bsBILAEMbIe KaK IIepednCInMble
TUIIAa enum. A KOHCTAHTbI, 3HAYeHMA KOTOPBIX BOOOIIIe He MBMEHAIOTCA B TeUeHMe CPOKA JeilCTBUA
IIPOrpaMMBl, MOTYT OBITh 0ObsIBIEHBI KaK KOHewyHble (final). HanmpuMep, Matemarudeckue KOHC-
TaHThI B crierpuduKkanym JLS pekoMeHayeTcsA 00BABMATD OTKPBITHIMIL

Bubnuorpadus

[JLS2013]  §4.12.4, "final Variables”
§8.3.1.1, “static Fields”
§9.3, “Field (Constant) Declarations”
§13.4.9, “final Fields and Constants”
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m 32. N36eranTte LnKNnYecknx 3aBMCUMOCTEN NAKETOB

B xuure The Elements of Java™ Style [Allen 2000] n craupgapre JPL Java Coding Standard
[Havelund 2009] ykasbiBaeTcs cnefymoliee TpeOoBaHMe: CTPYKTYpa 3aBUCHMOCTel! IaKeTa He JOJDK-
Ha COfep)KaTb IMK/IbL. DTO O3HAYaeT, YTO OHA [JO/DKHA OBITH TAKOII >Ke IPEefCTaBUTETLHOI, KaK U
Harpas/eHHblil anykmrdecknit rpad (DAG). VickmodeHne HUKIMIECKUX 3aBUCHMOCTEl TaKeTOB
JaeT pAL IPEeNMYIIeCTB.

m  TectupoBaHme U CONPOBOX/EHNE UCXOTHOTO KOfa. [IMK/IyecKye 3aBUCHMOCTH yCU/IUBA-
10T HOCTIEACTBYSI OT V3MEHEHNs M BCTaBKM ‘3aIUIAT B MICXOJHBIN KOZ. A yMeHbIIeHNe OC-
JIEACTBIIL OT TUX M3MEHEHUIT YIIPOLaeT TECTUPOBaHIE 1 06/IerdyaeT COpOBOXKIEHNE JIC-
xomHOro kopa. Hecrioco6HOCTD BBIMIOMHATD HaJjIeKalljee TeCTUPOBAHNE U3-3a LIUKINYECKUX
3aBICUMOCTEN HEPEIKO CTYXKUT MICTOYHIKOM Ys3BMMOCTEII B 3alljiTe.

| HOBTOPHOC UCIIO/Ib30BaHME. HI/IKTII/ILICCKI/IC 3aBUCUMOCTU IIAKETOB Tpe6Y10T CMHXPOHHOT'O
BBIITYCKa I 06HOB/IeHNA makeToB. Ho HJaHHO€E Tp€6OBaHI/I€ YMEHbIIAeT BO3MOKXHOCTD IIOB-
TOPHOT'O MICIIO/Ib3OBAaHMA ITAKETOB.

®  Bommycku n c6opkm. VickmodeHne UKINYECKUX 3aBUCHMOCTEl IIOMOTaeT TaKKe IepeHo-
CUTDb PaspaboOTKy B Cpemy, Ifie MOOLpsieTcsl pasdbyeHne Ha MOLY/IN.

m PasBeprhiBanme. VIckiodyeHre NMKINIECKUX 3aBUCUMOCTENl IIaKeTOB COKpallaeT UX CBs-
3piBaHMe. CoKpalljeHye CBA3bIBAaHUA ITAKETOB NPUBOJAUT K CHIDKEHNIO omnboK BO BpeMa
BBITIO/THEHN A, HAIIPUMED, omm6Oky tnna ClassNotFoundError. A 3T0, B CBOIO ouepenb,
yIpoIllaeT pasBepThIBAHNME IIPOTPAMM.

MprMep Kofa, He COOTBETCTBYIOLErO MPUHATLIM HOPMaMm

B panHOM mpumepe Koja, He COOTBETCTBYIOLIETO NPUHATBIM HOPMAM 3alUTHOIO MIPOrPaMMMu-
poBaHusA Ha Java, cofiep>KaTcs MaKeThl account u user, cocTosuue us Knaccop AccountHolder,
User u UserDetails cooTBeTcTBeHHO. B uacTHOCTH, Kimacc UserDetails pacmmpser
Knmacc AccountHolder, IOCKOMbKY MONb30BaTeIb BLICTYNAET B POMM Bajenblia cdyera. Kmacc
AccountHolder 3aBUCHUT OT HECTATUYECKOTO CTyKeOHOro METOHIa, OIIpeie/IeHHOro B Knacce User.
AmnanornyHo knacc UserDetails saBucut ot kmacca AccountHolder, pacmmpsaAs ero.

package account;
import user.User;
public class AccountHolder {
private User user;
public void setUser (User newUser) {user = newUser;}

synchronized void depositFunds (String username, double amount) {
// VICHOJIb3OBATH CIIyXeOHEM METOH M3 Kjacca User misd NPOBEPKM
// CymecTBOBaHMSA MOJIb30BATENA C 3alaHHLEM VMEHEM
if (user.exists (username)) {
// BHeCTM CyMMy Ha CUeT
}
}

protected double getBalance (String accountNumber) {
// BO3BpaTUTBL OCTATOK Ha CUeTe
return 1.0;
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package user;
import account.AccountHolder;
public class UserDetails extends AccountHolder {
public synchronized
double getUserBalance (String accountNumber) {
// wcnosib30BaTh MeTon M3 kyiacca AccountHolder mia
// TOJIydeHMs OCTaTKa Ha cueTe
return getBalance (accountNumber) ;

}

public class User {
public boolean exists (String username) {
// TPOBEPUTH CYLECTBOBAHME II0JIb30BATENS C 3alaHHEM VMMEHEM
return true; // TakoM MOJIB30BATEJL CYLECTBYET
}
}

PeweHue, cooTBeTCTBYIOWEE NPNHATbIM HOPMam

TecHoe cBsA3bIBaHME KIACCOB B JIBYX IIaKeTaX MOXXHO OCTabuUTh, BHepMB MHTepderic
BankApplication B Tpermit maker bank. llukmimyeckas 3aBUCMMOCTDb AKETOB MCK/IIOYAETCA Ia-
PpaHTHeN TOro, 4To Kacc AccountHolder He 3aBUCUT OT Kiacca User, a BMECTO 3TOTO OIMPAETCs
Ha nHTepdelic, UMIOPTUPYs IakeT bank, HO He pea/m3ys uHTepderic BankApplication.

B npezicTaBieHHOM 3/1€Ch pelIeHnN, COOTBETCTBYIOIEM IPUHATHIM HOPMAaM 3aI[UTHOTO IIPOrpaM-
MMpPOBaHMs Ha Java, Tofo6Hble PYHKIMOHAIbHbIE BO3MOXKHOCTI JOCTUTAIOTCS BBEfIHMEM ITapaMeT-
pa nHTepderica Tuna BankApplication B Meron depositFunds (). Takoe pemenne gaet Kaaccy
AccountHolder HafieXXHbII KOHTPAKT ¢ makeToM bank. Kpome Toro, B kmacce UserDetails mpe-
TOCTAB/IAIOTCA KOHKPETHBIE pealn3alyi MeTofoB 13 MHTepdeiica BankApplication u B 10 e
BpeMsA Hac/lefyloTCsA ApyTie MeTOAbI 13 Kmacca AccountHolder.

package bank;
public interface BankApplication f{
void depositFunds (BankApplication ba, String username, double amount) ;
double getBalance (String accountNumber) ;
double getUserBalance (String accountNumber) ;
boolean exists (String username) ;

}

package account;
import bank.BankApplication; // MMNOPTMPOBATb M3 TPETbLETO NaKeTa
class AccountHolder ({
private BankApplication ba;
public void setBankApplication (BankApplication newBA) {
ba = newBA;

}

public synchronized void depositFunds (BankApplication ba,
String username, double amount)
// MCHOJIb30BATL CIIyXeOHBII MeTOn M3 kjacca UserDetails myis
// TPOBEPKM CYLECTBOBAHMS I[OJIb30BATENA 10 3aLaHHOMY MMEHM
if (ba.exists (username)) {
// BHeCTM CyMMy Ha CUeT
}
}
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public double getBalance (String accountNumber) {
// BO3BpPaTMUTL OCTATOK Ha CUeTe
return 1.0;

}

package user;
import account.AccountHolder; // OOHOCTOPOHHSS 3aBUCKUMOCTb
import bank.BankApplication; // MMOopTuMpoBaTh M3 TPETHLET'O [aKeTa
public class UserDetails extends AccountHolder
implements BankApplication {
public synchronized double getUserBalance (String accountNumber) {
// ucnosnb30BaTh MeTon u3 kiacca AccountHolder s nosydeHwus
// ocrTaTka Ha cuere
return getBalance (accountNumber) ;

}

public boolean exists (String username) {
// NPOBEPUTL CyWECTBOBAHME [OJIb30BATENIS [0 33aJaHHOMY VMEHMU
return true;

}

OxasblBaeTcs, 4To nHTepdeiic BankApplication COmep>KUT MMIIHME METONbI, B TOM YNCIIe
depositFunds () u getBalance (). A IOCKOIbKY 9TV METOJbl IPUCYTCTBYIOT B JAHHOM MHTEP-
(eiice, TO ey OHM HEPEONIPENEIAI0TCA B IMOAKIACCE, TO B CYIEPKIacce OCTACTCS BO3MOXHOCTD
I BHYTPEHHETO BBI30BAa METOMOB M3 IIOAK/IAcca IO NMpMHUMIY monmMmopdusma. Hampumep,
MeTofl ba.getBalance () MOXHO BBI3BaTh C €ro IIE€PEOIpe/le/IEeHHON peannsanyen n3 Kmacca
UserDetails. OfHO U3 IIOCTeACTBIII TAKOTO PELICHNA COCTOUT B TOM, YTO METOMIBI, OODABICHHBIE
B MHTepelice, TO/DKHBI ObITh HEIIPEMEHHO OTKPBITBIMIU B TeX K/IAacCCaX, I OHY OIpPee/IAI0TCA.

MNpumeHnmocTb

[uxmndecKue 3aBUCUMOCTI ITAKETOB MOTYT CTaTh IIPUYMHON IPOYHOCTU HOPMUPYEMBIX cHO-
POK. Y3BMMOCTD 3alUTHI B OGHOM IIAKETe MOYKET JIETKO IIPOHMKHYTD B IPYIM€ IAKEThI.

Bubnuorpadus
[Allen 2000] The Elements of Java™ Style
[Havelund 2009] JPL Coding Standard, Version 1.1

[Knoernschild 2002]  Chapter 1,“0O0 Principles and Patterns”

m 33. OtpaBaiiTe npeanouTeHne onpeaenseMbim
nonb3oBaTenem UCKIIYeHUAM Hag 6onee
O6LMMU TUNMAMIN UCKTIOYEHWIA

Vickmouenne TIEPEXBATHIBAIOTCA IO €TO TUILY, VI IIO3TOMY VX JIydII€ BCETO ONPENENATD /IS KOH-
KpE€THbIX ueneﬁ, BMECTO TOT'O 4TOOBI MCIIO/Ib30BATh 06u_11/1e TUITBI UCK/TIOYEHUIL 1A MHOTMX ue}le]?[.
reHepI/[pOBaHI/Ie VICKJTIOUEHIIN O6I_IH/IX TUIIOB 3aTPYAHAET IMOHVMaHIE VI COIIPOBOXXIEHNE VICXOTHOI'O
Koga, a TaK>Ke HUBETIMPYET 607'II)ILIY10 YacTb NPpEMMYIIECTB MEXaHN3Ma O6pa6OTKI/I VICKJTIOYEHUIT B ]ava.
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Mpumep Kopa, He COOTBETCTBYIOLLENO NPUHATBIM HOPMaMm

B faHHOM IpuMepe KOAA, HE COOTBETCTBYIOLETO IPMHATHIM HOPMaM 3aIYITHOIO IIPOrpaM-
MMPOBAHUA Ha Java, MpeAIPUHIMAETCS HOMbITKA IPOBECTHU pas/ndiie MEX/Y PasHbIMM BU/aMU
MOBeieHNA MCKIIOUeHN I, ICXOA U3 aHa/Au3a cooOeHnsa 06 McKmodeHun. Tak, ecin B MeTofe
doSomething () reHepupyeTcs UCKIOYEHME MM OIIMOKA TIUIIA, OTHOCSILEr0Cs K IOAK/IACCY, IPO-
U3BOIZHOMY OT K/acca Throwable, To B ollepaTope Switch MOXXHO BBIGPATh KOHKPETHBIII BAPUAHT
IS JaIbHETIIIEro BBIIOMHEH s Kofa 06paboTKy uckmodennit u omnbok. Hanpumep, ecnu nonyda-
eTcst coobienne 06 nckmodeHnn “Qaiiyr He HaiifieH, TO B KOfie 00pabOTKM VCK/TIOYEHNIT BBIIIOTIHS-
€TCs1 COOTBETCTBYIOLIEE JIEVICTBHE.

try {
doSomething () ;

} catch (Throwable e) {
String msg = e.getMessage () ;
switch (msg) {

case "file not found":
// obpaboTarh OUMOKY
break;

case "connection timeout":
// obpaboTaTh OUMOKY
break;

case "security violation":
// obpaboTaTh OUMOKY
break;

default: throw e;

Tem He MeHee m000€ M3MeHEHNe B IMTEPaaX, MCIONb3YeMbIX B COOOLIEHNN 00 MCKTIOYeHNN,
IpUBefeT K HAPYLUIEHNI0 HOPMATbHOI paboTsl Kofa. JOMycTM, YTO BBIOTHAETCA CIeAYIOIias
CTPOKa Kopa:

throw new Exception ("cannot find file");

Tenepupyemoe B Hell MCKITIOUeHNe TO/DKHO OBITh 00paboTaHO B MepBOI BETBM Case olepaTopa
switch. Ho BMecTo 3TOr0 uckmodeHne OyfeT CreHeprpoBaHO TIOBTOPHO, IIOCKOIbKY CMBOJIbHAS
CTpPOKa COOOIIeHNS He COBIIfIaeT HU C OfHMM V3 YCTIOBMIT B BETBAX case oleparopa switch.

Boree TOTO, MCK/TIOYEHVSI MOTYT OBITH CT€HEPMPOBAHBI U 6€3 YBELOM/LIIOINX O HIX COOOIIeHNIL.
JlaHHBI IpUMep KOfia, He COOTBETCTBYIOIIETO IIPMHATHIM HOPMaM 3aIIUTHOTO IIPOrPaMMMPOBAHMA
Ha Java, MofmajilaeT Mo, IeMICTBYE IpaBuIa 06pa60T1<M VcKmodeHnii Tnmma ERRO8-EXO u3 peKoMeH-
manyy “ERRO08-J. He mepexBatbiBaiite uckmodenre timna NullPointerException u mwo6bie ero
npepuectseHHukn” u3 craugapra The CERT” Oracle® Secure Coding Standard for Java™ [Long 2012],
HIOCKO/IBbKY O0IIIe VICK/IIOYeHNS He TOJbKO IIePeXBaThIBAIOTCA B HEM, HO U T€HEPUPYIOTCS IOBTOPHO.

PelueHune, cooTBeTCTBYIOLEE NPUHATLIM HOPMaM

B IIpeNCTaB/IECHHOM 3[1€Ch pENIeHNN, COOTBETCTBYIOIIEM IIPMHATBIM HOPMaM 3alUTHOTO IPO-
rpaMMHMpPOBAaHNA Ha ]ava, IIPUMEHAKTCA KOHKPETHbIE TUIIbI UCK/TIOYEeHN, a TaM, rae Tpe6yeTca,
OIIPENENATCA HOBbIE TUIIBI VICKTIOYEH U CIIeMa/IbHOIO Ha3HAYECHNA.

public class TimeoutException extends Exception {
TimeoutException () {
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super () ;

}

TimeoutException (String msg) {
super (msqg) ;

}

/]

try {

doSomething () ;

catch (FileNotFoundException e) {
// obpaboTaTh OouMOKY

catch (TimeoutException te) {

// obpaboTaTh OouMOKY

catch (SecurityException se) {

// obpaboTaTh OuMOKY

—

—

—

MNpumeHnmocTb

Vckmiodenns cyxar ajisi 00paboTKM MCK/IIOUYNTENbHBIX cuTyauuit. Ecm nckiodenne He Ie-
peXBaTbIBAeTCs, TO BBIIOJIHEHNE IPOTPAaMMBbI IIpeKpalaeTcs. VICKIodeHne, IepexBadeHHOe Helpa-
BU/IBHO W/IM He Ha TOM YPOBHE BOCCTAHOBJIEHMsI PabOTOCIIOCOOHOCTI KOfIa, 3a4aCTyI0 IPUBOIUT K
HEBEPHOMY HOBEJeHUIO.

Bbubnuorpadus
[JLS 2013] Chapter 11, “Exceptions”
[Long 2012] ERR08-J. Do not catch NullPointerException or any of its ancestors

m 34, CrapanTecb N3AWHO NCMNPABNATb CUCTEMHbIE OLWNOKN

ITo noBoxy mcxmodenuit B §11.1.1 “Buasr nckmouennit” crienudukannn JLS [JLS 2013] roso-
pUTCS CIeayoLee:

“HenposepsieMble MCKIIOUEHN OTHOCATCA K Klaccy RuntimeException u ero mogkiac-
caM, a TAKXKe K KIaccy Error u ero mojknaccam. Bee ocranbHble MCKIIOUEHN OTHOCATCA K
K/IaccaM IIPOBEPAEMBIX UCK/IIOUCHNI .

Krnaccpl HenpoBepseMbIX UCKIIOUEHNUI He IMOJBepramTcs MpoBepKe BO BpeMs KOMIUIALNN,
IIOCKOJIbKY Ha JIAaHHOJ CTajiuy O4eHb TPYJHO YUeCTb BCE MCKIIOUUTENIbHbIE CUTYallUM, TOTTA KaK
BOCCTAHOBUTb PabOTOCIIOCOOHOCTh KOJa HEPEAKO OKA3bIBAETCS 3aTPYAHUTEIBHO, a TO U BOOOIIe
HeBO3MO)KHO. Ho make B TOM Ciydae, ec/ii BOCCTAaHOBUTD PabOTOCIIOCOOHOCTh KOJA HEBO3MOX-
HO, BUpTyanbHasg MammHa Java (JVM) mpemocTraB/seT USSIIHBIN BBIXOJ U3 9TOTO 3aTPYAHNUTENb-
HOTO IIO/IOKEHNSI M1 BO3MOXKHOCTD XOTs1 OBl 3aperucTpUpOBaTh OMOKY. Takas BO3MOXKHOCTD HOSIB-
JISIeTCST TIPYU MCTIONb30BaHuM 610Ka try—-catch, B KOTOPOM IepexBaThIBAETCS MCKIIOUEHNE THITA
Throwable. Ilepexsar uckmouennsa tuna Throwable paspemaeTcsa u B TOM C/Iydae, €CIM B KOfie
TpebyeTcs UCK/IIOYUTD YTEUKY IIOTEHIMATbHO Ys3BIUMOI nHpopMalui. Bo BceX 0CTaIbHBIX CIydasnx
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HepexBar UCKIOYeHns Tuma Throwable He peKOMEHAYeTCsI, TOCKONBKY OH 3aTpyAHseT 06paboTKy
KOHKDPETHBIX MCKTIOUEHMIl. A B TeX Cy4asAX, KOIZia MOTYT OBITb BBIIIOJIHEHbBI ONEPAIMN OUMCTKI
BpOZie 0CBOOOXKIEHIsI CUCTEMHBIX PECYPCOB, B KOJie IO/DKeH ObITh UCIONb30BaH 6110k finally mmm
omneparop try ¢ pecypcaMu I 0CBOOOXK/IEHUA PeCypCoB.

ITepexBar uckrovenns tuna Throwable Boobuie 3anpemiaercss B pekomeHpganyn “ERROS-J.
He nepexsarbiaiite uckmoudeHre tnna NullPointerException u mo0ble ero npeuecTBeHHN-
ku” u3 crangapra The CERT® Oracle® Secure Coding Standard for Java™ [Long 2012]. Ho on Bce e
paspelaeTcsi, eC/iu OpraHusyeTcs: QUIBTPALV UCK/IIOYEHNIT 0 IPaBUIy 00pabOTKM MCKITIOYeHNUI
tnna ERRO8-EXO0 u3 JaHHO peKOMEH AL,

Mpumep Kofa, He COOTBETCTBYHOLErO NPUHATBIM HOpPMaMm

B paHHOM mpuMepe Kofa, He COOTBETCTBYIONIErO IPUHATBIM HOPMaM 3alYITHOTO IIPOrPaMMIU-
poBaHMA Ha Java, oumbka tuna StackOverflowError reHepupyeTcs B pesyinbraTe 6eCKOHEUHOI
pexypcuu. Benb B IPOTMBHOM C/Ty4yae HAcTYIaeT JMCUepIaHye OlepaTUBHOI MaMSITH, BBIENIIeMOI
TIOf], CTEK, a C/IeTOBATE/IbHO, 1 OTKa3 B OOCTY>KMBAHUIL.

public class StackOverflow {
public static void main(String[] args) {
infiniteRun() ;

/]

private static void infiniteRun() {
infiniteRun();

}

PelueHune, cooTBeTCTBYIOLEE NPUHATLIM HOPMaM

B npezicTaB/IeHHOM 3/l€Ch pellleHUY, COOTBETCTBYIOIEM IPUHATHIM HOPMaM 3alJUTHOIO IIPO-
rpaMMUPOBaHMs Ha Java, IeMOHCTPUPYETCs IIpUMeHeHne 6710ka try—-catch st nepexsara omnbok
Tuna java.lang.Error win UCKIKWYEHUI Tula java.lang.Throwable. B 6noke try-catch
MOXKeT OBITb Cfle/laHa J/IMHHAs 3aIMCh B XKYPHAJIe PErUCTPaLny, a 3aTeM IPEeANPUHATHI HOIBITKA
0CBOOOZUTD ITIaBHBIE CHCTEMHBIE pecypchl B 67oke finally.

public class StackOverflow {
public static void main (String[] args) {
try {
infiniteRun () ;
} catch (Throwable t) {
// nepenaTb ynpasiieHre 00patoTUMKy MUCKIMOUEHNN
} finally {
// OCBOBOImMTL Kell ¥ PeCypChHl
}
/]

private static void infiniteRun() {
infiniteRun();

}
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CrepyeT, OfHAKO, IMETb B BUJY, YTO KOJ Ilepefiadl yIpaBaeHns 00pabOTUNKY MCKITIOYeHNIT
IO/DKeH paboTaTh KOPPEKTHO B YCTIOBUAX OTPAHMYEHHOIO 00beMa ONepaTHBHOI ITAMSATH, HOCKO/Ib-
Ky CTeK WM JYHaMudeckas o61acth maMsaTi (Tak HaspiBaeMas ‘Kyda”) OKas3bIBaeTCs OIM3KOI K
HOJIHOMY MCYepIaHui0. Bo n3bexxaHne MOfOOHBIX CUTYALUIT MMeeT CMBIC 3a6/IaTOBPEMEHHO 3ape-
3epBMPOBATDb NAMSTh, CIELMAIBHO IPeIHA3HAYEHHYIO /sl 00pabOoTYNKa UCKTIOYEHNI, CBA3AHHBIX C
UCYepIaHNeM OIlepaTUBHOI IaMATH.

Creyet Takke MMeTb B BUJY, YTO B IaHHOM pelLIeHMN UCKIo4eHne tuna Throwable mepe-
XBaTBIBAETCs NIPYU HONBITKe 0Opaborarb ommobKy. V1 910 cormacyercs ¢ npaBuioM o6paboTKu uc-
KaodeHuit Tua ERRO8-EX2 n3 pekomenpanyn “ERR08-]. He nepexsarbiBaiite MCK/IIOYEHE TUIIA
NullPointerException u mo6ble ero npepmecTseHHuKn 13 cranpgapra The CERT® Oracle®
Secure Coding Standard for Java™ [Long 2012].

MNpumeHnmocTb

Ecnu mpepocTaBuTh cucremMe BO3SMOXXHOCTb BHE3AITHO NMPEKPATUTH BBIIOJTHEHVE ITPOTPaMMBbI
Ha Java, TO MOXXeT BO3HUKHYTb yA3BMMOCTb K HapyIIeHMUI0 6e30IIaCHOCTHU THUIIA OTKasa B 0OCITy-
>)KMBaHMM. Ecim >Ke omepaTnMBHasA MaMATbh MCYEPIBIBAETCS, TO, CKOpee BCETO, HEKOTOPbIE JaHHBIE
IIpPOrpaMMbl OKa3bIBAIOTCA B HEOIIPEJe/IEHHOM COCTOsAHMN. [109TOMY maHHBII Ipoliecc TyYllle BCEro
nepesanycTuThb. Ecnm ke MpeanpuHATD MONBITKY NPOJO/DKUTD BRIIIOTHEHNE KOZA, TO B KayeCTBe
3¢ dexTNBHOrO 06XOFHOrO MpreMa MOXKHO MOPEKOMEHIOBATh COKpallleHye KOMNIeCcTBa TOTOKOB.
Takast Mepa MOXeT OKa3aTbCsl IeVICTBEHHOII B IIOZOOHBIX CTy4asiX, HOCKOJIbKY B IIOTOKAX HEPEIKO
BO3HMKAIOT YTEUKY MTAMATH, A [/IS Ja/IbHENIIEero UX CYIeCTBOBAHNUA MOXET IOTPeO0BaThCs HOMON-
HUTEJIbHBIN 00beM orepatuBHON mamsTh. s 06paboTky onmbok tuma OutOfMemoryError B
ITOTOKaX MOTYT 6bITH MCIIONIb30BaHbl MeTobl Thread. setUncaughtExceptionHandler () u
ThreadGroup.uncaughtException ().

Bubnuorpadus

[JLS 2013] §11.2, “Compile-Time Checking of Exceptions”

[Kalinovsky 2004] Chapter 16, “Intercepting Control Flow: Intercepting System Errors”
[Long 2012] ERR08-J. Do not catch NullPointerException or any of its ancestors

m 35. TwatenbHo pa3pabartbiBaiiTe NHTEPPENChI,
npexae 4em nx BbiNycKaTb

Murepdeiichl cy>Kart fijisi IPYIIINPOBAHNS BCEX METONOB, KOTOPbIE K/Iacc 00sI3yeTCst CeaTh OT-
KPBITBIMIL. B 9acTHOCTHM, K/macchl, peanusyioiiue nHTepderic, 00s13aHbI IPeJOCTaBUTh KOHKPETHbIE
peansaiyu Bcex ero MetofoB. VHTepderichl SB/IOTCS HEOThEM/IEMOIT COCTABIIAIONIEN OOMbIINMHC-
TBa OOIIE[OCTYIHBIX MPUKTALHBIX nHTep¢eiicoB APL Tloce UX BBIIYCKa OYE€Hb TPYSHO YCTPAHUTD
oOHapy>keHHbIe B HMX HEOCTATKM, He HAPYILIMB UCXOMHDI KOJI, pea/M3yIOLil IPeXXHIe NX Bep-
cyn. Hipke mepednciieHbl HEKOTOPbIE TTOC/IEACTBUA HeKa4eCTBEHHOI pa3paboTKy MHTep(eiicoB.

® JI3MeHeHus, BHOCKHMbIe B MHTepdelic C Le/Nbl0 YCTPaHUTh OOHApY>KeHHbIe B HeM OLINO-
KU, MOTYT Cepbe3HO HAPYIIUTb KOHTPAKTbI C KIACCAMU, PealusyoIUMI 9TOT HHTepdelic.
Hampumep, ycTpaHeHme olMOKM B ITOCIeAyIOlell Bepcuy MHTepdelica MOXKeT HOBJIeYDb 3a
c0060J1 BIUOM3MEHEHNA B HECBA3aHHOM C HUM MHTepderice, KOTOPBIIl Tellepb MPUACTCA pe-
a/m30BaTh KIMeHTy. Ho K/IMeHTy MO>KeT OBbIThb 3allpellleHO YCTPaHATh OIIMOKY, TOCKOIbKY
HOBBIIT MHTepdelic MOXKET HAJIO)KUTD Ha HETO JIONOMHUTENTbHOE OpeMs CBOeIl peann3alium.
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m  CpepcrBa peanusalyy MOTyT IIPEfOCTABUTD CBOVIM K/IMEHTAM VICXOJHBIE VU CKeIeTHBIE pe-
a/Iusalny MeTOROB MHTep(elica /I uX MoC/IeAyollero pacumpenns. Ho Takoit Kog MoXeT
OTpULIATENBHO CKa3aThCs Ha IIOBefeHNI MoAKIaccoB. CeoBaTebHO, B OTCYTCTBIE TIO00-
HBIX MCXOJHBIX Peaju3ariil IOAK/IACCH JO/DKHBI MIPeJOCTaBUTh QUKTUBHBIE pealnsaln,
cTumynupyoue GopMupoBaHUe Cpefbl pa3paboTKi, Ile HepeAK) KOMMEHTapyuy Bpoje
“UrHOPUPOBATH ITOT KOJ 1 HUYETO He Je/narh . Takoil KoJ MOXeT OBITh BOOOIIe He IpoTec-
TUPOBaH.

Ecmu o6Hapy>XmBaeTcsl yA3BMMOCTD B 3alljUTe OOIEJOCTYIIHOTO MPUKIAJHOr0 MHTepderica
API (cm., HamtpuMep, 06CyKzieHe MeTOR0B 13 Kiaacca ThreadGroup B pekomenganyu “THIOL-J.
He BbIsbIBaiiTe MeTonbl 13 Kinacca ThreadGroup” us cranpgapra The CERT® Oracle® Secure Coding
Standard for Java™ [Long 2012]), To oHa OyaeT COXPaHATHCS B TeUEHNE BCEIO CPOKa JAEVCTBUS JaH-
HOro npuknajgHoro unHrepdeiica API, okaspiBas oTpuiaTe/bHOe BO3JeECTBME HAa 0€30IaCHOCTD
I060r0 IPUIOKeHNsT WM 6M6/IMOTeKN, B KOTOPOM 3TOT NPUK/IALHON MHTepQeic IpUMeHseTCs.
W pake 1OCTIe TOJTHOTO WM YaCTUYHOTO YCTPAHEHWs JAHHOI ysA3BMMOCTY B 3alinTe OOLIefOCTYII-
Horo npukiagHoro nurepderica API ero HebezomacHast Bepcus OyfeT IMO-IPEKHEMY ITPUMEHATHCA
B IIPMIOKEHNAX 1 OMOMMOTEKaX /10 TeX IIOp, II0Ka OHU He OYyT caMy OOHOBJICHBI.

I'Ipmmep KoAa, He COOTBETCTBYOLWEero npUMHATbIM HOpMam

B panHOM NpKMepe Kofa, He COOTBETCTBYIONIEro MPMHATHIM HOPMaM 3allfUTHOTO ITPOTrPaMMMpPO-
BaHWA Ha Java, nHTepderic User 3akpelIeH co CIeRyolMN AByMs MeTofamu: authenticate ()
u subscribe (). A B fanbHelieM MOCTAaBIIMKY IPETOCTABIIAIT 0€CIVIATHO BBITYCKAEMYIO YCIIYTY,
He ONMPAIOLIYIOCs Ha ayTeHTU(UKALINIO.

public interface User {
boolean authenticate (String username, char[] password);
void subscribe (int noOfDays) ;
// BHEOPEHO MOCJIe OTKPHITOT'O BHITyCKa Kjlacca
void freeService();

}

K coxanenmio, BBoj, MeTofia freeService () HapylaeT Bechb KIMEHTCKUII KOJ, peann3yomuii
unrepdeiic. boee TOro, cpecTBaM peannsalyn, CTPEeMAILIMCA BOCIO/Ib30BATbCA TOTBKO METOLIOM
freeService (), NpupeTcsa MpefoOCTaBUTD U [iBa PYIMX METOJQ, a 9TO “3acopsieT’ IPUKIIaJHON
nurepdeiic API 110 ONMMCAHHBIM BBIIIE IPUYMHAM.

I'Ipvlmep KoAa, He COOTBETCTBYOLWEero NpUuHATbIM HOpMaM

JIpyroit 3aMbICell COCTOUT B TOM, YTOOBI OTAATH MPeAIOYTeHIe a0CTPAKTHBIM K/IaccaM /LS pe-
IIeHNs 3ajlauyl TIOCTOSIHHOTO PasBUTYS KOHCTAHT. HO [yIst 9TOro mpupeTcst OXXepTBOBATh IMOKOC-
ThI0 MHTEP(DeTicoB, O1arogapst KOTOPOIl B KJIaCCe MOXKHO Peajn30BaTh HECKOIBKO MHTEPdEIICOB, HO
paclIMpyUTh TOMBKO OAMH Kaacc. K 4ncty nprmedare/ibHbIX MIAOIOHOB LS pellieHyst Of00HOI 3a-
a4yt OTHOCKUTCS PACIPOCTPAHEHNE ITOCTABIIVKOM a0CTPAKTHOTO CKE/IETHOTO K/IACCa, PeaIn3yIoLIero
pasBuBatowuiicst nHTepdeiic. Takoil CKeleTHDII K/1acC MOXKeT BBIOOPOYHO Peasi30BbIBATD OffHI Me-
TOZbI ¥ IPMHYIUTEIbHO PaCHIMPATD KIACCHI 71 IPelOCTaBIeH)A KOHKPETHDIX pealn3alnit Ipyrux
MeToyoB. Tak, eciu B MHTEPQEIic BBOANUTCS HOBBII METOJ, CKEJIETHBIN K/IACC MOXKET IIPEJOCTABUTD
HeabCTPAKTHYIO 110 YMOTYAHNIO Pean3aLnio METOAA, KOTOPDIIT MOXKeT OBITh JOIOTHUTEIBbHO Iepe-
oIpefie/ieH B pacluupsomeM Kiaacce. VI Takoil CKeJIeTHBI KIacC NeMOHCTPUPYeTCA B IIPUBENEHHOM
HIDKe IpMMepe KOJa, He COOTBETCTBYIOLIETO IPUHATHIM HOPMaM 3alliUTHOIO NPOrPAaMMUPOBAHMA
Ha Java.
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public interface User {
boolean authenticate (String username, char[] password) ;
void subscribe (int noOfDays) ;
void freeService(); // BHEOPEHO MOCJIE OTKPHTOTO BHITYCKA
// npuxianHoro mHTepderica APT

abstract class SkeletalUser implements User {
public abstract boolean authenticate (String username,
char[] password) ;
public abstract void subscribe (int noOfDays) ;
public void freeService() {
// moBaBUTL Mo3mHee, NPEeNOCTaBUTL Peas3alyio
// ¥ elle pas BHITYCTUTH KJIACC

}

class Client extends SkeletalUser {
// peammszoBaTe Merons authenticate () u subscribe(),
// "o He MeTon freeService ()

}

HecMOTps Ha BCIO MOB3Y OT TAKOTO MA6/I0OHA, OH MOXET 0Ka3aThCsA HeOe30MaCHbIM, TOCKOIbKY
HOCTABIIMK, He MIMEIOLINIT IPefCTaBIeHNA 00 NCXOTHOM KOfie PaCIIMPAIONIEro K1acca, MOKeT BbI-
OpaThb peanM3anuio, BHOCALIYIO YA3BMMOCTH B 3allIUTY KIMEHTCKOTO IIPUK/IaHOro nurepgeiica APL

PeweHne, cooTBeTCTBYIOLIEE NPUHATHIM
Hopmam (pa3bueHue Ha mogynu)

Bornee copeplieHHOE IPOEKTHOE PellleHMe COCTOUT B TOM, YTOOBI 3apaHee IIPeLyCMOTPETh I1ep-
CIIeKTVBHOE Pa3BUTIE MPEJOCTaBIAMbIX YCIYT. basoBble PyHKIMOHATbHBIE BOSMOXKHOCTH JJOIIXK-
HbI OBITh pea/ln30BaHbl B MHTepdelice User. B kauecTBe MX pacIIMpeHMs B JAaHHOM CIydae MOXeT
HOTPe6OBAThCS TOBKO CpoyHast ycmyra. V i Toro 4ro6bl BOCIOIB30BATHCS HOBOI OeCIIaTHOM
YCIIyTOl1, B CYLIECTBYIOIIEM KIacce MOXKET OBITh 3aTeM BBIOPAHO OffHO U3 [BYX: pean3alysi HOBOTO
uHTepdeiica FreeUser WU NMONTHOE UTHOPUPOBAHNE STON YCITYTH.

public interface User {
boolean authenticate (String username, char[] password) ;
}

public interface PremiumUser extends User {
void subscribe (int noOfDays) ;
}

public interface FreeUser {
void freeService();

}

PelueHune, cooTBeTCTBYIOWEE NPUHATLIM HOPMaM
(NnpeBpalLeHne HOBOro MeToAa B HENCMOMb3yeMblii)
HPYFOC penienne, COOTBETCTBYIOIIEE ITPMHATBIM HOPMaM 3alIUTHOTO INIpOrpaMMNpoOBaHNsA Ha

Java, cocTouT B TOM, YTOOBI CreHEpMPOBATD UCK/IIOYEHIe B HOBOM MeTofie freeService (), onpe-
IeIEHHOM B PeanM3yIolieM ero MoJKIacce.
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class Client implements User {
public void freeService() {
throw new AbstractMethodError () ;

PeweHue, cooTBeTCTBYHOLEee NPUHATbIM HOpMaM
(,qenervlpOBaHme peannsaymn HOBbIX METOA40B nop,KnaccaM)

Ele oflHO BO3MOXHOE, XOTS 1 MeHee I'MOKoe pellleHNe, COOTBETCTBYIOIee IIPUHATLIM HOPMaM
3alMTHOTO IIPOrPaMMMPOBAHYA Ha Java, COCTOUT B TOM, YTOOBI JIe/IETMPOBATh Peau3aliio MeToa
HOJK/IACCaM, IIPOM3BOIHBIM OT K/Iacca, B KOTOPOM peannsyeTcs 6a3oBblil nHTepderic.

abstract class Client implements User {
public abstract void freeService();
// menervpoBaTb peayM3alLyio HOBOT'O METOLAa MOAKJIAaCCaM
// IpyTve KOHKPETHHE peamsalym

}

MNpumeHnmocTb

Ec/nu He ony61mKoBaTh ycTOM4MBbIe, 6€3yKOPU3HEHHbIE MHTEPQENICh, TO MOTYT ObITh Hapyllle-
HbI KOHTPAKTBI C Pea/lM3yIoLIMMI UX KJIACCaM, “3acopeH” NPUKIanHoil nHTepderic AP, a Bo3MOX-
HO, ¥ BHECEHBI YA3BMMOCTH B 3allIUTY peaM3yIoIX UX KIacCOB.

Bbubnuorpadus

[Bloch 2008] Item 18, “Prefer Interfaces to Abstract Classes”
[Long 2012] THIO1-J. Do not invoke ThreadGroup methods

m 36. MnwwnTe Kog, yao6HbIN ana “cbopkn mycopa”

Cucrema “cOopky Mycopa” B Java IpefOCTaBIAeT 3HAYUTENbHbIC IIPEUMYIeCTBa 110 CpaBHe-
HMIO C IPYTMMM SA3BIKAMY IIPOrPaMMUPOBAHNA, Iie TaKas CicTeMa OTCyTcTByeT. CucreMa “cOopkm
Mycopa” IIpefiHa3HAYeHa JI1 aBTOMaTHYECKOTO OCBOOOX/IeHNA HeOCTYIIHOM 00/IaCTy ITaMATH U
IpefOTBpAIeHNs yTedeK maMATH. HecMOTpsl Ha TO YTO TaKas CHCTeMa BIIOJIHE CIIOCOOHA CIpa-
BUTBCA C TIOJ0OHOI 3aj1aueil, 3T0YMbIIICHHNK MOXKET Ha4yaTh aTaKy THIA OTKa3a B 0OCTyXMBaHNUN
Ha cucTeMy “cO0pKM Mycopa’, BHEIPUB, B YACTHOCTY, KOJ /L1 aHOMA/IbHOTO BBIfIe/IeHUSA [[YIHAMU-
YecKoil 06TacTy MAMATY VJIM YPE3MEPHO IMPOJO/KUTENIBHOTO YAePXKMBaHUA 00BEKTOB B OIlePaTHB-
Holl mamsATy. Hampumep, B HEKOTOPBIX BEPCUAX CUCTEMBI “COOPKM Mycopa” MOXKeT HOTpeOoBaThCs
OCTaHOBKA BCEX MCIIOMHAIOIXCA IIPOLIECCOB JIA CBOEBPEMEHHOI 00pabOTKM BXOJALINX 3aIIPOCOB
Ha BbIJIe/IeH)€ OIePATUBHOJ NaMATY, NPUBOJAILee K HOBBIIIEHNIO IHTEHCMBHOCTI OINlepaluii 110
YIPaB/IeHNIO MHAMUYECKOil 06/1acThI0 MaMATH. VI B 9TOM ciydae pesKo IajjaeT IpOU3BOJNUTE/b-
HOCTDb CHCTeMBI.

B yacTHOCTH, CHCTEMBI peaTbHOTO BpeMeHM YA3BUMBI K 60JIee M30LIPEHHOI aTake TUIIA OTKa3a B
006CTy>KMBaHMM, IPOHMKAIOLIE! B CUCTEMY ITyTeM KpaXkKM IIMK/IOB LIeHTpa/lbHOro mpoueccopa (IIIT)
Y MeJJICHHO IPUBOJAIIEI B IIOCTEIICHHOMY MCYEPIIaHMIO OIepaTHBHOM maMATH. CoBepIIaloNit
aTaKy 3/7I0yMbILIICHHNK MOXKET PacIpele/MThb OIlepaTMBHYIO IaMATb TAaKUM 00pa3oM, 4TOOBI pe3KO
YBEIVYUTD IOTPebIeHNne CUCTeMHBIX pecypcoB (Hampumep, LTI, sHepruu sapsafa akKyMy/lIATOPHO
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Garapey ¥ ONEPAaTUBHON ITaMATHU), He BbI3bIBasA OMMOKy THa OutOfMemoryError. Hamucanue
KOJia, Y0OHOTO 1 “cOOpKM Mycopa’, OrpaHMYMBaeT MHOTMeE Iy TH Ji/I IIPOHUKHOBEHNA MOJO0HbIX
aTakK B CUCTEMY.

MpumeHanTe HensmeHseMble 06BHEKTbI C KOPOTKUM CPOKOM [eiCcTBUA

Haunnas ¢ Bepcun JDK 1.2 3arparsl Ha BbIfjeieHNe [IAMSTI B cucTeMe “COOPKI Mycopa PasHBIX
IIOKOJIEHNIT” COKPALeHbl, KaK [IPABIIO, O YPOBHsL, Hybke deM B si3bike C mnu C++. CokpaiieHne
O7{0OHBIX 3aTPaT B CUCTEME ‘COOPKM MYCOpa pasHbIX IOKOIEHNUIT JOCTUIAeTCsl Omarofaps rpyi-
[MPOBAHNIO OOBEKTOB 10 OTAEIbHBIM [IOKOJIEHNAM, TIpHYeM 6ortee M01000€e noKoneHUe COCTOUT 13
00DEKTOB € KOPOTKUM CPOKOM ferictBus. CucreMa “cOOpku Mycopa” 0CBOOOX[AeT OLEepaTUBHYIO
[aMSTh OT MOJIOJOTO TIOKOJIEHNsI Y)Ke HefericTByommx 06bpextoB [Oracle 2010a]. YcoBepieHcTBO-
BaHHbIE A/ITOPUTMBI “COOPKIM Mycopa” IO3BOJISIIOT COKPATUTh 3aTparhl Ha “‘COOPKy Mycopa” HpOIIop-
[IVIOHAJIBHO KOJIMYECTBY AEMCTBYIOLIMX 0ObEKTOB B MOJIOZOM ITOKOJIEHNN, & He KOIMIECTBY 00beK-
TOB, JyI1 KOTOPBIX OblIa BbIfie/leHa OllepaTUBHAsA MaMsATh, HAaUMHAs C MOMEHTa HOC/IefHell “cOOpKu
mycopa’.

Crnepyet, OfHaKO, MMETb B BUAY, YTO OOBEKTHI 113 MOJIOJOTO IIOKOJIEHN, IO/ITO COXPAHSIIOLIe-
Cs1 B OIEPATUBHOM MAMATH, CIUTAIOTCS 00/I20MCUBY UMY Y TIEPEBOISITCS B PAsPsL 00/120MCUBYU4e20
nokonenus. JInib HeMHOTVe 0O'BEKThI 113 MOJIOIOTO TTOKO/IEHNA TIPOJOJDKAIOT CYILIeCTBOBATD O Crle-
LYIOLIETO IMK/Ia “COOPKM Mycopa’, a OCTa/IbHbIe IIOATOTABINBAIOTCA K “‘cOOpKe Mycopa” B IIPEfCTO-
ameM uukie [Oracle 2010a].

braropaps cucreme “cOOpKM Mycopa pasHBIX IIOKOJIEHMIT IPUMEHEH)e HeM3MeHAeMBIX 00beK-
TOB C KOPOTKJIM CPOKOM [ ICTBYSI, KaK IIPaBIIO, OKa3biBaeTcs 6ojee 9 deKTNBHbIM, YeM M3MeHsIe-
MBbIX 0O'BEKTOB C ITUTEIbHBIM CPOKOM JIJICTBISL, B TOM 4MCTIe U Iy/Ia 00'beKTOB. VIcKmodeHne mmyna
00BEKTOB MOBBIIIAET 3P PEKTUBHOCTD CUCTEMBI “cOOpKM Mycopa’. ITy/ibl 00bEKTOB BIEKYT 3a CO00IT
JIOTIOJIHUTETIbHbIE 3aTPAThl U PUCKM, IOCKOIBKY OHY CIIOCOOHBI 3aTPYAHUTD CHXPOHU3ALMIO M MO-
IYT MOTPe6OBATD SBHOTO yIIPaB/IEHNS IIPOLIECCOM OCBOOOXK/IEHVsI OLIEPATUBHOI MaMATH OT 00beK-
TOB, A TAK)Ke BBI3BATh OCTIOXKHEHIsI, CBsI3aHHbIE C MOSIBJIEHMEM BUCIYNX YKa3aTelell.

Kpome Toro, onpezenenne onTMMaabHOro o6beMa OnepaTuBHOI MAMATHU /IS pe3epBUpPOBaHIsA
nyna 06beKTOB MOXKET OBITh 3aTPYAHEHO, OCOOEHHO 9TO KaCaeTCsi OTBETCTBEHHOTrO Kofa. [loatomy
IpYMeHeHNe M3MeHsIeMbIX 00'beKTOB C [UIUTETbHBIM CPOKOM HeJICTBYs OCTAETCS IPYeM/IEMbIM B TeX
CITy4asix, KOI/ja Bble/IeHNe ONepaTUBHOM [IAMSTH /Il 00BEKTOB OKa3bIBAeTCsI 0COOEHHO 3aTPaTHBIM
(HarmpuMep, IIpy COEVHEHNI HECKOIBKIX TaO/INIIL 13 PasHbIX 6a3 JAHHBIX). AHAJIOTMYHO IIy/IBI 00D-
€KTOB SIB/LIOTCS TIOAXOSIIVIM IIPOEKTHBIM pellleHneM, KOIfa OObeKThI IIPECTAaB/IAI0T OrPaHNYeH-
HbIe PeCypChl, HAIIPUMeD, IY/Ibl IOTOKOB ¥ COEVHEHMIT ¢ 6301 JAHHBIX.

M36erante KpynHbiXx 06bEKTOB

BoifienieH1e onepaTUBHOI aMATH /I KPYIHBIX 00'bEKTOB SBJIACTCS 3aTPATHOI OIlepalyeil OT-
YacT IOTOMY, YTO 3aTPAThl HA MHULIMAMM3ALMIO UX [I0JIEfl OKA3bIBAIOTCS [POIOPLYOHA/IBHBIMY UX
pasmepam. Kpome Toro, qacroe Bbijie/leHne ONEPATUBHON IIaMATH /A KPYIHbBIX 00BEKTOB Pa3HbIX
pasMepoB MOXKET BbI3BaTh MX (PParMEHTALMIO WLV 3aTPYSHUTD BBIIOMHEHVE YIVIOTHAIOLINX Olepa-
it “cbopku mycopa’.

He BbI3bIBaliTe cuctemy “c6opku mycopa” ABHbIM 06pa3om

Cucremy “cOopkm Mycopa” MOXKHO BBI3BaTb ABHBIM 00pa3oM ¢ IIOMOIIbI0 MeTofia System.gc ().
J XoTA B OKYMEHTAIMM TOBOPUTCH, YTO NpPYU BBI30BE JAHHOIO METOJa BBIIONHAETCA “‘cOOpKa
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Mycopa’, B TO >Ke BpeMs HUKaK He rapaHTMPYyeTcs, 9To “‘cOopka Mycopa” BooOb1ie Oy/eT BbIIOTHEHA
M KOIZja MMEHHO 3T0 IponsoiigeT. Ha caMoM mere BbI30B MeTofa System.gc () HO3BOJIAT JIUIIb
npednonoxump, 4To “c6opka Mycopa” OymeT BBIIIOIHEHA BIOCIEACTBUMU. A BUPTYaIbHas MallyHa
JVM MoxeT BIO/IHE IPOUTHOPUPOBATh TAKOE MIPEMIION0KEHNE.

Taxkum 0b6pasom, GezomeemcmeenHoe UCHONL308aAHUE TAKOI BO3MOXXHOCTI CIIOCOOHO 3HA4U-
MenbHO NOHU3UMb TIPOU3BOUTENBHOCTD CUCTEMBI, ecn “cOopka Mycopa” OyAeT HauMHATbCs
B HEIIO[XOJsIIIe MOMEHTHI, @ He OXKUAATh YA0OHBIX MOMEHTOB, KOIZla MOXXHO OyzeT Oraromo-
JTy4HO IIPOU3BECTH ‘COOPKY Mycopa” 6e3 CyleCTBEHHOIO BMEIIATe/IbCTBA B XOJ BLIIIOTHEHIA
IPOrPaMMBl.

B Bupryanbnoit mamuue Java Hotspot VM, npumMeHsemMoit 10 yMOITYaHUIO, HAUMHAS C BEPCUM
JDK 1.2, BbI30B MeTozia System.gc () MpUHYX[aeT K sBHOI “cbopke Mmycopa’. Ilofo6HbIe BHI3OBbI
MOTYT OBbITh ITyOOKO CKPBITHI B Hefipax 6MOIMOTEK, YTO 3aTPy[HAET UX OTCAeKUBaHue. Jjia Toro
4TOOBI IIPOUTHOPUPOBATD BBI3OB CUCTEMBI “COOPKM Mycopa” B HOLOOHBIX C/Iy4asiX, CIIEyeT UCIIOTIb-
30BaTh apaMeTp KOMAaHIHOI CTpoKu —XX:+DisableExplicitGC. A Bo usbexaHue [INTeIbHBIX
IPYOCTAHOBOK Ha BpeMsI BBIIIOTHEHNs [IOJTHOM “COOPKM Mycopa” MOXeT ObITh 3alIylleH MeHee OT-
BETCTBEHHDII MTapa/I/IeIbHBII IUK/I C IOMOLIBIO ITapaMeTPpa KOMaHAHOM CTpokM —XX:ExplicitGC
InvokedConcurrent.

MNpumeHnmocTb

3noynorpebieHne cucreMoit “cOOpPKM Mycopa” MOXKET IIPUBECTY K 3HAYNTEBHOMY CHVDKEHIIO
IPOM3BOJUTEIBHOCTH. VI 9TO 06CTOATENIBCTBO MOXKET OBITH VICIIOIb30BAHO J/IA aTaKM TUIIA OTKa-
3a B obcnyxusanun. Yassumocts GERONIMO-4574 B Be6-cepBepax Apache Geronimo n Tomcat,
0 KOTOpOIt coobuanoch B MapTe 2009 roza, BOZHUK/IA B Pe3y/IbTaTe TOTO, YTO OOBEKTHI JAHHDIX,
IpefHa3HaYaBInnecs A/t 06paboTKM cpefcTBaMu Knacca PolicyContext, ycTaHaBIMBAIICh B HO-
TOKe U BOOOIIIe He 0CBOOOXK/IA/INCh, I B KOHEYHOM UTOTe OHY OCTABAINCh B ONEPATUBHON MaMATU
[IO7IblIIe, YeM TPe6OBaIoCh.

Kora npuao>xeHue IPOXOJUT HECKONBKO CTAMIMIL, BKIIOYAsA MHUIMAIN3ALNIO U HOTOTOBKY K
paboTe, B IPOMEXYTKAX MEX/Y ITUMI CTALMSAMM MOXKET TOTPeOOBATHCS YIUIOTHEHNE AVMHAMIYEC-
Koil obmacty maMATH. B IOJOOHBIX CrTy4asx MOXKeT OBITh BBI3BaH MeTOZ System.gc (), mpu yc-
JIOBMY, YTO B IPOMEXYTKAX MEX/Y CTaAVsIMI HACTYNAET ITOAXOSINIT MOMEHT, He OTMeYeHHBII
HUKAKVMU IIPUMeYaTeIbHBIMU COOBITUAMIL.

Bubnuorpadusa
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