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06 aBTOpax

®dotmoc (Poruc) Yanmuc (@ithilgore) paboraer Hag 6e30MacHbBIM U Ha-
JeSKHBIM OOIIMM MCKYCCTBEHHBIM MHTe/IeKTOM (AGI) B OpenAl.TIpeskme oH
3aHMMAJI JOJKHOCTD IVIABHOTO MHKeHepa o MH(POpMaIMoHHOI 6e3o0mac-
Hocty B Mayo Clinic, rme mpoBoauI TEXHMUECKYIO OLIeHKY 6€30TacHOCTI
MEeIUIIMHCKUX YCTPOICTB, CUCTEM KIMHUYECKON TTOANEPKKM Y KpUTHUYe-
CKM BaskHOM MHGpaACTPyKTyphl 3apaBooxpaHerHus. C 2009 roma BXomwt
B OCHOBHYI0 KOMaH[y paspabotumkoB Nmap, Hammcana Ncrack rmom pyko-
BoacTBoM I'opmoHa «Depopa» JlaiioHa, aBTOpa MCXOAHOM Bepcuy Nmap,
B XOfle MHUIIMATUBHON mporpaMmmbl Google Summer of Code. Briocnen-
CTBMM BBICTYIIAJI HACTABHMKOM B ITpoekTe Nmap Bo BpeMst Google Sum-
mer of Code 2016 u 2017 roma, co3man Bumeokypc o Nmap. Vcciemosa-
HMe ceTeBol 6e3omacHocTy DoTyca YaHIyca BKIIOYAET MCIIOIb30BaHMe
TCP Persist Timer (BbI MOJKeTe HaliTV €r0 CTAThIO 11O TEME, OITyOIMKOBAH-
Hy10 B Phrack N2 66) 1 n3o6peTeHue CKpbITOI aTaky CO CKAHMPOBAHMEM
TIOPTOB IyTEM 3JIOYIIOTpebeHusT mpoTokoaomMm XMPP. @oTuc yyacTBOBaI
B pPas3IMUHbIX KOHPepeHIMIX mo 6e3omacHocTu, BKaodas DEF CON. Oc-
HOBHBbIE €r0o paboThI IIPeICTaBIeHbI Ha €T0 caiiTe https.//sock-raw.org/.

HNoaunnuc Cramc (@Einstais) — crapmmii mccaeqoBaTesib B 061aCTu
WT-6e30macHOCTY ¥ PYKOBOOMUTENb KpacHoi Komauabl CENSUS S.A. -
KOMIIAHMM, TIpe[Jiaraiolleil Ccrenyaau3MpoBaHHble YCIYTM B 061acTH
K1b6ep6e30MmacHOCTM KIMEHTaM IO BCeMy MMpY. MOaHHMC y4acTBOBA
6oee yem B 100 mpoekTax IO OIleHKe 6e30ITacHOCTH, BKIIOUAs] OIIEHKY
ITPOTOKOJIOB CBSI3M, CETEBBIX ¥ MOOVITBHBIX 6AHKOBCKMX YCIIYT, TJIATEKHBIX
cucreM NFC, 6aHKOMATOB M CUCTEM TOUYEK MPOJAK, KPUTUUECKY 3HAUM-
MOT'0 MEeIUIIMHCKOTO 060pymnoBaHus 1 perternit MDM. ITomyuns cTereHb
MarucTpa B 06/1aCTV KOMIIBIOTEPHBIX CCTEM B AQMHCKOM YHUBEPCUTETE.
B Hacrosmee BpeMs ucciemoBaHust MloaHHMCca COCpeIOTOYEHbI Ha paspa-
60TKe aJITOPUTMOB MAIIMHHOTO O0YUYeHMS JIs YIyUIIeHMsT aHaau3a ysi3-
BMMOCTE, Ha yCOBEPIIEHCTBOBAHMUM (PEIMBOPKOB JISI MCCIEIOBAHNUS
YSI3BMMOCTE/I MEeTOHIOM TI'py0OOo¥ CMJIbI M M3YUYEeHUM COBPEMEHHBIX YTPO3
MOOWIbHBIM U BeG-TipuioskeHMsIM. Mloanunuc Crauc MpeacTaBisii CBOU
MCCIeoBaHMs Ha KOH(epeHIusX 1Mo 6e30MacHOCTH, TakuX Kak Black Hat
Europe, Troopers NGI u Security BSides Athens.

06 aBropax 15


https://sock-raw.org/

O coaBTOpax

IMaynuuo KanbgepoH (@calderpwn) — aBTop MyGnmMKauuii ¥ MesKayHa-
POIHBII crivKep, 6osee 12 jeT paboTaromiuii B 06;1acTy 6e30MMacHOCTH ce-
Teit ¥ MpuaokeHuit. OH BBICTYIIaeT Ha KOHPEPEeHINSIX M0 6€301macHOCTH
1 BMecTe co crienuanucramu Websec — dbupmbl, ocHoBaHHO# UM B 2011
romy — KOHCY/IbTUPYeT KoMmaHuy u3 crucka Fortune 500, a cBo6omHOe
OT paboThl BpeMs IIPOBOIUT B OJIasKkeHHOM OTIbIXe Ha IUIskax Kocyme-
nst (Mekcuka). ITayiMHO — GOJMBIION TOYUTATETh TTPOrPAaMMHOT0 obecre-
YeHMs C OTKPBITHIM MCXOIHBIM KOAOM M yU4acTBOBaJ BO MHOTUX ITPOEK-
Tax, BKiaoyass Nmap, Metasploit, OWASP Mobile Security Testing Guide
(MSTG), OWASP Juice Shop n OWASP IoT Goat.

EBanrenoc [deupmeHnorny (@edeirme) — crmenyanuct mo mHGOpP-
MaIMOHHOJ 6e30MacHOCTM, MHTEPECYIOIINIICS pelleHneM MacIITaOHbIX
mpo6ieM 3aIuThl. PyKoBOAMI paboToii 1o obecrevyeHnio Kubepbesomnac-
HOCTY (DMHAHCOBOTO TEXHOJIOTMYECKOTo cTapTamna Revolut. Unen Coobiie-
cTBa cBOGOMHO pacrpoctpansemoro IO ¢ 2015 roga; BHec BKIang B pas-
pabotky Nmap u Ncrack. B HacTosiee BpeMs MUILIET AUCCEPTALIAIO TI0
K1b6ep6e30MmacHOCTH, Yaesistst 0cob0e BHMMaHMe aHaIM3y UCXOIHOT0 Koja,
KOTOPBIi OH IIPUMEHSIT B paboTe CO MHOTMMM KPYITHBIMY ITOCTaBIIMKAMM
texHojoruit CIIIA, komnanusavu u3 crmcka Fortune 500, huHaHCOBBIMM
Y MEIVLIMHCKUMU YIPEKIeHUSIMMA.

Bo Byac (@beauwoods) — HayuHbIl COTPYAHUK 110 MHHOBAIUSM B 06-
JIaCTY K1ubepOe30MnacHOCTY B ATIIAaHTUUYECKOM COBETe, JIMIep OBVIKEHUS
I Am The Cavalry. OcHOBaTenb U reHepalbHbIV AupeKTop Stratigos Se-
curity; BXOOUT B ITpaBjieHue psija HeKoOMMepUYeCcKuxX opraHnusanuii. B cBo-
eit paboTe, KoTOpasl MpKU3BaHa HAJAAUThb KOHTAKT MEXKIy COOOIecTBa-
MM, 3aHMMAaIOIIVIMICS MICCIeIOBaHeM 6e30MacHOCTH, U COO6IIecTBaMm
MyOIMYUHBIX TTOJIUTUK, OH CTPEMUTCSI K TOMY, UTOOBI JII00ast ceTeBast Tex-
HOJIOTMSI, CITOCOOHAs YKpemnmuTb 6e30IacHOCTh UeloBeKa, 3aciayKuBajia
IloBepus. B MponuioM cOTpyaHMUK YIIpaBiaeHMs 110 CAHUTApPHOMY HaJi30-
Py 3a KauecTBOM ITUILEBbIX TPOAYKTOB U MenukamMmeHTOB CIIIA, riaBHbI
yopasJsitonuii KoucyabTaHT Dell SecureWorks. ITociieHe HECKOBKO JIeT
MIPOBOAUT KOHCY/IbTalUM B chepe SHepTreTUKU, 3paBOOXpaHeH s, aBTO-
MOOMIECTPOEH NS, aBMALIVIN, JKeJIe3HOJOPOKHOTO TPAHCIIOPTA U MHTepHe-
Ta Beleil; COTPYIHMYAET C UCCIeIoBaTeNsIMU K16ep6e3onacHoCTH, pas-
pabotumkamy UT-ToAUTUK U BenbiM JoMoM. SIBisieTCsl aBTOPOM psina
MyOGIMKALINIA, YaCTO BBICTYIIAET Ha MTyOIMUHBIX MEPOIIPUITUSIX.
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O TexHu4yecKkoM obo3peBarene

Aapos I'vcmas (Aaron Guzman) — oOgMH U3 aBTOPOB «PyKOBOJCTBA I10 Te-
CTUPOBaHMIO 6€30TaCHOCTY NHTEPHETA Bellleii», TeXHUIEeCKIUI PYKOBOOM-
Tejb TPyIIIbI 6e3ormacHocT Cisco Meraki. B pamkax mpoektroB OWASP [oT
1 Embedded Application Security Bo3riaB/iseT MHUIIMATUBBI C OTKPHITHIM
MCXOOHBIM KOZOM, KOTOpbIe MOBBIIAIT OCBELOMJIEHHOCTb O CTPAaTEerMsIx
3alMThI MHTEPHETA Belleil ¥ TeM CaMbIM CHMKAIOT IIOPOT BXOJa B OTPacib
3amuthl [0T At criennanucToB. AapoH I'ycmaH — compefcenaTennb pabo-
yeii rpynnsl Cloud Security Alliance mo IoT u TexHUYecKuii pelieH3eHT
psiia KHUT TI0 6e30TacHOCTY MHTepHeTa Bemleil. IMeeT MMPOKMIA OTIBIT
MyOIMYHBIX BBICTYIUIEHU, TIPOBO/IS TIPE3eHTAlMM Ha KOHGbEPeHIUsX,
TPEHVHIM U CeMMHaphbl 10 Bcemy Mupy. Cnenure 3a ucciaenoBaHusaMy Aa-
poHa B TBUTTepe: @scriptingxss.
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BCTYNMUTENbHOE
C/Z10BO

CoBpeMeHHbIe MMPOTPaMMbl 6€30MTaCHOCTHM MpeIHa3HaueHbI 1JisI 60PbObI
C TPaAMIIMOHHBIMM yIPO3aMu Ha mpennpusituu. Ho TexHomorumu pasBu-
BaIOTCSI C TAKOI CKOPOCTHIO, YTO BBISIBJISITh YTEUKY JAHHBIX OpraHU3aun
CTaHOBUTCS BCE TPy HEE.

PoxkeHre MHTEpPHETa Bellleil B OJHOUAChe MPEBPATUIIO TPaAUIIVIOH-
HbIe MMPOV3BOACTBEHHbBIE TTPEANIPUSITHSI B KOMITAHUY 110 pa3paboTKe mpo-
rpaMMHOro obecriedeHust. OHM HavaguM KOMOMHMPOBATH MHTEIPUPOBAH-
HOe ammnapaTHoe o6ecrieuenuie u 10 [y1s1 IOBbIMIEHUS 3PGHEKTUBHOCTI
CBOMX TIPOMYKTOB, OOGHOBJIEHMIA, TTPOCTOTHI MCITOIH30BAHNSI I PEMOHTO-
MPUTOMHOCTU. VICTIONb3yeMble, KaK MPaBWIO, B BaKHBIX MHOMPACTPYKTY-
pax — AoMa WM B KOPIIOPATUBHBIX CETSIX, — 9TU YCTPOICTBA ITPENOCTaBUIN
HOBBIIT psifi GYHKIIMIT ¥ IPUCTIOCOOIEHMI, 06/IErYaloIMX HAITY JKU3Hb.

OmHAaKO 3TU «UepHbIe SIMKW» TTPUHECTY HaM U HOBbIE MCIIBITAHUSI.
CosgaHHbIe CHEIUATUCTAMY, MPOAYMbBIBAIOIIVIMM JIUIIb TEXHUYECKYIO
CTOPOHY, OHU TOYTH HE MHTErPUPYIOTCS B cUCTeMy Ge3oracHocTu. OHU
MOJIBEPIVIM HAIIY XKV3Hb HOBBIM yIp0O3aM U MPEeNOCTaBUIM BXOAbI B UH-
(dpacTpyKTypy, KOTOpOJi paHblile He 6bUI0. TaKkye yCTpoiicTBa 10 CUX TIOP
MPAKTUYECKU HE OTCIEKMBAIOTCS M COMEPSKAT PSII YSI3BUMOCTEIA, TaK UTO
MbI YaCcTO He 3aMeyaeM BTOPXKEHUS B UX paborty. [Ipy BhIIBIEHUN YTPO3
OpraHu3anyuy moJo6HbIe YCTPOICTBA HE IPMHMMAIOTCSI B paCUeT — YacTo
UX JaXe He OTMEYAIOT B CIMCKe 060PYAOBaHMS, TIOAJIEKAIIETO BHYTPEH-
Heli TpoBepKe 6e30TacHOCTH.

«ITpaKTUYeCKUiT XaKMHT MHTEPHETA Belleii» — 3TO He TIPOCTO OUepes-
Has KHUTa 1o 6e30IMacHOCTHM: 37ech 06CyRmaeTcs: Guiaocodust TeCTUpPO-
BaHMsI 6e30MaCHOCTM M TOKa3bIBAETCS, KAK HAM HYKHO M3MEHUTb CBOE
OTHOIIIEH)E K MOJK/IIOUEHNI0 TEXHUKHU Y ce6st JoMa U Ha MPeIIpUSITUSX,
YTOOBI HAWJTYYILIUM 00pa3om cebst ob6e3omacuTb. MHOTVIE KOMITAHUM-TIPO-
U3BOIUTENY HE YUUTHIBAIOT BOIPOCOB 0E30MacHOCTM Mpu pa3paboTke,
a B pesy/bTaTe CO3/laBaeMbie CUCTEMbI OUEHD YSI3BUMBI JIJIS1 aTak. Takue
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YCTPOICTBA MOKHO HATU TIOUTHU B Kaskaoii chepe Haleit xxu3Hu. HTEp-
HeT Bellleil BAMseT Ha BCe OTPAc/IM ¥ KOMIIaHUM, CO3aBasi pUCK, C KOTO-
PBIM GOJBIIMHCTBO OPTaHMU3AIMIi He B COCTOSIHUU CIIPaBUThCS.

BOBIIMHCTBO JIIOfIel He BIIOJHE TTOHMMAeT, KaKyie PUCKYU TasiT B cebe
YCTpOJCTBA MHTepHeTa Belleii. [IpMHATO cunTaTh, YTO pa3 OHU He CO-
IepskaT KOHQUAeHIMaIbHOM MHDOpMali, TO M He KPUTUYHBI JJIST KOM-
naHuu. Ha camoM fienie 3710YMBIIUIEHHUKM UCIIONB3YIOT 3TU YCTPOICTBA
B KaueCTBe CKPBITHIX KAHAJIOB B CETH, KOTOPbIe OCTAIOTCS He3aMeUeHHbI-
MU B TeUeHJe JOJITOr0 BpeMeHM U Be[lyT HeIlOCPe,CTBEHHO K YSI3BMMbIM
IaHHbIM. [IpuBeny npumMep mu3 IMUHOM NMpakTUKU. HenaBHO 51 yuacTBOBa
B pacciefoBaHUM MHUMIEHTA Ha KPYIIHOM IPOU3BOLCTBEHHOM IIpe-
npusTUU. Mbl 0OHAPYKWIYM, UTO 37O0YMBIIIJIEHHUKM TTPOHUKIU B Opra-
HM3ALMIO Yepe3 MporpaMMMpyeMblil jorndyeckuii KoHtposiep (IVIK).
OIMH 13 3aBOOB-IIPOM3BOAUTEIIEN IIPUBJIEKA CTOPOHHETO MOAPSIAUMKA
JIJISI M3TOTOBJIEHUSI YCTPOJCTB, U 3JIOYMBILIJIEHHUKY TIOTYUYUIN TOCTYII
K CHUCTeMaM 3TOro MoApsiTuuKa. B pesynbraTe 6ojee IBYX JIeT OHU MOT-
JIU pacropsKaThes Beeit nHbopmalmeit 0 KIMeHTaxX U JaHHBIMM KOMIIa-
HUM, O UeM HUKTO He 10TaIbIBaJICs.

[TJIK 6bL7T TOUKOJi BXOZA B OCTJIbHYIO YaCTh CETU ¥ B KOHEYHOM CUETE
OTKPBIBAJI TIPSIMOIA OCTYIT KO BCEM CHCTEMaM UCC/IeA0BaHMU U paspabo-
TOK KOMITaHUM, KOTOPbIE COMIEP3KaIN GOMBIIYIO UaCTh MHTE/IEKTYaIbHOM
COOCTBEHHOCTM U YHUKAJIbHBIX TaHHBIX. ATaka 6bUia 06HAPYKEHA TOJIBKO
MOTOMY, UTO OZ[VIH 13 3JI0YMBIIIEHHMKOB 10 HEOPEKHOCTY COPOCIIT UMe-
Ha [10JIb30BaTeJIeil U Iapoiy KOHTposljiepa JIOMeHa, UTO BbI3BAJIO CIydaii-
HBI c60¥ CUCTEMBI, TOTPe6OBABINNMIT PACCIEIOBAHMS.

ABTOpBI KHUTU «[IpakTHUeCcKuii XakKMHT VHTepHeTa Bellleli» B IepPBYI0
ouepenb HOKYCUPYIOTCS Ha TMTOHMMAaHMUM PUCKOB U YSI3BUMOCTeN, MoJie-
JUPYST YTPO3bl U ONUChIBasA 3(PGHEKTUBHYI0 METOLONOTMUI0 TeCTUPOBAHMS
YCTPOJCTB MHTEpPHeTa Beleil. KHura moBecTByeT O XaKMHTe 060pyHo-
BaHUS, CETH, pafguo U Bcelt MHPPaCTPYKTypbl MHTEpHeTa Beleit, a Tak-
’Ke 0 TOM, KaK aHa/JIU3UPOBATh BbISIBJIEHHbIE PUCKM IIyTEM TEXHUUYECKOM
OLIeHKM YCTPOWCTB. IIpn onucaHuu MeTOAO0B TeCTUPOBAHUSI YCTPOVCTB,
BXOJSIIIMX B CUCTEMY MHTEPHETA Bellei, MOJpOOHO PacCKa3bIBAETCS, UTO
HY)XHO JJIS1 CO3[aHMs TIPOrpaMMbl TeCTMPOBAHMSI B OpraHM3aliy U Kak
IIPOBOAVUTD IMPOBEPKY. JTa KHUTA IIPM3BaHA U3MEHUTb METOLbI OLleHKU
6e30MacHOCTY B GOJIBIIMHCTBE OPTaHM3al[Mii ¥ TIOMOYb JIyYIIIe IOHSITh PU-
CKJ — TeCTMpOBaHMe YCTPOICTB MHTEepHeTa Bellleil pacCMaTpUBaeTcs Kak
YacTb 3TOTO IpolLiecca.

PexoMeH1yI0 KHUT'Y BCeM TeXHUUYECKUM CIlelinaanucTaM, KOTopble Ipo-
MU3BOOAT YCTPOVICTBA MHTEPHEeTA Belleil, a TAaKKe BCeM, KTO I0b3YeTCs
TaKOBBIMU JIOMa MU Ha Tpennpusitu. IIockonbKy 6e301MacHOCTb CUCTEM
" 3a1uTa MHGOpMaIMu CeroqHs BaskHbl KaK HUKOT/IA, aKTYaabHOCTh TOI
KHUTY OueBUIHA. Sl ICKpeHHE paji ee MOSIBJIeHNIO, YUUThIBasI, Kakast pabo-
Ta 3a 9TUM CTOUT, ¥ YBEPeH, UTO OHA ITOCIIOCOOCTBYeT pa3paboTke Goee
6e30macHoi MHOPACTPYKTYPbl MHTEPHETA Belleli B OyIyIieM.

Ho1iB Kennenu,
ocHoBatesb TrustedSec, Binary Defense
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NMPEONCIIOBUE

Hamra 3aBMCHMMOCTb OT TEXHOJIOTMIA pacTeT 60iiee GbICTPhIMU
TeMIlaM¥, YeM Hallla CITOCOOHOCTh 3aIIUTUThL UX. TeXHONIO-
I'Y, KOTOpbIe, KaK MbI 3HA€M, He 3aCTPaxXOBaHbI OT BTOPKE-
HMSI 3JIOYMBIIIJIEHHVKOB, K&KIbIM JeHb Be3yT HAaC Ha paboTy,
0OCTY;KMBAIOT MeIyUpeskaeHus], HaOMIaaoT 3a HallMMK JOoMa-
MI... Kak OBepsITh 3TUM YCTPOICTBAM, €C/IM OHM He BIIOJIHE HaJeXKHbI?
AHanmuTuk no kubepbesornacHocTy KepeH Dinasapu ckasasia, YTO XaKe-
DBI — 3TO «MMMYHHAas cucTeMa b poBoii 3pbi». HaM HY>KHbI TEXHUYECKNU
TTOIKOBAHHbIE JIIOIY, KOTOPbIE MOTYT BBISIBJIITh YSI3BUMOCTY 1 MH(POPMM-
pOBaTh U 3aIUIIATh OGIIECTBO OT yiIep6a, CBI3aHHOTO CO B3JIOMOM MH-
TepHeT-cucteM. Hukora ere sta pabota He 6b1a HACTOJMBKO aKTya/IbHA:
CJIMIIIKOM HEMHOTME pacIioyaraloT HeoOXOAMMbIMY 3HAHMSIMM, HaBbIKa-
MU U MUHCTpYMeHTaMm'.
OdTa KHMUTa IIPU3BaHa YKPEIIUTh MMMYHHYIO CUCTEMY OOIIeCTBa, YTOOBI
JIyYIlle 3aIIUTUTD BCEX HAC.

Moaxon, NPpUHATBIN B KHUre

XaKuHT B Cd)epe MHTEpHEeTa Bemeﬁ — OUeHb mMMpPOKasa Tema, M B KHUTE
MCIIO/TIb3YyeTCA HpaKTI/I‘-IECKI/Iﬁ moaxoma K Heil. Mbl QDOKYCI/IDYEMCH Ha KOH-
oernouax M MeTogax, KOToOpbli€ ITOMOI'YT BaM 6bICTpO IIPUCTYIIUTD K TEC-

! Poccusi npyHMMaeT akTMBHOE yJacTye B pa3BUTUM MEXIYHAPOAHO 9KOCUCTe-
MbI MHTEpHeTa Beleii. B dpeBpane 2022 r. opuimaabHO Omy6IMKOBaH ME€PBBIi
MEeXIYHapOIHBIN CTaHAAPT MPOMBILIIIEHHOTO MHTEPHeTa Belleil, pa3paboTka
KOTOPOTO BeJach Mo uMHUIMatuBe «PocTenekoMa» Ha 6ase TEXHUUIECKOTO KO-
vutera (TK) mo cranpmaprtusauum 194 «Kubep-dusmyeckme cucrembi» Poc-
cTaHpgapTa npu noaaepskke MunHrnpomrtopra Poccun. CTaHAapT CTaHeT MJaT-
dbopmoii myis pasBuTus HaloHaIbHO TeXHOIOTMYeCKO MHuImaTnBbl (HTU)
u unudpoBoit 3KOHOMUKU. ETo yTBepskaeHMe COCTOSIIOCh Ha YPOBHE KITI0UeBbIX
opraHmsaumii — Me>xxayHapomgHOV OpraHu3anyy 1o CTaHmapTusanumu u Mesx-
JyHapopHoy snekTpoTexHuyeckoit komuceun (ISO/IEC). https.//iotas.ru/media/
day_theme/1365/.
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TUPOBAHUIO PealbHbIX CUCTEM, IPOTOKOJIOB M YCTPOVICTB MHTEPHETA Be-
1ieit. Mbl crieliuasbHO BbIOpay 11 IpUMepa MHCTPYMEHTHI U YSI3BMMble
YCTPOICTBA, UIMPOKO PaCIpoCTpaHeHHble U NOCTYIHbIE 10 IjeHe, UTOObI
BbI MOIJIV ITPaKTUKOBATbCSI CAMOCTOSITE/IbHO.

MbI Takoke MOATOTOBWINM 00Pa31ibl KOZA U SKCIUIONTHI, C KOTOPBIMMU BbI
MOJXKETE IMO3KCIIEPUMEHTHUPOBAaTh. OHM JOCTYITHbI Ha BeO-CaiiTe KHUTY 110
azpecy https.//nostarch.com/practical-iot-hacking/. [Ina ymo6cTBa M3ydeHUs
HEKOTOpbIe YIIpakHeHMs COTIPOBOXKIAIOTCS o6pa3aMy BUPTYaJTIbHBIX Ma-
IIMH. B HEKOTOPBIX IVIaBaxX MblI CChIIa€MCSl Ha MOMY/ISIpHbIe ITPUMEPHI C OT-
KPBITBIM MCXOJHBIM KOJOM, KOTOPBIE JIETKO HAliTU B MHTEPHETE.

[lepen Bamy He PYKOBOACTBO I10 IPMMEHEHMIO CPeACTB J/Is1 B37I0Ma MH-
TepHeTa Bellleil — KHUTa He OXBAThIBAET BCE aCIIEKThI 6e3011aCHOCTY MHTEP-
HeTa Bellleii, TOCKOJIbKY JIJIS1 9TOTO MOHaM06MIICS ObI TPYH, Ky[a GOJbIIEro
Maciuraba. I[TosToMy MbI B3sUM /ISl PACCMOTPEHMSI CaMble OCHOBHbIE Me-
TOMBI B3JIOMa 000pymoBaHMs, BKIouast Bzaumopeiictsue ¢ UART, I2C, SPI,
JTAG 1 SWD. MbI aHanmmM3upyeM pasanuHble ceTeBble IIPOTOKOJIbI MHTEPHe-
Ta Belllelt, yaensisi ocoboe BHMMaHMe TeM, KOTOpble He MPOCTO BaskHbI, HO
1 MaJio ucciaenoBainck paHee. Cpeayt Hux UPnP, WS-Discovery, mDNS, DNS-
SD, RTSP /RTCP /RTP, LoRa / LoRaWAN, Wi-Fi u Wi-Fi Direct, RFID u NFC,
BLE, MQTT, CDP 1 DICOM. Takske Mbl 006CYKIaeM peajibHble TTPUMEDBI,
C KOTOPBIMU CTAIKMBAIUCh B X07ie TPo(ecCMOHATBHOTO TeCTUPOBAHNS.

Ina koro npeaHasHayeHa 3Ta KHUra

He cymiecTByeT IBYX JTIO[Ei C OOMHAKOBBIMM BO33PEHMSIMU U OITBITOM.
Meskmy TeM aHaIM3 YCTPOVCTB MHTEPHETA Bellleil TpeGyeT HaBbIKOB ITpaK-
TUYECKM BO BCeX 00JIACTSIX, TOTOMY UTO 3TM YCTPOIICTBA COUETAIOT B cebe
BBIUMCIUTEIbHYI0 MOIIHOCTb M BO3MOXKHOCTY TTOAK/ITIOUEHNSI B CAMOM
pa3HOM pabouyeM OKpykeHMu. Mbl He MOKeM TIpeAyrafaTh, KaKkye IIaBbl
” dhparMeHTbl KHUTY YNTATENIb COUTET Hambosee MHTepecHbIMMU. Ho m0-
jaraem, 4To MpeAOoCTaB/IeHNe 3TUX 3HAHUI IMMPOKMUM CJIOSIM HaceIeHUsI
obecrieunT GOJbIINIT KOHTPOJIb TT0JIb30BATE/IeN Hall CTPEMUTEIBHO M-
POBU3UPYIOMIVMCS MUPOM.

MpbI HamMcaay KHUTY AJ1sI TeX, KTO TPodeCcCOHATbHO 3aHMMAeTCs B3J10-
MOM ¥ TIPOHMKHOBEHMEM B CUCTEMBI (TaK Ha3bIBAEMbIX TECTUPOBIINKOB
6e30I1aCHOCTH), HO OKMIAEM, UTO OHA OyIeT Moje3Ha U JPYTUM JTIOISIM |

e MCCIegoBaTeNb CUCTeM 6€30IaCHOCTY MOXKET VICIIOIb30BATh KHUTY
KakK CITPaBOYHMUK, pa361Mpasich C He3HAKOMbIMM ITPOTOKOJIAMM, CTPYK-
TypaMM JAHHBIX, KOMITIOHEHTaMM ¥ KOHIEMIIUSIMY MHOPACTPYKTYPbI
MHTEepHeTa Bellel;

® CHCTEMHBIN aAMUHUCTPATOP NPeNIPUITHS Y3HAET, KaK JIydlle 3a-
IIUTUTh PaboOUyIO Cpemy M aKTUBBI CBOEI OpraHM3aIun;

e MeHEeIKep IO MPOSYKIMY 03HAKOMUTCS C HOBBIMU OXUIAHUSIMU
KJIMEeHTOB B OTHOIIIEHMM YCTPOWCTB MHTEpHEeTa Bellleil M CMOXeT
Y4ecTb 9TO MpU pa3paboTKe, YMEHBIINB CTOMMOCTh IMTPOIYKTA U CO-
KpaTuB BpeMs ero BbIBO/IA HA PhIHOK;
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¢ CIIeIMaJIMCT IIO0 OII€HKe 6e30IacHOCTU OTKpOEeT HJIisd ce6s1 HOBbIE
HaBbIKMN, YTOOBI Jydiie 06CJIY)KI/IBaTI) K/IIMEeHTOB;

e JII0003HATENbHBIN CTYAEHT HalileT 3HaHMsI, KOTOPbIe TTIOMOTYT eMY
BBICTPOUTH Kapbepy B 06J1aCTH, CBSI3aHHOI C 3aIIUTO JTIOEIA.

Hacrosimias kHura HamucaHa B pacueTe Ha TO, YTO UMTaTe/b yMeeT pa-
60TaTh C KOMAHIHOM CTPOKO¥ Linux, 3HAKOM C C€TEBBIMM KOHLIEITLIVSIMUA
TCP/IP u RogupoBaHueM. IIpyu HEOOGXOOMMOCTY Bbl MOXKETe 00paTUThCS
K JOTIOJTHUTETbHBIM MaTepyasaM 110 B3JIOMY aIlliapaTHOTO 0becrieueHmsl,
tTakuM Kak kaura The Hardware Hacking Handbook (Colin O’Flynn, Jasper
van Woudenberg; ToTOBUTCS K BbIXOMy B M3gartenbcTBe No Starch Press).
CcbUIKM Ha IOTIOTHUTEIbHYIO IUTEPATypPy Bbl BCTPETUTE HIKE B HEKOTO-
PbIX IJIaBax.

Kali Linux

B GONMBIIMHCTBE yIIPakHEHUH, TIPE/ICTABIeHHBIX B KHUTE, VCIIONb3YeTCS
Kali Linux — caMplif MOy ISIPHBIN AUCTPUOYTUB Linux 1151 TeCTUPOBAHMUS
Ha B3JioM. Kali mocraBssieTcs ¢ pa3nuMuHbIMU MHCTPYMeHTaMy KOMaHIHO!
CTPOKM, KaKIOMY M3 KOTOPBIX MbI y[IeJMM BHMMaHMe TPU OCBeIeHUN
ompeneneHHbIX TeM. Ec/in BbI He pa3bupaeTech B OTepaliOHHO CUCTeMe,
pekoMenayeM nmpountatb KHUTY OccupyTheWeb. Linus Basics for Hackers
(No Starch Press, 2019) n u3yuuTb MaTepuaibl Ha caiite https./kali.org/,
a TaKkke MPOIITY GecIIaTHBIN Kypc https.//kalitraining/.

Yto6bl ycTaHOBUTH Kali, BOCIOMB3yiiTEeCh MHCTPYKIUSIMM Ha caiiTe
https.//www.kali.org/docs/installation/. [Ins1 yCTaHOBKY TIOJO¥IET J1t06AsT aK-
TyaJabHAast BePCUSl, OHAKO UMEITe B BUILY, UTO GOIBIIMHCTBO YIIPaKHEHU
nns Bepcuii Kali, o6HOBIsIeMbIX B mepuop, ¢ 2019 mo 2020 roa. Ber Mo-
sKeTe MoIpo6oBaTh cTapblie o6pasbl Kali Ha http.//old.kali.org/kali-images/,
€U Y BaC BO3HUKIIU TTPOGJIEMBI C YCTAHOBKOI KaKOT0-IM60 MHCTPyMeH-
Ta. B HOBbIX Bepcusx Kali mo ymonuaHMIO yCTaHABAMBAIOTCS He BCe MH-
CTPYMEHTHI, HO BbI MOXKETe J0OaBUTh UX C IOMOIIIbI0 MeTarnakera kali-li-
nux-large. UTo6bI yCTAaHOBUTD €T0, BBEAUTE B TEPMITHA/IE KOMAHY:

$ sudo apt install kali-linux-large

Mbl Takke pekomeHayem 3amyckaTh Kali Ha BupTyanpHON MalinHe.
[Tonpo6HbIe MHCTPYKIIVY BbI HalimeTe Ha Be6-caiiTe Kali, a Ha pa3nuuHbIx
OHJIAITH-pecypcax paccKa3bIBaeTCs, KaK 3TO CHeNaTh ¢ MoMoIsio VMware,
VirtualBox mim Apyrux TeXHOIOTWI BUPTYaIN3aIn.

CTpyKTypa KHUIMM

Knura coctout u3 15 miaB, KOTopble YCIOBHO pa3zesieHbl Ha MATh yacTei.
B ocHOBe cBoe’t I71aBbl HE3aBUCHUMBI JPYT OT APYTa, HO B HEKOTOPBIX U3 HUX
TIPUBOZSTCS CChUIKM Ha MHCTPYMEHTHI MM KOHIIETLINY, TIpe/ICTaB/IeHHbIe
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BBbIIIIE. HOBTOMy, XOTS MbI CTPEMMJINCH COETATh GOJIBIIMHCTBO IJIaB aBTO-
HOMHBIMH, pEKOMEHAYEM UNUTATb KHUT'Y IT0C/IeA0BATE/IbHO.

Yacts I «<Yrpo3sl B Mupe MHTEepHeTa Beuenin»

I'maBa 1 «be30mMacHOCTh MHTEpPHETa Belleii» — 3TO CBOeOOpa3HbIi
TIPOJIOT: 3[]eCh PACCKa3bIBAETCS, TOUeMY BaskHA 6€30TacHOCTb MHTEP-
HeTa Bellleil ¥ KaKOBbI 0COOEHHOCTY XaKMHTa B 3TOJ chepe.

I'maBa 2 «MogenupoBaHue yrpo3» OOBSICHSIET, KaK MOZEeINPOBATh
aTaky Ha CUCTeMbl MHTepHeTa Belleil ¥ KaKue paclpoCTpaHeHHble
YTPO3bl BbI MOKETe OGHAPYKUTh, HA MpUMepe MHGY3MOHHOI TTOMITbI
U ee KOMIIOHEHTOB.

I'maBa 3 «MeTOm0/IOTUS TECTUPOBAaHMUSA 6€30IIaCHOCTI» IIPEeIOCTaB-
JsieT 6a30Bble 3HAHMS 11T KOMIUIEKCHO OIleHKM 6€30I1acHOCTY BpyY-
HYIO Ha BCeX YPOBHSIX CUCTEM MHTEPHETA Belleil.

Yacts II «<B3j10M Ha ypoBHe ceTu»

I'naBa 4 «OeHKa ceTu» IIOKa3bIBaeT, KaK BHIIIOIHATH [IepeKIye-
Hue VLAN B cetax [oT, ugentuduinuposats ycrpoiictsa [oT B ceTu
" B3/I0MaTh MexaHu3M ayTeHTudukauu MQTT c momourbio Ncrack-
MOLYJISL.

I'maBa 5 «AHa/nIM3 ceTeBbIX MPOTOKOIOB» TTOCBSIIeHA METONOIOTUN
paboThl C HE3HAKOMbBIMM CETEBBIMM ITPOTOKOJIAMU. PaccMaTpuBaeTcst
rpoiiecc paspaboTku aHaausatopa Wireshark u momyns Nmap Script-
ing Engine g5 nporokona DICOM.

I'maBa 6 «lcrmonb3oBaHMe CETH C HY/IEBOI KOHUTryparmeit» yc-
CJlelyeT ceTeBble IPOTOKOJIBI, MCIIONAb3yeMble IJIs1 aBTOMaTM3aluy
pasBepTbhIBaHyMs M HacTpoyiku cucrem loT. OmmceIBalOTCS aTakyu Ha
UPnP, mDNS, DNS-SD 1 WS-Discovery.

Yacts III «B3710M annapaTHO 4YaCTH CUCTEMBI»

I'maBa 7 «VYa3Bumoctu nmoptoB UART, JTAG u SWD» nocssieHa
BHyTpeHHeit pabore UART u JTAG/SWD. Bbl y3HaeTe, Kak OIIpeIenThb
Ha miaTe KOHTakTbl UART 1 JTAG u B3710MaTh 31Ty MUKPOKOHTPOJI-
nepa STM32F103 ¢ nomoriibio UART u SWD.

I'maBa 8 «SPI m I?C» 00BSICHSIET, KaK MCIIOJIb30BaTh JBa IIPOTOKO/IA
IIMHBI C Pa3TMUYHBIMM MHCTPYMEHTaMM JJisi aTakKu Ha BCTPOEHHbIe
ycrporictsa [oT.

I'maBa 9 «B3/10M MpOMMBKM» [T0OKA3bIBAET, KaK M3BJIeUb M ITIPOaHaIN-
3MPOBATh MPOIIMBKY I/Is1 OPraHM3alu JOCTYIIa yepe3 69KA0p, a Tak-
K€ M3YUUTH paclpoCTpaHEeHHbIE YSI3BMMOCTH B ITPOIecce 0OHOBIEHMS
MIPOILINBKIA.

Yacts IV «B3710M pagmnokaHaaioB»

I'maBa 10 «Paguo GimKHero JaeiicTBus: B3oM rFID»: 3joymnorpe-
6nenne RFID geMoOHCTpUpPYeT pas3iuyuHble aTaku Ha cucteMbl RFID, Ta-
KIe Kak YTeH!e U KJIOHMPOBaHMe KapT OOCTyma.
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I'maBa 11 «Bluetooth Low Energy (BLE)» Ha mpumepe MIPOCTBIX
yIpakHeHUii MOKa3bIBaeT, Kak aTakoBaTh IpoTokon Bluetooth Low
Energy.

I'maBa 12 «PagmokaHaj cpegHero gajabHocTu: B3j1oM Wi-Fi» ocBe-
IIaeT aTaky Ha 6ecIpOBOIHbBIX KIMEeHTOB yepe3 Wi-Fi, crtoco0sl 3/10y-
norpe6nenus Wi-Fi Direct 1 pacnpocTpaHeHHbIe aTaky Ha TOUKU [I0-
crymna Wi-Fi.

I'maBa 13 «Pagmo manbHero gerictBusi: LPWAN» comep>XUT OCHOBBI
usyuyeHus: nporokonoB LoRa n LoRaWAN, noka3biBasi, Kak 3aXBaThl-
BaTh M IEKOIMPOBATD TY TUIIbI IIAKETOB, ¥ OCBEIAET PACIIPOCTPAHEH-
HbIe aTaKy Ha HUX.

YacTte V «ATaku Ha s3kocucremy IoT»

I'maBa 14 «B3/10M MOOMIBHBIX HPUIOKEHMUMIT» PACCMAaTPUBAET pac-
MPOCTPaHEeHHbIe YTPO3bI, TPO6IeMbI 6€30MTaCHOCTY ¥ METOIbI TECTU-
pOBaHMSI MOOMIBHBIX TPWIOKEeHUI Ha riatdopmax Android u iOS.

I'maBa 15 «B3JIoM YMHOro JOoMa» IIPeICTaB/sIeT MPaKTUYeCKoe BO-
IUIONeHMe MHOTMX WUeN, pacCMaTpPUBaeMbIX Ha MPOTSDKEHUM KHU-
', C OTIMICAaHMEM METOMOB 00XO/a YMHbIX TBEPHBIX 3aMKOB, IIOHABJIe-
HMSI CUTHAQJIOB B 6ECITPOBOIHBIX CYCTEMaX CUTHAIM3AIMA Y IIPOCMOTPA
n3obpaxkenust ¢ IP-kamep. KynbMMUHAIMS I7IaBbI — pacCMOTPeHMeE pe-
aJIbHOTO MpUMepa IepexBaTa KOHTPOJIST HaJl yMHO¥ 6eT0BOii JOPOKKOIA.

B mpunokenuu «HCTPpyMEHTHI 11 B3JIOMa MHTEPHETa Bemiei»
COTEPSKUTCS CITMCOK MOIY/ISIPHBIX MHCTPYMEHTOB JJISI aTaK Ha yCTPOii-
CTBA, BXOASIIVE B CUCTEMY MHTEpPHETA Bellei, — KaK PacCCMOTPEHHbIX
B KHUT€, TaK ¥ APYTUX PACIIPOCTPAaHEHHBIX CPEICTB.

KoHTaKTbI

Mbl1 Bcerga 3aMHTepeCcOBaHbI B MOTYYEHUM OT3bIBOB U FOTOBbI OTBETUTh
Ha JTI00bIe BalllM BOTIPOCHI. BbI MOKeTe UCIOIb30BaTh afpec 3JIeKTPOHHO
MOUTHI errata@nostarch.com, 4To6bI YBELOMIISTH Hac 06 OMMOKax, Koraa
BbI X OGHApYkuUTE, 1 ithilgore @sock-raw.org jist 061X OT3bIBOB.
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BE3OINACHOCTD
MHTEPHETA BELLEN

Eciu BbI ITposkuBaeTe B MHOTOKBApPTMPHOM JIOMe, TO Bac Ha-
BEPHSKA OKPYKaIOT MpeaMeThl uHmepHema seujeti (the Inter-
net of Things — IoT). I1o ynuile exxe4acHO IMPOHOCSTCSI COTHU
«KOMITBIOTEPOB Ha KOJIecaxX», KaskAbIil M3 KOTOPbIX HAIIMYKaH
JaTuyMKaMMu, IIPOLlecCopaMu U ceTeBbIM 060pynoBaHueM. MHOTO-
STaKHbIE 3IaHMUS YThIKAHBI MHOXXECTBOM aHTEHH U TAPEJIOK, ITOAKIIOUeH-
HBIX K MHTEPHETY ¥ 00beqMHSIONINX B CETh ITIePCOHATbHBIX [TOMOITHMUKOB,
YMHbI€ MMKPOBOJTHOBBIE T1€Ul, TePMOCTAThL. [e-TO B BBILIMHE MOOWIIb-
HbI€e IIeHTPbI 00pabOTKM U XpaHEHMS JaHHBIX IepenaT MH(GOopMaIio Ha
CKOPOCTYU COTHM KMJIOMETPOB B 4ac, OCTaBJISISl CJiel, JAHHBIX IIMpe, YeM
MHBEPCUOHHBIN cyie camoreTa. [loceTuTe 3aBOMI, GOTBHUILY MM Mara3mH
IEKTPOHUKM — U BaC YOMBUT, HACKOJBKO HIMPOKO PACIpPOCTPAHMIINCDH
YCTPOIICTBA, paboTaloliye 10 MHTePHETY.

VUUTBIBAS, UTO JIaske CIIeIMaTMUCThI OUeHb IT0-Pa3HOMY TPAKTYIOT MTOHS-
TUe «MHTePHET Bellleii», B JaHHOI KHUTe Mbl Oy[ieM IMoApasyMeBaTh MO/
HUM bu3NdecKkye yCTpoiiCcTBa, MMeroIye GYHKIMOHATbHOCTb KOMIThIOTE-
pa, CIIoCOOHbBIe TIepeaBaTh JAHHbIE 110 CETH U He TpebyIolye B3auMoeii-
CTBUSI YeJloBeKa ¢ KOMIbIoTepoM. HeKoTopble JIIOAYM [AI0T YCTPOiCTBaM
MHTEepPHeTa OIMMCcaTeIbHOE U B IIPUHIIUIIE BEPHOE OIpe/esieHIe: «II0UTH
KOMITbIOTEPBI, HO HE COBCceM». Hepeiko K Ha3BaHMIO YCTPOIICTBA MHTEpHE-
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Ta Beleii J06aBIISIOT CJIOBO «YMHBIIi» — HAIIpUMep, «yMHast MUKPOBOTHO-
Basi Ileyb», — HECMOTPS Ha TO, YTO MHOTMeE CUMTAIOT 3TO HEOTIPABJLAHHBIM.
(Cmotpurte craTthbio Lauren Goode «Everything is connected, and there’s no
going back». The Verge, 2018. Bpsin i B CKOPOM BPeMEHU MOSIBUTCS 60siee
aBTOPUTETHOE OIlpefie/ieHNe MHTepHeTa Bellleli.)

[nst xakepoB MHGPACTPYKTypa MHTEpHeTA Belleii — 9TO MUP BO3MOXKHO-
CTeii: MWIIMapAbl COeJMHEHHBIX IPYT C APYTOM YCTPOJCTB, Mepeaainx
Y pasjamllMX JaHHbIe, CO30AI0T OIPOMHYIO IUIOIIAJKY [JISI IIPOBEeHMs
9KCIIEPUMEHTOB, U3TOTOBJIEHMS, MCIIOJIb30BaHMS CUCTEM U X BbIBELEeHUS
Ha IpefenbHble 3HaUeHMS. U mpexae ueM IMOrpy3UTbCS B TeXHUUYECKME
JleTaau XaKMHTa U 3alIUThl MHTepHeTa Belllei, Mbl TOTOBOPUM O Ge3omac-
HOCTM MHTepHeTa Bellleil KaK TaKOBOWl — IpoaHaJlM3UpyeM IIpaBOBBIE,
MpaKTUYECKMEe Y INYHbIE ee aCIeKThI.

MoueMy BaXkHa 3alMTa MHTEPHETA Belein?

B0O3MOSKHO, BbI B Kypce CTaTUCTUKM: K 2025 romy mosIBITCS JeCSITKY MUJI-
JIYapi0oB HOBBIX YCTPOVICTB MHTEPHETA Bellleil, Giaromapst 4eMy MUPOBOIL
BBII yBenuuuTcs Ha AeCSTKU TPUIMOHOB I0J1apoB. Ho 3TO pounsoiiger,
TOJIBKO €CJIV BCe TIONIEeT IO IUIaHY ¥ HOBBIE YCTPOIICTBA OYIYT pacKyruie-
HbI MOMEHTAIbHO. [ToKa ske Mbl BUAVM, UTO ITpo6IeMbl 6€30T1aCHOCTH, 3a-
MIUTBI, KOHOUIEHIMATbHOCTY JAHHBIX U HAOEXKHOCTU CHEPKMBAIOT pac-
npoctpanenue. [Ipo6aeMbl 6€30MaCHOCTY MOTYT BIUSITh Ha TTOKYIIKY He
MeHbIIIe, YeM IleHa YCTPOICTBA.

MepyieHHOe pa3sBUTHE MHAYCTPUM MHTEPHETA Beleil 00yCIoBIeHO He
TOJIBKO 3KOHOMMYECKMMM IPUUMHAMMU. YCTPOWCTBA MHTEpPHETA Bellei
MOTYT OBJIETYNTD KM3Hb BO MHOIMX cdepax. B 2016 romy Ha aBTOgOpOrax
CIHIA rmoru6io 37 416 yesioBek, 1, 10 JaHHbIM HallMOHaJIbHOTO YyIIpaBJe-
HUsT 6e30ITacHOCTBIO ABVDKEHMS Ha Tpaccax, B 94 % ciyyaeB MPUYMHOI
OB yeoBeYecKuit pakTop. ABTOHOMHBIN TPAHCIIOPT MOT ObI pagKaJIbHO
CHU3UTD YMCIIO aBAPUIL U CLIeTIaTh JOPOTK 6e30macHee — Py YCIIOBUM, UTO
OH OyJIeT Ha/IeKHBIM.

B npyrux cepax Haeit SXKU3HM MbI TAaKKe OKUIAEM IMPEVMYIIECTB OT
BHeZpeHUs] MHHOBALIMOHHBIX TeXHOJIO0TMii. Hampumep, KapauoCcTumysisi-
TOpBI, €KeJHEBHO OTIIPaBJSIONIMEe JaHHble Bpady, MOI'YT 3HAUUTEIbHO
YMEHBIINUTh CMEPTHOCTb OT CepAeUYHbIX MPUCTYIIOB. TeM He MeHee B AMC-
Kyccuu, TipoBefieHHO OOLIeCTBOM CEPIEeYHOr0 PUTMA, AOKTOP MUHMU-
crepcTBa 110 aenam BetepaHoB CIIA oTmeTusia, 4TO ee malyeHThl OTKa3bI-
BAIOTCS OT YCTPOWMCTB-MMIUIAHTOB, OMacasich B3yioMa. MHOTVe pabOTHUKMA
TIPOU3BO/ICTBA, COTPYAHUKY TOCOPTAHOB ¥ MCCIeI0BaTeN 6€30TaCHOCTH
rosaraoT, YTO 13-3a Kpu3uca JOBepusi pa3BUTHE XXM3HEHHO BaXKHBIX TeX-
HOJIOTUIA 3a[IeP>KUTCS Ha TOJbI MU eCSITUIIETUS.

EcTecTBeHHO, KOT[la TEXHOJIOTUM aKTUBHO BHEIPSIIOTCS B HAIIY XXU3Hb,
MbI JIOJ/KHBI TBEPIO 3HATH (2 He TPOCTO IMpeAIionaraTh), YTo OHM OMpPaB-
maor poepue. COINIACHO MCCAEAOBAHMIO OTHOIIEHMS TIOTpeOuTenei
K MHTEpHEeTY Belleli, MHUIIMMPOBAHHOMY IIPaBUTEIbCTBOM Benukobpu-
TaHuu, 72 % PEeCIIOHIEHTOB ObUIM YOEXKIEHBI, YTO B TAKUX YCTPOICTBAX
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Y>Ke TIpefyCMOTpeHa CUcTeMa 3aluThl. MeXIy TeM [IJi COMMIOHON 4acTu
Mpou3BOANTENEl 6E30TIaCHOCTh YCTPOICTB MHTEPHETA BEIei SIBISIETCS
BTOpOCTeNeHHbIM (HakTOPOM.

B okTs16pe 2016 roma cocTosnuch aTaku 60oTHeTa Mirai, BbI3BaBIIIMe 03a-
6GOYEHHOCTD TTpaBUTENbCTBa CoenHeHHbIX IIITaTOB M APYIUX TOCYAapCTB.
OTu Bo3pacTaloliye cepun aTak 6plIM HaIlpaBeHbl HA COTHY ThICSY HeJl0-
POTUX YCTPOJCTB, UCIIOJIb3YEMBbIX B JIMYHBIX LIeJISIX, M UCIIOIb30Ba/I Pac-
TpoCTpaHeHHble MAapoy 3aBOJCKMUX HACTPOeK, Harmopobue admin, pass-
word 1 1234. B KOHEYHOM cUeTe 3TO MTOBJIEKJIO 3a CO00it pacnpedeseHHyo
amaky Ha omkas3 6 oocnymcusaruu (Distributed Denial of Service, DDoS), Ha-
MpaBJIeHHYIO Ha cucTeMy JoMeHHbIX MMeH (Domain Name System, DNS)
npoBaiimepa Dyn, 06CTYXMBAOIIET0 MHOTMX aMEePUKAHCKUX TUTAHTOB, Ta-
Kux Kak Amazon, Netflix, Twitter, the Wall Street Journal, Starbucks u mp.
Araka Ha KIMEHTOB, IOXO[, ¥ PEIyTaLyIo AMIach 60/iee BOCbMU YacoB.

MHor1e ToCYnTaN, UTO 3TO JeJI0 PYK XaKepoB, paboTarolux Ha ApyTue
rocygapcrsa. 3a Mirai Bckope nocnegoBaiu ataku WannaCry u NotPetya,
COBOKYIIHBI YIIIep6 OT KOTOPBIX COCTABWII TPUUIMOHBI JO/JIAPOB — B TOM
YucsIe M3-3a B3JI0OMa CUCTEM MHTEPHETA Belleil, MCII0/b3yeMbIX Ha 00beK-
Tax JXK13Heo6ecrmeueHs: M Ha MTPOU3BONCTBE. Y MPAaBUTETbCTBA MOSIBUIICS
MOBOJ, 3ayMaThCs, HACKOIbKO XOPOIIO OHO 3alMIaeT CBOMX IpaXkIaH.
ITo cBoeit cytu WannaCry 1 NotPetya ripefcTaB/isijin aTaku C LeJIbl0 BbI-
MOTaTeJIbCTBA, 3aImycKaBIue sKCIoiT EternalBlue, HallesleHHBIN Ha KOM-
MIbIOTEPHYIO YsI3BUMOCTbh B Windows — peann3anyio ceTeBOro mpoTokoia
npuKIagHoro ypoHst SMB (Server Message Block). K mexa6pio 2017 ro-
Ila, KOrJa BbISICHMIIOCH, uTO Mirai pa3paboTana u IpuBena B JeiiCTBUeE
rpyTIra MoApoCTKOB, IPAaBUTENIbCTBA BCEX CTPAH 0CO3HAN, UTO IIPOOIeMy
6e30MacHOCTY MHTEPHETA BeIleil CJiefyeT TIIATebHO U3YIUTh.

B03MOKHBI TPU MOAXOAA K 6€30ITaCHOCTY MHTEPHETA BeIleil: 0CTaBUTh
BC€ KaK eCTb, OCHACTUTb HeHaJleXKHbIe YCTPOJCTBA CUCTEMOJ 3aIUThI UK
00s13aTh MMPOU3BOAUTENEI TTPEyCMaTPUBATh TAKyI0 3allUTy M3HAYa/Ib-
HO. B cryyae cijeHapus co cTaTyc-KBO MCIOAb30BaHMe MHTEPHETA Belleii
OyIeT HaHOCUTh OOIIECTBY PEryaspHbIi yiiep6. lo6aBieHe 3alUTHBIX
(yHKUMI TTOCTIe TIOKYTIKY IIPUBEJIET K MOSIBJIEHNI0 HOBBIX KOMITaHUIA, KO-
TOpBIE 3aIIOMHST HUILLY, He 3aHSITYI0 IPOM3BOIUTENSIMY, a B UTOTE ITOKyIIa-
TeJIb BBIHYKIIEH OYIeT eperviaunBaTh. TpeTuii clieHapuii — BCTpauBaHue
3aIUThI TIPY MTPOU3BOMICTBE 060PYIOBAHMUS — HAWIYYILNIA ISl TTIOTPeOU-
TeJIeli ¢ TOUKM 3peHUsT YCTpaHeHMsI TIPO6GIeM U PUCKOB, U 1IeHO0Opa3oBa-
HIE TOXe sIBJIsieTCst Hanboee 3G GeKTVBHBIM.

Bocronb3yeMcst IpMMepOM U3 TPOIIIOTr0, YTOOBI ITOKA3aTh, KAK MOTYT
paboTaTh 9T TPU CLieHapusi, 0COGEHHO iBa mocieqHux. K npumepy, B 31a-
Husix Helo-Mopka 4acTo npemycMaTpuBascs HapyKHbIii IyTh 3BaKyalyn
MpY MOXKape. 3a CYeT ITOr0 BO3PACTa/M CTOMMOCTD 9BaKyalluu U yuiepo
ILJIST JIIOfIeii, OKa3aBIIMXCsT BHYTpH (cM. crtaTtbio «<How the Fire Escape Be-
came an Ornament», ony6iuKoBaHHYI0 B Atlantic). CerogHs myTh 9BaKy-
alyM IPOK/IabIBA€TCS BHYTPU 3MaHMUIA, M JIIOAM 3alMIIeHbl JIyJlle, YeM
KOrma-im6o mpexkae. TOUHO Tak ke ¥ BHYTPEHHSIST 3al[MTa YCTPOICTB UH-
TepHeTa Bellleil MpyHeceT BO3MOXXHOCTH, KOTOPBIX He 1aAyT BHELIHNE pe-
IIIEHWS, TaKVe KaK YCTaHOBKA OOHOBJIEHMIT ¥ HOBBIX aIllapaTHbIX CPEICTB,
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MOJIeTMpPOBaHMEe yTPO3, U3OJSIMSI KOMIIOHEHTOB, — 000 BCEM 3TOM BbI
MIPOUTETE B KHUTE.

O6paruTe BHMMaHMeE HA TO, YTO BBINIEPUBEIEHHbIE BAPUAHTHI HE SIB-
JITIOTCSI B3aMMOMCKITIOUAIOIIVIMY — PIHOK MHTEpHEeTa Belei MoKeT MO/l -
IepXKMBATDb BCE TPU CLIeHAPUS.

YeMm 3awmTa MHTEpPHETa Beler oTIM4yaeTcs
OoT TpagmumoHHou UT-3awmnTbl?

TexHOJIOTMSI MHTEPHEeTA Bellleii MMeeT psifi KJII0UEBbIX OTIMYMIA OT 6osiee
MIPUBBIYHBIX HaM MHGpopMalnMoHHbIX TexHomoruit (MT). IBuskeHne I Am
The Cavalry, rmo6anbHast rpaskIaHCKast MHUIMATUBA 10 3alATe HAyYHOTO
COO0IIecTBa, CPABHMBAET TO U IPYrOe HAa HAYYHOV OCHOBE, M Pe3Y/IbTaThl
3TOTO COIIOCTAaBIE€HMSI MbI IIPUBEIEM HIDKE.

IMocnedcmasus OT OMIMOOK B 3alMTEe MHTEPHETA BEINEl B psfie CIyvyaen
MOTYT TOBJIeUb I'ubesb Joaeit. Kpome TOro, OHM MOTYT ITOIOPBATh pPeIry-
TalMI0 KOMITAHUY WIN Le7I0M OTPaCiiN, a TAKKe Bepy B TO, UTO NTPABUTENb-
CTBO CITOCOOHO 3aIIUTUTH TPasKIaH METOIOM KOHTPOJISI U PETYIMPOBAHMUSL.
Hampumep, ataka WannaCry, mipepsIBaloIasi o6CTy>kMBaHue MeTyIpesK-
IEeHMIT Ha HEeCKOJIbKO OHEN, yrpoXKaeT XKM3HU MalMeHTOB, OJISI KOTOPBIX
BaykeH CTpOruii rpaduk mpreMa JieKapcTB, a TAKKe IIpeIpacIioaosKeHHbIX
K MHCYJIBTY VUIY MH(apPKTY.

310ymMbluieHHUKU, COBepLIa/e aTaku, PYKOBOACTBYIOTCS pa3HbIMU
MOTMBaMU, MPeUIeAyIOT pasHble 1eM, UCIOAb3YIOT HEOAHOPOIHbIE Me-
TOIbI ¥ BO3MOXKXHOCTU. HEKOTOpbIE He CTPeMSITCS [IOCTaBUTh MO, yTPO3Yy
SKU3HD U 3[J0POBbeE JIIOfEH, Ipyrye, HAaITPOTUB, OXOTHO K STOMY ITpMOeraor.
Taxk, 60JbHUIIBI YaCTO MOABEPTalOTCsl aTaKaM C IIeJIbI0 TTOJYYEHUS BbIKY-
ra, TOTOMY UTO MOTEeHIMa/IbHbII Bpe[, MaljieHTaM YBeJIMYMBaeT BeposiT-
HOCTb ¥ CKOPOCTb BBITIJIAT.

TexHuueckue napamempul yCTPOICTB MHTEPHETA Belleli, BKIIIoYasi CUCTe-
MYy 3aIlUThl, CO3/IAI0T OTPAHNYEHNS, KOTOPBIX HET Y OOBIYHOTO KOMIIbIO-
TepHOTro o60opymoBaHus. Harpumep, pasMep 1 MOIIHOCTh KapaAMOCTUMY-
JISITOpa He IO3BOJISIOT MPMMEHSTh IOAXO0Abl Kilaccuueckoii UT-3a1mThI,
paccuMTaHHbIe Ha 60siee KPYITHbIE ¥ MOIIHbIE YCTPOJCTBA.

VeTpoiicTBa MHTEpPHETA Bellleil 4acTo NeCTBYIOT B cIielnduueckom
KOHMeKCme Vi OKpyM#eHUU, B YJaCTHOCTU B OBITY, TIe MMM PaCIIOpsDKAIOTCS
JIIOAM, He obJajarolye 3HaHUSIMU MM pecypcaMy, HeoOXOAMMbIMU JIJIsSI
HaJeKHOTO XpaHeHUsI U SKCIUTyaTalluu. Bpsiz i MOKHO OKMAATh OT BO-
JIUTENS] aBTOMOOWIISI C MHTEJIJIEKTYaJIbHBIM YITPaBI€HMEM CaMOCTOSITE Tb-
HOTO OOHOBJIEHUSI CHMCTEMbBI, HAIIpMMep YCTAHOBKM aHTMBUpYyca. Takxke
MaJIOBEPOSITHO, UTO PSIIOBOI MOTPEOUTENb CMOXKET OIepaTUBHO U Tpa-
MOTHO OTpearupoBaTh Ha BO3HMUKIIIYIO ITpobiaeMy 6e3ormacHOCT. HO MbI
OXMJaeM IMOJOOHBIX TeiCTBII OT IPeAIIPUSITHSL.

DKOHOMUUECKU TIPOM3BOJCTBO MHTEJJIEKTYAJbHOTO 000pYIOBaHMS
CTPEMMUTCS K MAaKCUMaJIbHOMY y/iellleBJIeHUI0 CAMUX YCTPOICTB U UX KOM-
TIOHEHTOB, B pe3yjbTaTe Yero Imocjaenyioilee mo6aBjieHne CPeICcTB 3allu-
ThI TIPEJICTABJISIETCS 3aTPaTHBIM. MHOTME TaKkMe yCTPOICTBA HalleJleHbl Ha
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TIOKyTIaTeNel ¢ orpaHMYeHHbIM OI0PKeTOM, Y KOTOPBIX K TOMY K€ OTCYT-
CTBYET OIIBIT B BBIGOPE M HACTPOIiKe MOA0OHOII TexHMKM. KpoMme Toro, pac-
XO[bl, 00YCIOB/IEHHbBIE YSI3BUMMOCTHIO YCTPOICTB, UaCTO HECYT He Te, KTO
HEITOCPeACTBEHHO MMM Tob3yeTcs. Hanpumep, 6otHeT Mirai Bocmosb-
30BaJICSl CTAHJAPTHBIMY MAPOJISIMU ITPOLIMBKM — GOMBIIMHCTBO TOIb30-
BaTeseli He OraAblBaeTCsl, UTO HY>)KHO CMEHUTD N1apoJib, YCTAHOBJIEHHBII
TIPOU3BOAUTENIEM, MU He 3HAIOT, KaK 9TO cAenaTh! Mirai obo1iesncst 5koHo-
Muke CoennrHeHHbIX [IITaTOB B MWIIMaPbI O/UIAPOB, BHIOPAB B KAUECTBE
MUIIEeHU CTOPOHHErO TocTaBiuKka DNS, KOTOpbIN caM He OnepupoBal HU
OIHMM M3 YCTPOJCTB, MOCTPaAaBILNX OT aTaKu.

Bpems IpOeKTUPOBaHMS, pa3pabOTKI, BHEAPEHMS, SKCIUTyaTalVIY M BbI-
BOZA M3 IKCIUTyaTalMM YCTPOJMCTB YaCTO M3MepsIeTCsl OeCSTUIETUSIMMU.
Bpems oTk/IMKa Takke MOKET BO3PacTaTh B 3aBMCMMOCTY OT IapamMeTpPOB
YCTPOJCTBA, KOHTEKCTA U paboyero oKpysxkeHus. Hampumep, yacTo oxu-
JAeTCsl, UTO MHTEPHET-YIIPaBJIsieMoe 000pyJoBaHMe Ha 3JIEKTPOCTaHIUU
npocTykuT 6e3 3ameHbl 6osee 20 yieT. Ho aTakyu Ha YKPaMHCKOTO IMTOCTaB-
VKA 3JIEKTPOIHEPTUM BbI3BaIM COOU B pabOTE CUCTEMBI UEPE3 HECKOJIb-
KO CeKYH[] [10CJIe TOTO, KaK 3JIOYMBIIIJIEHHMKY [IepeXBaTU/IN yIIpaB/ieHe
MHOPACTPYKTYPOIi IPeATIPUITHSI.

B yem ocobeHHocmb 83/10Ma UHMepHema seujeli?

[TockoybKy 6e30MMacHOCTb MHTEPHETA Bellleil CYIleCTBeHHO OTMYAEeTCS OT
6e3ormacHocT B cdhepe UT, oy B3jOoMa CUCTEM MHTepHeTa Beleit Tpe-
OyI0TCS ApyrMe MeTombl. Takue CUCTeMbl OOBIYHO BKIIOUAIOT OTHEIbHbBIE
YCTPOMCTBA ¥ JATUMKM, MOOWIbHBbIE TIPUIOKEHMsI, o6GlauHyi0 MHOpPa-
CTPYKTYPY U CeTeBble MPOTOKOJbI CBsI3U. K UMCIy mowiegHUX OTHOCSITCS
npotokosbl ceteBoro creka TCP/IP (manpumep, mDNS, DNS-SD, UPnP,
WS-Discovery u DICOM), a Takke TIPOTOKOJIbI, UCTIOMb3yeMble B Paayo-
cucTeMax 6mokHero nevictBus (Harpumep, NFC, RFID, Bluetooth u BLE),
cpenHero paauyca meiictBust (Harpumep, Wi-Fi, Wi-Fi Direct u Zigbee)
U IanbHero JeicTBus (Hampumep, LoRa, LoRaWAN u Sigfox).

B omiuume OT TPagMIMOHHBIX TECTOB 6€30MacHOCTM TeCTUpPOBaHME
6e30ITacCHOCTY MHTEpHEeTa Bellleil MMoApasyMeBaeT MPOBEPKY U 3a4acTyIO
pa3bopKy o6opymoBaHusl, paboTy ¢ CeTeBbIMM ITPOTOKOJIAMM, OOBIUHO He
BCTPEUAIIIVIMUCS B APYTMX Cpefax, aHaau3 yIpaBaeHUs! YCTPOVCTBOM
yepe3 MOOMIbHbIE TTPWIOKEHUS Y U3yUeHMe B3aMMOIeliCTBIS YCTPOIICTB
¢ Be6-cmysk6aMum, pasMellleHHbIMM B 00/1aKe, uepe3 API-uHTepdeiichl. Bece
9TY YaCTHOCTY OYIyT 06CYKIaThCS B APYTUX IIaBax.

[st IpuMepa pacCMOTPUM YMHBII ABepHOIT 3aMoK. Ha pric. 1.1 n3o6pa-
>KeHa CTaHJAapTHasi cxeMa YMHBIX 3aMMpParoiinx yCTPoiCTB. YMHBIN 3aMOK
yIIpaBJIsIeTCs ¢ MOOWIJIBHOTO TIPMIIOKeHMsT TToTpebuTens yepes Bluetooth
¢ Hu3KuUM sHeproroTpebnenmem (Bluetooth Low Energy, BLE), u mpuio-
sKeHre 0OMeHMBAeTCsl JaHHBIMM C CepBepaMM YMHOTO 3aMKa B objake
(M, Kak MHOTJA TOBOPSIT, C Yy>KMM KOMITbIOTEPOM), MCIoab3yst APl pa-
6oratoniuii mo mporokomry HTTPS. B aT0i cxeMe YMHbI 3aMOK 3aBUCUT OT
MOOWJIBHOTO YCTPOIICTBA MTOJIb30BATEISI C BBIXOJOM B MHTEPHET, KOTOPBIA
obecIieunBaeT MpueM JII0ObIX COOBIIeHMIT OT 06/IaUHOTO cepBepa.
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Puc. 1.1. Cucmema «yMHbIli 3aMOK»

Bce Tpu KOMITOHEHTa (3aMOK, MOOMIbHOE TIPUJIOKEHYE U 06J1aK0) B3a-
VIMOZEeJCTBYIOT U I10J1araloTCs APYT Ha Lpyra, co31aBasi CUCTeMY MHTep-
HeTa Belleil, peloCTaB/SIONTYI0 MMPOKOoe Toie IJs atak. [IpencraBbTe,
YTO MPOM30JiIET, eC/IV Bbl aHHY/IMpPYyeTe HM(PoBOI KTty 1Jisi rocTst Airbnb
C TIOMOIIIBIO ITOM YMHO CYCTeMBbI 6;I0KMPOBKU. OT MUMeHM BJIaIesblia o-
MeIlleHNSI ¥ YCTPOICTBA «YMHbIN 3aMOK», MOOUIbHOE ITPUJIOKEH € MOKET
OTIIPaBUTh B 06/1aK0 COOBIIEeHIEe, OTMEHSIOIIee K04 rocTs. EcTecTBeHHO,
coBepIlas 9TO JeiicTBYE, BAM Heobs13aTeIbHO HaXOAUTHCS PSIAOM C 3aIli-
paeMbIM MoMellleHreM ¥ 3aMKOM. [locjie TOTO Kak Ha cepBep MOCTymMa-
eT CUTHaJ1 06 OTMeHe, cepBep OTIIPaBJIIeT YMHOMY 3aMKy CIIelalbHOe
coobieHne 111 0OHOBJIEHUST CITMCKA KOHTPOos moctyna (Access Control
List, ACL). Ecnyu 3710yMbIIIUIEHHUK MEPEKIIOUUT CBOI TesiehOH B PEKUM
aBMarioseTa, TO yMHbI 3aMOK He CMOXeT UCI0JIb30BaTh €ro B KauecTBe
peTpaHCIITOpA JJIs TTOJTyUYeHMsT 9TOT0 06HOBJIEHMS C cepBepa U IpeaocTa-
BUT IOCTYII K Ballleii KBapTupe.

[IpocTtas aTaka, onmMcaHHas BbIIIe — 0OXOM aHHYJIMPOBAHMS, — 9TO Ha-
[JISIAHBINA TpUMeDp YSI3BUMOCTHU, C KOTOPOJ Bbl MOXKeTe CTOJIKHYThCSI TIPU
XaKMHTe MHTepHeTa Bemleil. OrpaHuYeHus, o0yCI0BIeHHbIE MCIIOIb30-
BaHMEM HeGONbIINX U HEJOPOIUX YCTPOICTB C HU3KUM 3HEPromorpeodiie-
HMEM, elle GoJjIbllle TMOBBIIIAIOT YI3BUMMOCTb 3TUX CUCTeM. Tak, BMECTO
MICIIONIb30BaHMsST KpUnTorpadum ¢ OTKPBITHIM KITIOUOM, KOTOpasi TpebyeT
3HAYMTEIbHbIX PECYPCOB, YCTPOICTBA MHTEPHETA Bellleii 06bIYHO TojIara-
IOTCSI TOJIbKO HA CMMMeTPUYHBIe KTIouM 1S i poBaHMs CBOMX KaHAIOB
CBSI3U. DTU KpuITorpaduueckue KIIOUM 3aUacTyi0 HEYHUKaJIbHbI U 3a-
MIPOTPaMMMPOBAHbI B IPOIIMBKE MM 0O0PymOBaHMUM, Graromaps uyeMmy
37I0YMBIIIJIEHHUKM MOTYT M3BJieUb UX, & 3aTeéM MOBTOPHO MCIOAb30BaTh
Ha IpYI'UX YCTPOICTBAX.

Memooduku, cmaHoapmel u UHCMpyKyuu

TpaguLMOHHBINA MOAX0H K pelIeHMI0 MpobyieM 6e30IacHOCTM 3aK/Iova-
eTCs B peaM3alyy CTaHAAPTOB. 3a MOC/IeIHMEe HeCKOIBKO JIET JIIOAN IIbI-
TaIMCh pelaTh MpobieMbl 6e30IMacHOCTM MHTEePHeTa Bellei, PUMeHss
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MHOXeCTBO MeTOIUK, IPaBUl U APYIUX NOKYMEHTOB. XOTS CTaHIapThbl
MpefHa3HaueHbl [IST KOHCOMMAAIMU OTpacieil BOKPYT OOIIENPUHSITHIX
TepefoBbIX MPaKTUK, 00MINE peraMeHTUPYIOIINX JOKYMEHTOB CO3/1aeT
pasapo6/IeHHYI0 KapTUHY, BbI3bIBasi pa3HOIIACKsl IO TOBOMAY TOTO, UTO
" Kak JienaTh. Ho Mbl MOKeM M3BJjIeub GOJIBIIYIO MOTb3Y U3 PACCMOTPEHMS
PasINYHBIX CTAHLAPTOB M METOIUK, Jaxke eCIu [IpU3HaeM, UTO HET eIHO-
ro MHeHUSI 0 HauTyuliiem crioco6e 3aiuThbl IoT-ycTpoiicTB.

Bo-mepBpIX, pasrpaHMuMM OOKYMEHTBI, KacCalollyecs 6HYMpPEeHHe20
ycmpotiicmea, i JOKYMEHTBI, OIIpefensione GyHKyuoHal. DTV Ba acIek-
Ta B3aMMOCBSI3aHbI, [IOCKOJIbKY T€XHMUECKasi OCHAIeHHOCTh paciuupsieT
BO3MOXKHOCTM II0JIb30BaTeseil B IulaHe 6e30macHOCTY. Y HampoTus, To,
YTO B KOHCTPYKIMM YCTPOICTBA He 3aJI0KEeHO, OrpaHuuMBaeT QyHKIIK-
OHaJI: HaIpMMep, MCKIOYaeT Ge30macHoe OOHOBJIEHME ITPOrPaMMHO-
ro obecreueHusl, HaJeXXHOCTb IMPENOCTABISIEMbIX NTaHHBIX, U3OJSIILINIO
M CerMEeHTAallMI0 B Ipefernax YCTPOMCTBA, CBOEBPEMEeHHbIe OIOBelleHMs
0 c6os1x. MHcmpyKyuu, pefocTasiisieMble TIPOU3BOAUTENSIMY, OTPAC/IeBbI-
MU YUPEXIEHUSIMU WU TOCYLAPCTBEHHBIMM OpraHaMy, MOTYT COUYeTaThb
B cebe 06a TUITA MTOSICHUTETbHBIX JOKYMEHTOB.

Bo-BTODBIX, IPOBENieM pasiuume MeXIy Memooduueckumu pekomeHoayu-
amu v cmandapmamu. IlepBble periaMeHTUPYIOT KaTeropum 3a1ady, a BTo-
pble — ITPOLIeCcChl U crielMuUKaIM AJ1s1 BBITIOTHeHUST 9TUX 3anay. To u apy-
roe Ba)KHO, HO METOIMYECKME MaTepuajbl 6ojiee aKTyaJbHbl ¥ IIMPOKO
MIPUMEHMMBI, TIOCKOJIbKY CTaHAAPThl 6€30MaCHOCTU GbICTPO YCTApEBAIOT
u chepa ux neiicTBUS 3a4acTylo OTpaHMUeHa. B To ke BpeMsi HEKOTOpbIe
CTaHZapThl Upe3BbIUAIHO I10JIe3HBI U OIIPelesII0T OCHOBHbIE KOMIIOHEH-
ThI TEXHOJIOTUY MHTEPHEeTa Bellleil, HallpuMep, IJ1s B3aMMOEeCTBIS, Ta-
kue kak IPv4 n Wi-Fi. CoueTaHnme MeTOOMK 1 CTaHAAPTOB MOKET IIPUBECTU
K 3(perTUBHOMY YIIpaBIeHUIO TEXHNUYECKOI MHGPACTPYKTYPOIA.

B HacTosIeit KHUre MbI TI0 Mepe HeoOX0AMMOCTY Gy/IeM CChUIAThCS Ha
METOIMKU U CTAHIAPThI, YTOOBI MIPEJOCTABUTh Pa3pabOTUMKaM U TOJIb-
30BaTe/SIM MHCTPYKLIMY TI0 YCTPAHEHUIO BO3MOKHBIX IIP0O6/IeM B paboTe
OIMCBhIBA€MBIX HAMM MHCTPYMEHTOB, TEXHOJIOTUI U IIpoLieccoB. BoT mpu-
Mepbl CTaHAAPTOB, MHCTPYKLIMIA ¥ MeTOAUYECKUX MaTepuasoB:

e CTaHAApThl. EBpomeicKkuii MHCTUTYT TeJIeKOMMYHMKAIMIOHHBIX
craugaproB (European Telecommunications Standards Institute,
ETSI), ocHoBaHHbIT B 1988 romy, eskeromHo BbiTyckaeT 6o0jee 2000
cTaHmapToB. Ero TexHuueckas crenudukanus no Kubepbesorac-
HOCTYM MHTEpHEeTa Belleil COmepskKUT YCI0BUST pa3paboTku Ge3omac-
HbIX [0T-ycTpoiicTB. HallMOHa/IbHBIN MHCTUTYT CTAHAAPTOB U TEXHO-
noruit CIIIA (National Institute of Standards and Technology, NIST)
¥ MesxmyHapoHast opranm3saius mo craggaptusaiuu (International
Organization for Standardization, ISO) my6MuKyIOT psifi CTAaHAAPTOB,
KOTOpbIE TOAIEePKMBAIOT 3AIIUTY YCTPOIMCTB MHTEPHETA Bellleir;

* peKoMeHJaTe/lIbHbIe MaTepuaabl. B MEKIyHAapOLHOE MacCOBOe
nBwkenye [ Am The Cavalry (ocHoBaHo B 2013 romy) BXOZST y4yacT-
HMKM CO0GIIecTBa uccienoBaTeneii 6esomnacHocT. PazpaboraHHast
um Knarsa I'mmmokparta [jisl MHTE/IEKTYaJbHBIX MEeOUIIMHCKUAX
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YCTPOWMCTB (puc. 1.2) OmuMChIBaeT LeIM ¥ BO3MOXHOCTU HPOEKTU-
poBaHMS M pa3pabOTKM MEeIUIIMHCKOTO 060pymoBaHust. MHOTHE U3
MU3JI0KEHHBIX 3[eCh MPUHLIMUIIOB ObLIM BK/IIOUEHbI B HOpMAaTMBHbIE
KpuTepuu YIipaBjaeHUs 0 CAaHUTapHOMY HaJI30py 3a KaueCTBOM IH-
IIEBbIX ITPOAYKTOB M MEAMKAMEHTOB [IJIs1 OMOOPEeHMsT MeOUIIMHCKIAX
uspenuii. Cpeau Opyrux MeTOAUK — MeToaudyeckue peKoMeHAaumn
110 6€30TaCHOCTY B KMGepIpocTpaHcTBe HalyoHaIbHOTO MHCTUTYTA
cranpaproB u Texuosorui CIIA, npuMeHMMbIe B TOM YMC/Ie K BJia-
IeHuto 1 axkcrutyaTaiuu [oT-ycTpoiicTB, pekoMeHzaum o 6e3omac-
HOCTU MHTepHeTa Bellleit Cisco 1 MeToAKa KOHTPOJISI 6€3011aCHOCTH
unrepHerta Beteil (IoT Security Controls Framework) AnbsiHca 06-
navyHoii 6e3omacHocty (Cloud Security Alliance);

Knatea [unnokparta

[N NoAKNI0YEHHbIX MEAULIMHCKUX YCTPOUCTB

Bce cucrembl nomatotcs. YTo Bbl roTOBbI npeanpuHATb NpoTMB 3Toro?

UcxopHas 6e3onacHocTb - npeasuoeTb 1 n3beraTb Hemonazaku

COTPYAHM"IECTBO C napTHepaMu — NPUBNEKATb COHO3HMKOB K 60pb6€ C HenosafikaMu
C60p [DOKa3aTeNnbCTB — HabnaaTh M U3BNEKATb YPOKHK U3 HEnonaaok
YcToN4MBOCTL M CAEPXKMBAHUE - NPEAOTBPALLATb KACKaHbIe OTKa3bl

06HoBNEHMS KMGGPGEBOHHCHOCTM = HE3aMeA/IUTENbHO YCTPAHATD OLWKOKM

CBsi3b M paboyee COTPYAHUYECTBO

Uccneposaten  MauenTsl  Mpoussoautenu Pykosoacteo Ctpaxoumku — BpaueGhbii  OpraHusaumm MocTaBumki  [paBuTENbCTBEHHbIE
6e3onacHocTu YCTPOIACTB WNNATeNbMKM  NEpCOHan  CTaHAAPTM3AUMM  MEAMLIMHCKUX OpraHu3aLmm

yanyr

https.//iamthecavalry.org/oath

Puc. 1.2. Knamea [unnokpama 0ns UHMennekmyanbHelx MEOUYUHCKUX ycmpolcme,
Memoou4eckue peKoMeHAauuu no Ucnob308aHUK0 UHMepHema eeuwjeli
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® MHCTPYKIIMU M CIIPABOYHbBIEC MaTe€pUaJbl. OTKprTbIﬁ IIPOEKT

6esomacHocTy Beb-tipunokeHuii (The Open Web Application Se-
curity Project, OWASP), 3amnymienHbiii B 2001 romy, BbIlen Aaneko
3a paMKU AesTeJIbHOCTY OSHOMMEHHOI opraHusauyuu. Ero cnmckmu
«Ttom-10» cTayM MOIIHBIM IOACIIOPbEM JIJIsI Pa3pabOTYMKOB IPO-
rpaMMHOro obecrieueHusi u ormena WT-3aKymoK UM MUCIIONb3YIOTCS
IS TIOBBIIIEHUST YPOBHSI 6€30IaCHOCTM B PA3IMUHBIX ITPOEKTax.
B 2014 ropy 6bu1 OMyOIMKOBAH MEPBbIM CIUCOK «TOI-10», OTHO-
CSALIUIACS K CeTMEHTY MHTepHeTa Bewei (puc. 1.3). Ilocnenuss ero
Bepcus (Ha MOMEHT HalMCaHMs CTaTby) npuxoputcs Ha 2018 rog.


https://iamthecavalry.org/oath

10 rnaBHbIX puckoB
WHTEpHEeTa BeLlei No Bepcumn

Puc. 1.3. Ton-10 puckos 8 obnacmu uHmepHema seuwjeli: Cnpago4Hsili O0KyMeHm
Omkpeimozo npoekma 6e30nacHoCMu 8€6-npunoxeHul

Opyrye MHCTPYKUUM U CIIPaBOYHbIE MaTepyabl BKIIOUAIOT B ceOs
ba3oBbiit yiaH HallMOHAJIBHOTO MHCTUTYTA CTAHIAPTOB U TEXHOJIO-
ruit CIIIA B OTHOIIIEHUM MHTEpPHETAa Bellleil, pecypchl MO0 OOHOBIIE-
HUIO ¥ YKpeIuieHnIo 6e30macHoCcTy HalloHambHOTO YIIpaBIeHUS 110
TenekoMmMmyHuKaiusam u nadopmanym CIIA (National Telecommu-
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nications and Information Administration, NTIA) B oTHOIIeHUY UH-
TepHeTa Belleli, bazoBbie pekomeHpanuu EBporeickoro areHTCTsa
10 ceTeBOit U MHGOPMaIMOHHOI 6e3omacHocT (European Network
and Information Security Agency, ENISA) B uacTu 3aIiuThl MHTEpHe-
Ta Belei, PekoMeHIanuy 1 OlleHKY 6e30TacHOCTY MHTEpHEeTa Be-
mieit MesxayHapomgHO acconyannuy r1o6aabHO CUCTEMbI MOOWIIb-
Hott cBs3u (Global System for Mobile Communications’ Association,
GSMA) u Perkomenpaiiuy ®onpma 6e30MacHOCTY MHTepHeTA Belleil
(IoT Security Foundation).

NMpumep: o6HapyXeHue npobaemMbl 6e3onacHoOCTH,
CBSI3aHHOU C UHTEPHETOM Belleu, COCTaB/IeHHue
oTtyeTta U UHpopMUpoOBaHUE

XO0T$ B OCHOBE CBO€J1 3Ta KHMTa TIOCBSIILeHA TEXHUYECKMM acIieKTam, ciie-
IyeT OTMeTUThb 1 HeKOTOpbIe Ipyrue (pakTopbl, BAUSIONMEe Ha MCCIeloBa-
HMe 6e30TacHOCTM MHTepHeTa Beleit. ITU (PAKTOPBHI, I10 OTIBITY, BKITIOUA-
10T KOMITPOMMCCHI, HeM30esKHbIe TIPY PACKPBITUU YSI3BUMOCTHU, U TO, UTO
cjlelyeT YYUTBIBATh CIIELMAIUCTaM 110 3al[UTe, TPOU3BOAUTENSM, U LIN-
POKOI1 06IIIeCTBEHHOCTHU B 3TO¥ CBSI3U. B mpumMepe HMsKe OyIeT OMucaHo
yCIlelllHOe MCCaefoBaHMe 6e30MacHOCTM MHTepHeTa Beleii. Pacckaxkem,
KaK OHO TPOBOAMJIOCH M UTO MPUBEJIO K yIaUHOMY UCXOAY.

B 2016 rogy Isxeii Pagxmudd, nccremoBaTenb 6€3011aCHOCTH, Y KOTOPO-
r0 AMArHoCTUPOBaH Auabet [ Tua, 06HaPYKWI TPU YI3BUMOCTY B YCTPOIi-
CTBe MHCYMMHOBOM momIibl Animas OneTouch Ping u coobmni 06 sTom
npousBoauTenio. Pabora 1o TeCTMPOBAHMIO HAauaaach 3a HECKOJIbKO Me-
CsILIeB [0 3TOTO: OH KYIUJI YCTPOICTBA, TOCTPOMUIT TeCTOBYIO Ta60OPaTOPUIO
" olpenenui BeposiTHbIe yrpo3sl. Kpome Toro, [Ikeit 06paTucs 3a KOH-
Cy/bTalyei K IOpPUCTY, YTOObI YOeIUTHCS, UTO TeCTUPOBaHMe He ITPOTUBO-
PEUYUT TOCYZAPCTBEHHOMY M PErMOHa/IbHOMY 3aKOHOATEIbCTBY.

OcHoBHas 1enb [IXes 3aKk/i0uagach B 3alliuTe MaleHTOB, TI03TOMY OH
TOZ,a71 CBOV OTYET B COOTBETCTBUM C IMOUTUKONM PACKPBITHS YSI3BUMOCTEI
npousBoauTess. [1o amekKTpoHHOI TouTe, TenedOoHy 1 B IMUHBIX Oecemax
IIskeit 06CyIUT TEXHMYECKME IeTany, BO3MOKHbIE ITOC/IeNCTBUS Mpobie-
MBI U IIar¥, He0OXOAMMbIe IJIT UX yCTpaHeHusl. [leperoBopsl IpoaosKa-
JIUCh HECKOJIBKO MeCsIlieB, B TeueHue KOTopbix Pagknmdd npomemoHcTpu-
pOBaJI UCITO/Ib30BaHMe CIabbIX MeCT B paboTe YCTPOICTBA U MPeoCTaBIUII
MIPOBEPOYHBIIL KOJ,.

[Tosske, y3HaB, UTO MIPOM3BOAUTE/b He IVIAHMPYET BHEAPSTh KaKue-n-
60 TexXHMUYECKMe UCITPaBJIeHNsI 1O BBIITYCKa HOBOI MOJe/N ITOMITbI, [I5Keii
MyGIMYHO pacKpbul MHOOpPMaNyo 06 ySI3BMMOCTM, HO CO ClIeIyroleii
OroBOpKOI1: «EC/iM KTO-IMO0 U3 MOUX IeTeil 3aboeeT n11MabeToM 1 Mey-
LIMHCKMI TIEPCOHA TTOPeKOMEeHIyeT IMOCTaBUTh UM IOMITY, 1 6e3 Kosie-
6anunit Bbibepy Mmomenb OneTouchPing, mycTh OHa U He MIeaqbHa» — CM.
https.//blog.rapid7.com/2016/10/04/r7-2016-07-multiple-vulnerabilities-in-ani-
mas-onetouch-ping-insulin-pump/.
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ket mouTu rof, paboTasa HaJ TeM, YTOObI HATH YSI3BMMOCTD U yCTpa-
HUTH ee. OH JO/DKeH ObUT MPeNCTaBUTh CBOI PabOTy HAa KPYITHON KOH-
(dbepeHIIMM TIOC/TIE TOTO, KaK ITPOM3BOAUTENb YBEIOMUT IMALEHTOB, IS
KOTOPBIX 3TO Ba)KHO. MHOTMe MallMeHThl MCIOIb30BaM MOYTY KaK OC-
HOBHOIJ1 MCTOUHMK ITOJTydeHMs MH(OopMaIini, a MouToBast pacchuika Obiia
3aIyIaHMPOBaHA TOMBKO TIOC/Ie 3TOTO AOoKIama. kel MPUHSIT HEIIPOCTOe
pelieHne OTMEHUTh CBOE BBICTYILIEHME Ha KOH(epeHIMM, YTOObI malu-
€HTBI MOIJIX Y3HATh O TIPO6JIeMe OT CBOEro Bpaya My KOMITaHWM, a He U3
HOBOCTHOJ1 CTaTb!.

BbI MOXKeTe 13BJIeUb PSIZ, YPOKOB U3 CUTYAI[MiA, C KOTOPBIMU MMEIOT €10
OTIBITHBIE MCCIeAOBATENN Oe30ITaCHOCTH, TaKue Kak JIKeii.

o OHU yuumol8aom 803MOMCHYI0 Peakyur Ha UX usblcKamus. Jkeii He
TOJIbKO 3a6JIarOBPEMEHHO IIPOSICHUI IOPUIMYECKMEe ACIIeKThbI, HO
U TIOCTApaJICsl, UTOOBI €r0 TeCTUPOBAaHME HE MOBPEAIIO KOMY-T160
3a mpenenamu jabopaTopuu. Kpome TOro, oH 1mo3aboTuicsi o TOM,
YyTOGBI MMalMEeHThl Y3HAIM O TEXHUUECKMX MpobiemMax OT JIIOei, KO-
TOPBIM OHM JOBEPSIOT, YTO CHM3UT TPEBOIY U He TIOBJIeYeT 0TKAa3 OT
MCII0/Ib30BaHMS TeXHOJIOTMIA, CIIACAIOLIVIX SKI3Hb.

e OHU uH@opMupyrm o npobieme, HO He BMEWUBAIMCS 8 NPOUECC NPU-
Hamusl peweHutl. JI>keit TTIOHSII, YTO MPOMU3BOAUTENDL HE 3aX0Tesl Tpa-
TUTH OOJbIINE CPECTBA HA OOHOBJIEHME CTAPhIX YCTPOMCTB U CO-
CpenoTOUYM/ICS HA CO30aHUM HOBBIX MPOAYKTOB, KOTOpPbI€ MTO3BOJISIT
criacTu eie GOoJIbIIle JIIofe 1 o6ieryaT ux XusHb. BMecTo Toro uto-
ObI HACTAMBATh HA MCIIPABJIEHUN CTAPbIX MOJIe/el, OH ITPUCTYIIAICS
K MHEHMIO MTPOM3BOIUTES.

e OHu nodatom npumep. [I3xeii, Kak ¥ MHOTME IPyTHe VCCAeq0BaTeIN
B 00JIaCTU 34paBOOXPaHeHMs, HaJIaguI JOJTOCPOUHbIe OTHOIIEHMS
C TalMeHTaMu, PeryJIupyoiuuMnu opraHaMiu, BpadyaMu 1 IPOU3BO-
OuUTeNsIMuU. 1o M3BECTHOI CTeeHM 3TO 03Havajio 0TKas OT 0biie-
CTBEHHOI'O BHMMAaHMS ¥ OIUIaUMBAaeMbIX IIPOEKTOB, a TaK:Ke Heoob-
XOAMMOCTD IMMPOSIBUTH UCKIIOUUTEIbHOE TepreHne. Ho pe3yibTaThl
rOBOPSIT camMy 3a ceb6s. BemyIue pou3BOAUTENN BBIITYCKAIOT Ca-
Mble 6e30ITacHbIe MeIUIIMHCKIME YCTPOICTBA U3 KOIma-aubo cyie-
CTBOBAaBIIMX, IPUBJIEKAS MCCIEA0BATEbCKOE COOOIECTBO K TAKMM
MmeponpusTusaMm, Kak Biohacking Village Ha koHdepeniuu DEF
CON.

e OHu 3Hatom 3akoH. ViccnemoBaternsiM 6€30TIaCHOCTY HOJTOE BpeMsI
MIPUXONMUIIOCH CTANIKMBATBCSI C OOBUMHEHMSIMY B IIPaBOHAPYIIEHMSIX.
YacTo 3T0 61T HEOOOCHOBAHHBIE BBITIAZIBI, HO B Psifie CIyvaeB Io-
BOJI, UMeJics. ITIpUTOM UTO SKCIEepThI BCe ele Pa3pabaThIiBalOT CTaH-
IapTU30BaHHBIN SI3bIK PETYAMPOBAHMS MPOrPAMM I10 PAaCKPBITUIO
nHGOpMaluM U MOUCKY YSI3BUMOCTE, 0 CyLeOHbIX MICKOB B aJipec
MCCIeloBaTeNeli, packpbIBalOMX MH(DOPMAILNIO, [eI0 JOXOAWIIO
penKo (ecyiv BooO1Ie JOXOIUIIO).
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MHeHus 3KkcnepToB: HaBUraumua B cpeae MHTEepHeTa
Belem

MbI 06PATUINCh K HECKOJIBKUM ITPU3HAHHBIM 9KCIIEpPTaM B 06/1aCTH Ipa-
Ba ¥ TOCYIapCTBEHHOI MTOUTUKM, UTOOBI TPOMHGOPMUPOBATH UMTATEITEI]
0 TeMax, KOTOpble TPaAUIIMOHHO He OCBEeIlaloTCs B KHUTaX O UCCIeloBa-
HusIX 6e3oracHocTy. Xapiu [ejirep yImoMMHaeT ABa 3aKOHA, IE/CTBYIOIINX
B OTHOIIIEHUM MccaenoBaTeseil 6e3onacHoctu B CIIA, a IsBua Pomskepc
paccKka3bIBaeT, KaKyue MephI MO IMOBBINIEHNI0 6e30MacHOCTM YCTPOIICTB
VMHTepHeTa Bellei IPUHMMAIOTCS B Benmuko6puTanum.

3aKoHbl XaKuHaa UHmMepHema geujeli
Xapnu leitrep, AaMpeKTop No o6LWeCTBEHHOM NONUTMKe KoMNaHuu Rapid7

[Moxkanyit, 1Ba Hambosee BasKHBIX (heepaabHbIX 3aKOHA, BIMSIOMNX Ha
MCCIeoBaHMs B 06/1aCTV MHTEpHEeTA Beleit, — 3T0 3aKOH O 3al/Te aBTOP-
cKkux mpaB B 1udposyio anoxy (Digital Millennium Copyright Act, DMCA)
¥ AKT 0 KOMITbIOTEPHOM MOIIIeHHMYECTBe U 3710ynoTpedaenun (Computer
Fraud and Abuse Act, CFAA). [laBaiiTe pacCMOTPUM 3T MpPayHOBaThIe 3a-
KOHBI.

Bo MHOruX olleHKax 6e30MacHOCTY MHTEepHEeTA Bellleii oTMeuaeTcst 00-
X0, cabbIX cpencTB 3amuThl [10, HO 3aKOH O 3alllMTe aBTOPCKUX MpaB
B IM(POBYIO 30Xy B OONBIIMHCTBE CIyYaeB 3aripernaeT 06Xo[ mexHon0-
euueckux mep 3auwjumot (Technological protective measures, TPM), Takux
Kak mudpoBaHme, TpeboBaHMS ayTeHTUGUKALUM U KOOMpPOBaHME pe-
TVMOHA, B IEJISIX JOCTyNa K IIPOM3BeIeHMSIM, 3aIUIIeHHbIM aBTOPCKUM
MpaBoOM (HAIMpuUMep, K IMPOrpaMMHOMY ObecIieueHnIo), 6e3 paspenieHus
BJIaJIeNIbIIa aBTOPCKMX TIpaB. [IJIs1 9TOTO Iepe MpoBepKoii 6€30macHOCTH
TpebyeTcs MOMYYUTh paspenieHne OT MPOU3BOAUTENEl MPOTPaMM, KOTO-
pPBIMU OCHAllleHbl YCTPOIICTBA MHTEPHeTa Beleil — 8 MoM Yucie u me, Ko-
mopuimu 8ul 8adeeme! K cuacTblo, CyIIeCTBYeT Cliel[MaabHOe UCKII0UeH e
IIS1 671arOHAaIeXKHOTO TeCTUPOBAHMS 6€30ITaCHOCTY, TO3BOJISIIOIIEe VCCITe-
IOBATEeJISIM UTHOPUPOBATh TEXHOJIOTMYECKIE MEPBI 3aIIMThI ¥ He MPOCUTH
paspeleHus mpaBoobagarens. IlmaBa bubamorexku KoHrpecca momycTit
3TO UCKJIIOUEHMe T10 3aIIpOoCy CO0ObIecTBa 1ucciiefoBarTesneil 6e30macHoOCTI
" ero cor03HUKOB. ITo cocTosinuio Ha 2019 rof uccienoBaHKe, OTBeUAlOIee
3aKOHY O 3aIlTe aBTOPCKUX MTPaB B MG POBYIO STIOXY, COOTBETCTBYET CJie-
IYIOUIMM KPUTEPUSIM:

* TIPOBOAMTCS HA YCTPOICTBE, TPUOOGPETEHHOM Ha 3aKOHHBIX OCHOBA-
HUSIX (HaIIpuMep, aBTOPU30BaHHOM BJafie/iblieM KOMITbIOTepa);

® BLITIOTHSAETCS MCKIIUYMTE/IbHO C IIe/JIbI0 TeCTUPOBAHMS MJIN UCITPpAaB-
JIEHUSL YHBBI/IMOCTGIZ B CrCTeMe 3alMUThI YCTPOIZCTBH;

e He HAHOCUT Bpe[i OKpykatoleii cpefie (K IpumMepy, He MOXKeT IPOBO-
IuThbcst Ha ADC wiu rieperpy>keHHOM MarucTpasim);

e yHbOpPMALMS, TTONyUYeHHASI B pe3y/IbTaTe MUCCAeI0BAHMS, UCIIONb3Y-
eTCs B ITePBYIO OYepeIb /IS IIOBBINIEHMS 6€301TaCHOCTY VIV 3T ThI
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YCTPOIICTB, KOMITbIOTEPOB WJIM UX I10JIb30BaTesIeli (a, Hapumep, He
B LIeJISIX TUPATCTBA);

® MCCIeaqo0BaHMeE HE HApyHIA€T APpyIre 3aKOHbI, BK/II0Yasi, HO HE OrpaH -
YyuBasicb AKTOM O KOMIIbIOTEPHOM MOII€HHUYECTBE U 3)10y1'10Tpe6-
JIEHUN.

CylIecTByeT Ba UCKIIOUEHMSI, U3 KOTOPBIX TOTBKO OJHO 0becreunBaeT
peasbHyI0 3aIIuUTy. DTO 6osiee cepbe3HOe MCKIIUeHMe TOKHO OOHOB-
JIIThCS Kaskable Tpy roga miaBoii Bubnmorexku Konrpecca CIIIA, 1 cTereHb
3aIIUTHI IIPU €T0 OOHOBJIEHUYM MOKET MEHSIThCS. B pe3ynbraTe MOTyT pac-
KpPbIBAThCSI HEKOTOPbIE M3 HaMb0sIee BasKHbIX B TPABOBOM acCIIeKTe Pe3yiib-
TaTOB ucwiegoBanuii. Camasl MocjieqHsIs Bepcusl UCKIOUeHs B 3aKOHe
0 3aIIMTe aBTOPCKMX IPaB B IM(POBYIO SIOXY, IPUMEHNMAS K TeCTUPO-
BaHMIO 6e3omacHocT (2018 rom), HOCTYITHA IO CChUIKE hittps.//www.govinfo.
gov/content/pkg/FR-2018-10-26/pdf/2018-23241.pdf#page=17/.

AKT 0 KOMITBIOTEPHOM MOIIEHHUYECTBE U 3JIOYIIOTPeOIeHM TOKe WC-
TIOJTb3YETCST UaCTO; KaK BbI MOIIM 3aMETUTb, OH (DUTYPUPYET B BhIIIEIIPUBE-
JIeHHO ITMTaTe 13 3aKOHA 3aIIUThl aBTOPCKMX ITPAB B IIM(PPOBYIO STTOXY. ITOT
aKT SIBJISIETCS IVIaBHBIM (efepaibHbIM 3akKoHOM CIIIA 0 60pbbe ¢ XaKepCKu-
MM aTakaMu, ¥, B OTIM4YMe OT 3aKOHA O 3alIUTe aBTOPCKMUX IpaB B 1mdpo-
BYIO 3TI0XY, OH He OIMCBIBAET MEPhI 3aIUThI TECTUPOBAHMST 6€30TTaCHOCTH.
Vka3aHHbI aKT 0OBIYHO PACIIPOCTPAHSIETCS Ha TOCTYIT K Ty>KMM KOMITbIOTE-
pam, a Takke BpeIOHOCHBIE IeVICTBYS B X OTHOIIEHNM 6e3 pa3pemeHus ux
8nadenvbya (a He BIaIebIa aBTOPCKUX ITPaB Ha ITPOrpaMMHOe obecrieueHne,
Kak B cimyvyae ¢ DMCA). Uto, eciut YCTPOJICTBO MHTEPHETA Belllell Bblhenuia
BaM KOMITaHMSI, B KOTOPOJ BbI paboTaeTe, MM KO, & BbI permin 6e3 nx
BefoMa MCCAeI0BaTh 3TO YCTPOMCTBO HA nmpeaMeT HamesxXHOCTU? Cyabl Bce
ele CIropsIT IO 3TOMY ITOBOAY. ITO OAHO 13 CTIOPHBIX MECT B AKTe O KOMIIbIO-
TEePHOM MOIIIEHHYECTBE U 3JI0YIIOTPeO/IeHI, KOTOPbI, K CJIOBY, ObUT ITPU-
HAT 60see 30 jeT Ha3am. TeM He MeHee, eCIv Bbl BTOPTaeTech B YCTPOVICTBO
MHTepHeTa Bellleil, KOTOpoe MPUHAIJIEKUT BaM WM KOTOPOe BaM IpeocTa-
BWJI [IJIS1 TECTMPOBAHMSI €ro BJiajienell, Bbl, CKOpee BCero, B agy ¢ 3aKOHOM —
kak DMCA, tak u CFAA. C yeM Bac 1 O3 paBiisieM.

Ho noposkaute! C uccmeqoBaHusIMy 6€30MaCHOCTY MHTEpPHETA Belleit
MOTYT OBITb CBSI3aHbBI ¥ MHOTME IPYTHe 3aKOHbI, 0COOEHHO rOCyJapCTBEH-
HbI€ 3aKOHbBI 0 XaKMHTe, KOTOPbIe MOTYT TPAKTOBAThCS ellle Mmupe 1 6osiee
pacIUIbIBUATO, YeM AKT O KOMITbIOTEPHOM MOIIIEHHMYEeCTBE U 3JI0YIOoTpe-
6menuu. (MHTepecHbIit HaKT: B 3aKOHE IITaTa BalllMHITOH O XaKMHTe Mpe/I-
yCMOTpeHa 0cobast MpaBoBast 3alIMTa AJIsI TaK Ha3bIBA€MbIX O€JIbIX ST,
WM 3TUYHBIX XakepoB.) He CTOUT oymaTh, UTO K BallleMy MCC/IeJ0BaHNIO
6e30ITaCHOCTY MHTEepPHeTa Belleli He BO3HMKHET MPeTEeH3Ui TOIbKO T10-
TOMY, UTO OHO IPOBOAMUTCSI B CTPOTOM COOTBETCTBMM C 3aKOHOM DMCA
u akTom CFAA — XOTs 17151 Hauasa 3TO yKe Heraoxo!

Eciu BbI 3amyTanmch B MHOTOUMCIEHHBIX 3aKOHAX U GOUTECH UTO-TO
HapyIINTb, TO Bbl HE OAMHOKM. 3aKOHBI Ha 3Ty TEMY CJIOXKHbBI, OHU TIpe]I-
CTaBJISIIOT TOJIOBOJIOMKY Jiaske /1151 OCTPBIX YMOB IOPUCTOB U rOCyapCTBEH-
HbIX YMHOBHUKOB, — HO B TO >XKe BpeMsl BefeTCsI MHTeHCUBHASI KPOTIOT/IN-
Bas paboTa 110 YTOUHEHMIO M YCYJIEHUIO TTPAaBOBOI 3alMThI MCCIeI0BaAHMIA
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B 0651acTy 6€30maCHOCTH. Balll rosoc 1 OmnbIT paboThl ¢ HEOAHO3HAYHBIMU
3aKOHaMU, CAEPKMBAIOIIMMU IleHHbIe UCCaen0BaHMsI 6e30MacHOCTM UH-
TepHeTa Bellleil, MOTYT COCTYKUTb IIOJIe3HYIO CYKOY B mebaTax o pedop-
muposanuy DMCA, CFAA u gpyrux 3aKOHOB.

Pone npasumesecmea e 6e3onacHocmu UHmMmepHema seweli

D3sup Popxxepc, reHepanbHbiii aupektop Copper Horse Security, aBTop
Kopekca Hapnexawei npaktuku Benmkobpuranum, kasanep OpaeHa
BpuTtaHckoit uMnepum, Bpy4eHHOro 3a 3acyru B 0bnactu knbepbesonacHoCcTH

[lepen mpaBUTENBLCTBOM CTOUT HETPMBMAIbHAS 3ajaya: 3alIuIIaTh 06-
IIeCTBO M BMeCTe C TeM CITOCOOCTBOBATH IMPOIIBETAHNIO SKOHOMMKMU. XOTS
MPaBUTEIbCTBA PA3HbIX CTPAH He Jep3aiy BMEIIMBATLCS B 6€30MacHOCTh
MHTepHeTa Bellei, 0racasch 3aTOPMO3UTh MHHOBAIIMM, TaKMe COOBITHS,
Kak 1osiByieHne 6otHeToB Mirai, WannaCry u NotPetya, 3acTraBuiu 3aKo-
HOZaTe/lbHbIE Y PEryjlupyloliye opraHbl IepecMOTPETh CBOIO MOTUTUKY
HeBMellaTeabCTBA.

OmHuM U3 pelleHuii TOCYyTapCTBEHHOro MaciiTaba CTajio, B YaCTHO-
CTH, BBemeHMe OputaHckoro Kodekca Hadnexcawjeli npakmuku. BriepBbie
orny6KoBaHHbI B MapTe 2018 roga, sTOT JOKYMEHT IIPU3BaH CIeIaTh
CoenyenHoe KoponeBCTBO caMbIM 6e30TacHbIM MECTOM MJISI SKU3HU
U BeleHMs OM3Heca B MHTepHeTe. [ocymapcTBO MPU3HAIO, YTO MHGpa-
CTPYKTypa MHTEpHeTa Bellleii MMeeT OrPOMHBI MOTEHIMaA, HO U TauT
B cebe OTPOMHbBIE PUCKY, TOCKOIbKY ITPOMU3BOAUTENN HE MOTYT 3alIUTUTh
rnorpeburesneil 1 rpakgad. B 2017 romy sKcrepTHash KOHCY/JIbTAaTHBHAS
rpyIIia, COCTOsIAsl M3 MpPeAcTaBUTeNell pasauMuHbIX OTpacieii, MpaBu-
TEIbCTB U aKaJIeMUUECKUX KPYToB, IPUCTYIIMIA K U3YUEHUIO TTPOOIEMBI.
B momonHeHMe 6LV OPTaHM30BaHbI OOCYKIEHMSI CO MHOTMMU YUaCTHMU-
KaMM cOo00IIecTBa MccaenoBaTenneii 6e30macHOCTH, BKIIOUAst TakMe opra-
Husauyu, kak I Am The Cavalry.

B Kopekce n3noxkeHsl 13 NpUHIUIIOB, KOTOPbIE B 1[€JIOM [IOJI’KHBI 10T~
HSITh TUTAHKY K6ep6e30MacHOCTY He TOMbKO /)1 TEXHUUYeCKUX YCTPOMCTB,
HO ¥ 9KocycTeMbl. OH IIpUMeHSIeTCS K Pa3paboTunKamM MOOMIbHBIX ITPU-
JIOSKeHMIA, TIOCTaBIIMKAM O0JIaUHBIX YCIIYT, OTlepaTopaM MOOWIIbHO CBSI-
31, a TaKOKe PO3HMYHBIM ITpoJaBIiaM. Takoil Toaxo ] rmepeKIaabiBaeT Opems
obecrieueHust 6€30ITACHOCTY C OTpebuUTeNell Ha opraHusaly, KOTopbie
JIyJIlle OCHAIeHbl U 3aMHTEPECOBAaHbI B pelleHun mpobiaemM c Ge3omac-
HOCTBIO Ha O0ojTee paHHMX 3TaTax JKM3HEHHOTO IIMKIIA YCTPOMCTB.

[TonmHeIl TekcT Kogekca OOCTYIIEH MO CChUIKe https.//www.gov.uk/govern-
ment/publications/code-of-practice-for-consumer-iot-security/. CaMbIMM HEOT-
JIO’KHBIMM 3aJJauaMU SIBJISIIOTCS cJiefytonue: 1) HegonyleHue IpuMeHeH s
naposeit, ycTaHaB/IMBaeMbIX 110 YMOIYAHUIO; 2) IPUHSITHE U peann3anys
TTOJIMTUKY PACKPbITUS YSI3BUMOCTEI; 3) obecrieueHne MOCTYITHOCTU 00-
HOBJIEHMIi ITPOTPAMMHOr0 obecrieueHus AJIs1 YCTPOICTB. ABTOp oxapak-
TepPU30BaJl 3TU IYHKTbI KaK Kpumepuu 3awjuijeHHoCmu; eciu TPOLYKT
MHTepHeTa Belllell He COOTBETCTBYET 3TUM TPeOOBAHMSM, B OCTABIIENCS
YacTU OH, BEPOSITHO, TAKKe MMeeT U3bSIHbI.
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[Topxon, ucnonb3yeMblii B Kogekce, yaUTbIBaeT MeXIyYHAPOLHYIO 3HA-
YUMOCTD IPOOIeMbI, TOCKOJIbKY MU MHTEpHEeTa Bellleit 1 1eroyka rmocra-
BOK MHTEJUIEKTYaJbHBIX YCTPOWCTB — 3TO SIBJIEHUSI IJI0GAJILHOTO TIOPSIA-
Ka. Kogexc nonmepykany IecsiTKM KOMIIaHUI 110 BCeMy MUPY, U B SIHBape
2019 roga EBpomneiickuit MHCTUTYT CTaHAAPTOB I10 TeJIEKOMMYHUKALVSIM
(ETSI) omobpun ero mox Ha3BaHueM Texuuueckas crenuduranus ETSI
103 645.

HomomHuTenbHylo MHGOPMAILMIO O TOJUTUKE PAa3HBIX TOCYIAPCTB
B IaHHOI cdepe Bbl HalifeTe B basze maHHBIX MOMUTUK Kubepbesomac-
HOCTM MHTepHeTa Beleit Ha caiite I Am The Cavalry: https.//iatc.me/iotcy-
berpolicydb/.

B32/190 nayueHmos Ha 6e30nacHocmbs MeOUUUHCKUX
ycmpolicme

[TpoekTupoBaHue 1 paspaboTka I0T-yCTPOIICTB MOKET BBIHYAUTD ITPOU3-
BOAMTENE UATKU HA HeJIerKue AJis HUX KOMIIPOMMCCHI. VcciaemoBaTenn
6e30ITacHOCTH, KOTOPbIE CAMM ITOJIb3YIOTCSI MEOUIIMHCKUM 000pYIOBaHM-
€M TaKoro THIIa, B yacTHOCTM Mapu Mo u [Ixkeit Pagknndd, xopoio 3Ha-
0T, KaKyie KOMITIPOMMCChI MMEIOTCSI B BUJTY.

Mapu Mo, @mariegmoe, SINTEF

S uccmemoBaTenb 6€30MTaCHOCTY U MALMEHT, HaXOASIIMIACS o/ Habrome-
HMeM Bpaueil. Kaskaplil MUMITyJIbC MOETro Ceplla reHepupyeT TeXHUIeCKoe
YCTPOJCTBO — KapAMOCTUMY/SITOD, YCTAHOBJIEHHBIV Yy MeHSI BHYTpU. Bo-
ceMb JIeT Ha3aJ s OYHY/Iach Ha MOy Mocte nagenust. [lepen sTuM B pabo-
Te MOero cepfilia HacCTymuia May3a — JOCTaTOUHO JOATasl AJisl TOTO, UYTO-
OBl OTEPSITh CO3HaHMe. Terepb, YTOOBI CEPAEUHbBINI PUTM He HapyIIaics
¥ TIOMOOHBIX T1ay3 He BO3HMKAIO, MHE HYKEH KapOMOCTUMYJISTOP. DTOT
MaJileHbKMUI ammnapaT OTC/IeKMBAET KasKIblii MMITYIbC U TTOCBLIAET MPSIMO
B MOe ceppiiie HeGObIIIOi 2IeKTPUUYECKUIi CUTHAIT, YTOGBI OHO TTPO0JIKa-
710 6uThCS. HO KaK ST MOTY IOBEPSITh CBOEMY CEPIILLY, eC/IU €r0 MIPUBOIUT
B JIelicTBMe IIporpaMma, paboTa KOTOPOIi AJjis1 MeHsI Helpo3pauHa?

KapanoctumynsaTop MHe yCTaHaBAMBAIM B SKCTPEHHOM MOpsAKe. ITO
OblyIa KpUTUUECKAsT Mepa, TaK UTO He 6bIIO BO3MOXKHOCTYM OTKA3aThCS OT
umMIutaHTa. Ho y MeHs 66110 BpeMst 3aaTh HaBOASIIME BOIIPOCHI. K yauB-
JIEHUIO Bpayeli, 1 Hauajia pacCrpanimBaTh O TOTeHIMATbHBIX YSI3BUMOCTSIX
MIPOTPaMMHOI0 ObecIieueHnsi, YCTaHOBJIEHHOTO B KapAMOCTUMYIISITOpPE,
¥ 0 BO3MOSKHOCTSIX B37I0Ma 3TOTO KM3HEHHO BasKHOTO yCTpoiicTBa. OTBe-
ThI OKa3ajMCh HEYIOBIETBOPUTENbHBIMY. MeaUIMHCKN/E PAaOOTHUKIU He
CMOI/IM OTBETUTh Ha TEXHUUECKMe BOIIPOChl O KOMIIbIOTEPHOI 6e3orac-
HOCTY; MHOTMeE Jayke He 3aQyMbIBaJIMCh HAJ TeM, UTO paboTa amrapara
YIIPaBJISIeTCS] IPOTPAMMHBIM KOJIOM, a TPOMU3BOAUTEb UMITJIAHTATA TIpe-
JIOCTaBJISIET BeCbMa CKYIHYIO TEXHUUECKYI0 MHMOpMaInIo.

Wtak, s 3aTeszia MUCCIed0BATENIbCKMI MIPOEKT; 3a MOC/JIegHME UYeThl-
pe rofa s y3Haja JOBOJbHO MHOTO O 0e30IMacHOCTM YCTPOICTBA, C KOTO-
PBIM Ternepb KUBY. BbISICHUIOCH, YTO MHOTME MOU OTaceHusl, Kacalyuecs
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K1bep6e30MacHOCTM MEeAUIIMHCKUX YCTPOMCTB, OMpaBAaHHbI. § y3Ha-
7a, 4yTo B mporpuetapHoM 10, co3gaHHOM C MCIIOIb30BaHMEM ITOIXOAA
«0€e30IacHOCTh Uepe3 HEeM3BECTHOCThb», ITOPOil HeymauHO peari30BaHbI
3amuTa M KOHQUIEHIMATbHOCTD. S y3HAIa, YTO YHACIeIOBaHHAS TEXHO-
JIOTUS B COUETAHUM C JOTIOTHUTEIbHBIMIM BO3MOKHOCTSIMM TTOIK/TIOUEHST
03HAYaeT yBeJIMYeHMe MOBEePXHOCTU aTaKy U, CJIeq0BaTeIbHO, MTOBLIIIe-
HJe BePOSITHOCTY BO3SHMKHOBEHMS ITPOOJIEM, BAUSIONMX HAa 6€30M1acHOCTh
ManyeHToB. Xakepbl BPOe MeHsI B3JIaMbIBAaIOT YCTPOIICTBA He C I[e/IbI0 T10-
CesIThb CTPax WM MIPUUMHUTH OOJb MaryeHTaM. Most MOTMBAIMS — UCIIpa-
BUTH OOHAPY>KeHHbIE HeTOCTATKM. JIJIs1 STOT0 KPUTUUECKY BasKHO COTPY/I-
HMYECTBO BCEX 3aMHTEPECOBAHHBIX CTOPOH.

S xouy, UTOOBI TTPOU3BOAUTETN MEOUIIMHCKUX YCTPOIICTB CEPHE3HO
OTHOCMJICh KO MHe U K JIPYTMM MCC/IeIOBaTe/IsIM, KOTIa Mbl IIPOCUM UX
€o06maTh 0 MmpobaeMax KnubepObe30MmacHOCTH, NeICTBYSI B MHTepecax Iia-
LIMEHTOB.

Bo-mepBbIX, MbI IO/DKHBI IIPU3HATh, UTO IpobGiIeMbl Kubepbesoriac-
HOCTY YIPOXKAIOT 3TOPOBBIO JIIOeii. 3aMauMBaHe OOGHAPYKEHHBIX ysI3-
BMMOCTE# MUY OTpULIAHME UX CYIIeCTBOBAaHMS He 06€30IacuT IalYieHTOB.
Mepsl 110 06ecIeyeHno MPO3PAYHOCTH, TaKMe KaK CO3AaHMe OTKPBITHIX
CTaHIAPTOB ISl IPOTOKOJIOB 3aIINUIeHHOM 6eCITPOBOIHOI CBSA3M, ITy6IIM-
Kalus COrIaCOBaHHOM MOJUTUKM PACKPBITHUS YSISBUMOCTEN, B KOTOPOJ UC-
CylemoBaTeIsIM IIpejiaraeTcsl B KOppeKTHOI opme coobiaTh o mpobiie-
Max, M BBIITYCK PEKOMEHIAIMil 10 K1bepbe30macHOCTY IJIs MMallieEHTOB
¥ Bpaueil 3aCTaBJISIIOT BEPUTbh, UTO IIPOU3BOAUTENH CEPHE3HO OTHOCUTCS
K 9TUM Ipob6aeMaM 1 paboTaeT HaJ UX ycTpaHeHreM. Takum 06pasom, s 1
MOV Bpa4 MOXKEM ObITb YBEPEHBI, UTO MEIUIIVMHCKIE PUCKU U TTOOOUHBIE
3(pdexThI, CBSI3aHHbIE ¢ KNGEPOE30MaCHOCThIO, He IIPEBHIIIAIOT OOIINUX PHi-
CKOB, 00CY/IOBJIEHHBIX MOEJ JIMIHON CUTYaIME.

Perrenne Ha 6ygyliee — IpO3payHOCTD M JIyUIllee COTPYIHNYECTBO C IT0-
HMMAaHMeM M COUyYBCTBMEM.

Doxen Papknudd (Jay Radcliffe), @ jradcliffe02, Thermo Fisher Scientific

Sl XopoIo MOMHIO TOT [€Hb, KOTAa MHE IMOCTaBUIM IMArHo3 «auabeT».
910 6bUT MOJi 22-7i MeHb POKAEHMS. Y MeHS ObUIM TUIIUMYHBIE CUMITTOMBI
nuabera I THma: cubHAS Kakaa u moTepst Beca. TOT AeHb M3MEeHMUT MOIO
SKM3Hb. I ONUH U3 pegKux JIofei, KOTopble MOTYT CKa3aThb, YTO MHe I10-
BE3JI0 C IMarHO30M. [InabeT OTKPbUI MHE MUP MEOUIIMHCKUX YCTPOICTB,
MTOIK/TIOUEHHBIX K MHTepHeTy. K ToMy BpeMeHM S yske JTI06UI pa3doupaTh
U YMHUTh BEIIY — 3TO ObUI IMPOCTO HOBBIN CIIOCO6 MPOSIBUTH CBOU IPU-
pOAHbIe 3a0aTKU U HaBbIKM. HEBO3MOKHO ONMCaTh, YTO UYBCTBYET UeJIiO-
BeK, K TeJly KOTOPOro MOAK/IIOUAIOT arrapaTt, KOHTPOJUPYIOUINii OCHOB-
Hble XM3HeHHble (PyHKIMM. [I[pyroe HeolucyeMoe UyBCTBO — 3HATh, UTO
OH (YHKIMOHMPYET Oyiaromapsi 6eCIipOBOTHOMY ITOAKIIOYEHNIO U IMEET
ySI3BUMOCTHM. S pamyioch 0607 BO3MOXKHOCTM CHeaTb MeIUIIMHCKUE
YCTpOJiCTBa 60jIee YCTOMUMBBIMM K BPeJOHOCHOMY BO3[EICTBIUIO, B TOM
Yyycjie ceTeBOMYy. JTa TeXHMKA KPUTUUECKM BaskHa JJIST TTOAIepsKaHUs
3I0POBbBSI U KU3HU JTI0Ae. VTHCYTIMHOBBIE TTIOMIIbI, KaPAVOCTUMY/ISITOPBI
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U OpyTHe KapaUOyCTPOIiCTBA, CTUMY/ISITOPBI CIIMHHOTO MO3Ta, HelfpoCTH-
MYJIITOPBI ¥ 6eCUMCIIEHHOE MHOXKECTBO APYTUX YCTPOIICTB MEHSIOT JKM3Hb
JIIOLeil K Iyuliemy.

[Togo6HbIE TPMOOPHI YACTO MOIKIIOUAOTCS K MOOMIIBHBIM TeedoHaM,
a 3aTeM K MHTepHeTy — Tak OHM MOTYT MHDOPMMUPOBATh Bpaueil u Jull,
OCYIIECTBJISIOIIMNX YXOI, O COCTOSIHUM 3[4,0POBbs NanueHTa. Ho BO3Mox-
HOCTb MOAK/II0OUEHMs COTIpsbKeHa ¢ puckoM. Harra 3agaua kak crenyani-
CTOB B 06macTu 6e30TacHOCTY — MTOMOYb MAllMeHTaM UM BpayaM IOHSITh
3TU PUCKHU, & MTPOU3BOOUTENSIM — BBISIBUTh UX M KOHTPOJMUPOBATDH. XOTS
caMy KOMITbIOTEPBI, BO3MOKHOCTY TIOAK/ITIOUEHUS ¥ MEPbI He30MacHOCTI
CUJIBHO M3MEHWINCDH 3a IMOC/IeSHMe HEeCKOIbKO AeCSITUIeTU, B 3aKOHO-
natenbcTBe CoenyuHeHHBIX IIITaTOB He MOSABMIOCH HUUETO CYIeCTBEHHO
HOBOTO B OTHOILEHUU UCC/IeOBaHuit 6e3011acHOCTH, TTPOBOAUMBIX C H0-
6pbiMyu HamepeHmsiMu. (O3HAKOMbTECh C 3aKOHAMM, IECTBYIOIIVIMMU
B BallleM peruoHe, — OHM MOTYT oTIn4aThesl.) K cuacTbio, HOpMaTUBHbBIE
(bopMyIMPOBKM, UCKITIOUEHWS Y pean3aluy MU3MeHUIUCH B JIYUIIYIO CTO-
pOHYy — 6arofapst paboTe XaKepoB, YUEeHbIX, KOMITAHUIT 1 KOMITeTeHTHbIX
YMHOBHUKOB. [l MOAPOOHOTO PacCMOTPeHMSI IOPUAMUYECKUX aACIIeKTOB
KOMIIBIOTEPHOV 6€30TIaCHOCTM MOYKET MOTPe60oBaThCsl HECKOIHLKO TOMOB
3ayMHOTO TeKCTa, HAIIMCAHHOTO OMBITHBIMI I0PMCTAMMU, TAK UTO 3Ta KHUTA
He MeCTO JIJIsI TaKoro obcyknennst. Ho B 11esiom, ecsiu Bbl BjafieeTe MeIu-
LIMHCKMUM YCTPOICTBOM U ITposkuBaeTe Ha Tepputopun CIIIA, uccrnenosaTh
6e30I1aCHOCTh 3TOTO YCTPOIICTBA 3aKOHHO, 10 KpaiiHel Mepe B Ipefeax
Balleii COGCTBEHHOVI CETH.

3akjiloueHume

C(bepa MHTEpHEeTa Bellei CTpeMUTE/IbHO Pa3BMBAETCA. KonnuecTBO, TUIIBI
M CIIOCOOBI MCITO/Ib30BAHMSI 3TUX «BelIe» MEeHSIIOTCS 6bICTpee, yeM ygaeT-
CcA OHY6J’II/IKOBaTb HOBbI€ KHUTY O HUX. K TOMY Bpe€MEeHH, KaK BbI ITIPOUYTETE
9TU CTPOKM, ITOABUTCA €1ie KaKaS[-HI/I6y,ELb HOBMHKaA, O KOTOpOVI MBI ITIOKa
HMYero He 3HaeM. TeM He MeHee MbI YBEPEHLbI: 3Ta KHUI'a COOEPKUT LIeH-
HbIe peCypChI M CCBIJIKM, KOTOPbIE ITO3BOJIAT BaM pa3BMBATh CBOM HABbLIKU
He3aBUCMMO OT TOr'O, UTO BaM IIPUOETCA TeCTUPOBAThb Uyepe3 rod mjin ne-
cAaTHuIeTHe.
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